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Conventions Used in this Document

Lists:

+  Numbered lists are used to show the steps involved in completing a task when
the order is important

+  Bulleted lists are used when the order is unimportant or to show alternatives

Bold is used for menu items and for labels.
For example:
+  “Record a valid email address in ‘From’ email address”

+  Select Save from the File menu

Italic is used for emphasis and to indicate references to other sections within the
current document:

For example:
+  “Copy the file before starting the installation”

+  “See Issuing a Card for further information”

Bold and italic are used to identify the titles of other documents.
For example: “See the Release Notes for further information.”

Unless otherwise explicitly stated, all referenced documentation is available on the
product media.

A fixed width font is used where the identification of spaces is important,
including filenames, example SQL queries and any entries made directly into
configuration files or the database.

Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

Warnings are used to indicate where failure to follow a particular instruction may
result in either loss of data or the need to manually configure elements of the
system.

For example:

Warning:

You must take a backup of your database before making any changes to it.

Lifecycle API
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PivCardRequest/Agency/Applicant/Card/JobLabel
PivCardRequest/Agency/Applicant/Card/Update...........coooiuiiiiiiiiiiiiieeeeiee e
PivCardRequest/Agency/Applicant/Card/Update/OriginalSerialNumber...............cccccciiniiiennne 82
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PivCardRequest/Agency/Applicant/Card/Update/StatusMapping .........ccoocveerriieiiiiieeeenieeene 82
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PivCardRequest/Agency/Applicant/Account/AlternateDN.............ccooiiiiiiiiiii e 85
PivCardRequest/Agency/Applicant/ACCOUNT/CN ............iiiiiiiiiiiee e 85
PivCardRequest/Agency/Applicant/ACCOUNt/OU ............cooiiiiiiiiiiiie e 85
PivCardRequest/Agency/Applicant/ACCOUNUPN..........cooiiiiiiiiii e 85
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PivCardRequest/Agency/Applicant/Account/MaxRequestExpiryDate............cccceeeiiieeiiiiieennnne 87
PivCardRequest/Agency/Applicant/PoOSition ..............ooiiiiiiiiiiiiieec e 88
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PivCardRequest/Agency/Applicant/Sponsor/SponsorName .........c.oocueeiiriieeeniieee e 90
PivCardRequest/Agency/Applicant/Sponsor/SponsorPosition...............ceoeeeiiiiiiiiieeieiiiiieee. 90
PivCardRequest/Agency/Applicant/Sponsor/SPONSOrAGENCY........ocouvieeieeeeeiiiieeeea e 90
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7.4.86 PivCardRequest/Agency/Applicant/Sponsor/SponsorEmail ...........ceeeveeiieiiiiiiieee e 90
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Introduction

The MyID® Lifecycle API allows you to add and update users in the MyID database by
sending XML documents to a web service. You can also request credentials that can
then be collected from any MyID card issuing station.

Note: You cannot use the Lifecycle API to request mobile credentials; instead, you must
use the Credential Web Service. See the Credential Web Service document for
details.
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The Lifecycle API in the card issuance process

N~

User Data

XML
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Notification
Other Applicant
Systems Enroller 7
3
Certificate
Authoritv
Web
Service
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Data Import
Component

Database j MyID 5

External to MyID, capture the user data, including the user's picture.
Compile the data into an XML document. Encode the image into this file.
Send the XML data to the MyIDEnroll web service.

MyID imports the user data, then passes back an XML report containing
information on whether the user's record was imported correctly. MyID creates a
card request for the added person.

If the credential profile being issued requires validation, the card request must be
approved in MyID.

When the card is issued, MyID submits requests for certificates to the certificate
authority.

MyID sends a notification through HTTP to the applicant enroller that the card has
been issued.

Contact Intercede professional services for information on setting up notifications.

The enroller can then notify other systems that the card has been issued and
activated.
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Lifecycle APl Web Service

Installing the service

To install this API, you must select the Lifecycle API option when you install MyID. See
the Installation and Configuration Guide for details.

Myl Server - InstallShield Wizard Y

Select MylD Server Roles and Features
Choosge which MylD server roles will be installed on to this computer.

The zelected zerver roles will be installed onta this computer. Further informatio about kyplD
zerver roles can be found in the MylD Installation and Configuration guide.

D escription
A
[ Database Server Installs MylD server
[ Iwieb Server components and services

—-['weh Services Server

[ Lifecycle API

<[CIMplD Client Web Service

-[] Credential web Service

-[[] Device Management AP

-[IMobile D5 OTA,

i1 Rennrtinn Weh Service 57
0.00 MBE of space required on the C drive

1334385 MB of space available on the C diive

< Back Cancel

Security settings

When the Lifecycle APl web service (MyIDEnroll) is installed, it is configured so that it is
impossible to authenticate to the service (a combination of ASP.Net Impersonation
and Windows Authentication means you cannot call the web service). If you try to call
the web service, you will see an error similar to the following:

HTTP Error 500.24 - Internal Server Error

The Lifecycle APl is a powerful feature that allows a caller to add users, edit users, and
request issuance of credentials; therefore you must restrict its usage.

If your system requires the Lifecycle API to be available to trusted callers, you must
configure IIS to allow this.

Review the authentication requirements for the MyIDEnroll web service in IIS and
configure it. For more information, see the Securing Websites and Web Services
document.

For production systems, you must ensure anonymous access is disabled.

Once you have configured the authentication mechanism you want to use for
MyIDEnroll, disable the ASP.NET Impersonation option for the web service in IIS; if
you are not using Windows Authentication, you must also disable this option.
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Overview

The web service communicates with the MyID server components (the BOL) to import

the data.

XML * Web Database
Service

You post the XML document to the web service. This service processes the XML and
passes the transformed data to the BOL.

The BOL performs actions on the data, updating the database if necessary, then returns
a response to the web service describing the actions it has carried out. The web service
then returns the status to the sender.

Increasing the maximum pool size

When using MyID web services (for example, MylDEnroll) under heavy load, you may
experience some problems; these may be caused by the .Net framework not releasing
COM components correctly, affecting the eConfiguration objects used by MyID.

To solve this issue, you can increase the maximum pool size:
1. Open the Windows Component Services MMC snapin.

2. Expand Component Service > Computers > My Computer > COM+
Applications > Edefice_BOL > Components.

3. Right-click EConfiguration.Configuration.1, then from the pop-up menu select
Properties.

4. Click the Activation tab.
5. Set the Maximum Pool Size to 100.
6. Click OK.

Once you have made the change, you must restart the Edefice. BOL component.
1. Open the Windows Component Services MMC snapin.

2. Expand Component Service > Computers > My Computer > COM+
Applications.

3. Right-click Edefice_BOL and select Shut down from the pop-up menu.

The component will start again automatically when it is next needed.
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2.5 Timeouts

If the import process takes too long to process, the Lifecycle API returns an error
message stating that the process timed out. For example:

<PivImportResponse
xmlns="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse">
<error>
<description>System.Runtime.InteropServices.COMException (0x800468CA) :
Error: 0x800468ca : AsyncJob - Timed out waiting for import response
Info: ASyncImport.EXE

Exception raised in function: CFileImportImpl::ProcessFileImport
In file .\FileImportImpl.cpp at line 475

at EDEFICE BOLLib.EdeficeBOLClass.ProcessFileImport (String bstrXMLInstructions)
at MyIDEnroll.transferData (XmlDocument outputXML)
at MyIDEnroll.PIVXMLWebImport (String xmlIn)</description>
</error>
</PivImportResponse>

The timeout is set to 60 seconds by default. If you want to change this value, you can
edit the registry on the MyID application server.

In the following area of the registry:

HKEY LOCAL MACHINE\SOFTWARE\Intercede\Edefice\ImportExport

Set the Timeout DWORD value to the number of seconds the service will wait for an
import to complete.

2.6 Supported options

Iltems that are marked as "not supported" are part of the schema definition, but must not
be used. These items may be legacy functionality that is no longer available, reserved
for future use, or require additional changes to your MyID server to enable their use.

2.7 Known issues

) IKB-67 — Limit to concurrent transactions

Performance of this web service may vary based on a range of factors. This
includes network load, server performance, and the volume of transactions taking
place within the MyID architecture. For example, the API is expected to operate
correctly with up to 15 concurrent transactions taking place. However, beyond this
level, further issues may occur such as database timeouts. Increasing server
performance may help overcome these issues, but the predicted volumes for your
business processes should be part of your capacity planning of the solution.

e [KB-288 — Job ID not returned for some job types

When an update or certificate renewal job for a device is requested using the
Lifecycle API, an issue has been identified that causes the Job ID not to be
returned to the calling system.

The response received is:
<CardRequest>0</CardRequest>

However, the job will have been created successfully in MyID.
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Preparing the data for import

You must create an XML document containing all of the data you want to import using
the XML web import service.

The XML document may contain information such as:
e Data for a user

e Core user fields

e  User security phrases

e Userrole and scope to use

e  Entrust profile to use

e Extended user fields

e  Core group fields

e Extended group fields

e  Credential profile to use

e Card expiry date

e Card renewal request

e Images: user photographs and document scans

To make sure the data is transformed into the correct format, you must use an XML
schema supported by MyID. See section 9, XML schemas for details of the schemas
you can use.

Different schemas are available for adding new users to MyID and updating existing
users.

CMS and PIV differences

While the CMS and PIV schemas have similarities, the PIV schema contains extra
information to allow you to import information about PIV applicants and PIV agencies,
and is appropriate only for PIV-based systems.

In addition, where the user node in CMS schemas is called <user>, in PIV the
corresponding node is <Applicant>. Similarly, in CMS schemas, the group node is
called <Group>, while in PIV the corresponding node is <agency>.

Note: Do not use the CMS schemas to request or update PIV cards. You can, however,
use the CMS schemas to request or update CIV cards.

Escaping characters

You must use valid XML for your import files; this includes escaping special characters
such as s, < and >. If the XML is invalid, the import service will not process it.

DNs

MyID assumes that the DN is correctly escaped; if it is not, any people in that group will
have invalid DNs. To correct this, you must remove the person, correct the group base
DN, then add the person again.

The characters that you must escape are:

, =+ <>\ % ;0"
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To use any of these characters, you must enclose them in double quotes. Additionally,
you must prefix any " (double quote) or \ (slash) character with a \ (slash).

For example:
John Smith, Jnr

should be escaped as

cn="John Smith, Jnr", o=...
If you have an o value of:

Smith "Budget" Cars

this should be escaped as:
o="Smith \"Budget\" Cars", c=...

3.3 Encoding images

You must encode the images with Base64 encoding within the XML document. The
XML web import service can then extract the image data and upload the images to the
MyID database.

3.4 Advanced settings

Settings are stored in afile called settings.xml in the same folder as the
MyIDEnroll.asmx file.

The following parameters are available:

. SourcelID
o IssueDate
L] GenerateUserDN

° ActionOnDuplicate

. RolesActionOnDuplicate

. DeleteMissingUsers

(] PushToLDAP

e CreateUnknownGroups — hot supported

. AuditAll

L] DataType

(] CheckImportResponseSchema

e SynchronousImport — not supported. Do not use.
° DefaultUserRole

e DisallowCertificateSuspension — PIV systems only.
e CardRequestThrottling — PIV systems only.

You can include these settings in your XML import document; these settings override
any default settings from the settings.xml file. If the settings are missing from the
XML document, the values in the settings.xml file are used instead.

See section 5, Advanced settings for details of the parameters available in the XML
import document.
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Adding and modifying users

When you provide the XML import information to the import web service, if the user
does not already exist, the user is created. If the user already exists, but you provide
different details for the user, the user is updated in the MyID database.

Requesting cards

When you provide the XML information to the import web service, if you provide details
of a card in the <card> node, a card request is created.

Note: If the user already exists in the database, you must set the <Renewal> node to
true, or card request jobs will not be created.

Enabling, disabling and removing users

You can use the import feature to enable, disable or remove users. To disable or
remove a user, add a keyword to the XML import file.

Removing users

In the user node (user for CMS, applicant for PIV), add an <actions> node. Within
this, add the following to remove the user:
<ApplicantAction>Remove</ApplicantAction>

<StatusMappingID>ID</StatusMappingID>
<RevocationComment>Comment</RevocationComment>

Where 1D is the ID of the revocation or suspension code from the statusMapping table
in the database (see section 3.7.5, Status mapping codes), and comment specifies the
comment used when revoking or suspending user certificates, and also appears in the
system audit reports.

Disabling users

To disable a user, use the following:

<ApplicantAction>Disable</ApplicantAction>
<StatusMappingID>ID</StatusMappingID>
<RevocationComment>Comment</RevocationComment>

Where 1D is the ID of the revocation or suspension code from the statusMapping table
in the database (see section 3.7.5, Status mapping codes), and comment specifies the
comment used when revoking or suspending user certificates, and also appears in the
system audit reports.

The user is removed or disabled, and their cards and certificates are canceled or
suspended as appropriate.

e |IKB-261 — User certificates not revoked when suspending a user with an
ApplicantAction Of Disable

When disabling a user using the Lifecycle API, certificates are suspended instead
of fully revoked, when the statusMappingID specified should result in a full
revocation. To work around this issue, trigger device revocation before suspending
the user account using CancelDevices; see section 3.70.1, Canceling cards.

Alternatively, adding DisallowCertificateSuspension to the settings.xml with
a value of 1 will allow the status mapping to be used to determine specific
revocation actions that take place; see section 5, Advanced settings for details.
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3.7.3 Enabling users
If you omit the <actions> node, and the user is already in the database and disabled,
the import process enables the user again.
3.7.4 Updating users who were imported from LDAP
If you are using the Lifecycle API to update users who were originally imported from
LDAP, and you want the changes to be pushed to the directory, you must include the
user's Group node to allow the update to determine the LDAP ID.
3.7.5 Status mapping codes
The following table lists the default status mapping codes from the statusMapping
table in the MyID database.
Note: These are the default settings, and may be customized for your own installation.
When using the Lifecycle API, you cannot specify the mapping codes with negative IDs
— these are reserved for system use.
ID Status Description
-11 | Other Device issued - System use only, do not use.
cancel
-10 | Device issued disabled System use only, do not use.
-9 | Automated card update System use only, do not use.
-8 | Automated shared System use only, do not use.
certificate update
=7 Update requested by API System use only, do not use.
-6 Other Device issued System use only, do not use.
=5 Revoked/Suspend for System use only, do not use.
timeout at deferred
collection
-4 | Revoked/Suspend due to System use only, do not use.
timeout in issuance
-3 Revoked/Suspended due to | System use only, do not use.
user disabled in LDAP
-2 Revoked due to user System use only, do not use.
removal from LDAP
-1 Revoked due to too many System use only, do not use.
suspensions
0 Unspecified or Automated System use only, do not use.
Processes
1 Lost The device has been permanently lost.
2 Damaged The device has been rendered inoperable and should be
permanently replaced.
3 Stolen The device has been stolen and should be replaced.
4 Forgotten The device has been misplaced and a temporary replacement
is required.
5

Permanently Blocked

The device should no longer be used.

Compromised

The device has been compromised. A replacement is
required.

Device holder on leave

The device holder is away temporarily and the device should
no longer work until it is re-enabled.

Lifecycle API
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ID Status Description

8 Pending Investigation The device is being investigated and should be suspended
temporarily. The device should no longer work until it is re-
enabled.

9 Non-payment of services The device should be disabled permanently.

10 Device holder leaving or The device holder has left their current role and their device

changing role should be blocked permanently.

11 | Device holder details Information about the device holder has been changed and a

change new device is needed.

12 Pending Activation The device is temporary suspended pending activation.

15 | Revocation (other) The device has been permanently blocked for a user-defined
reason.

16 | Suspension (other) The device has been temporarily suspended for a user-defined
reason.

17 Found Original This temporary device has been revoked because the device
holder found their original device.

18 Original device The original device has been compromised so this device must

Compromised also be considered to have been compromised.

19 Request device Renewal This device is being replaced or refreshed and shall no longer
be active on the system; all certificates will be available for the
replacement device.

20 | Batch Failed The device was as part of a batch that failed and must be
permanently cancelled.

21 | Bureau Failure There was a failure at the bureau and the device must be
permanently cancelled.

22 Processing Failure There was a processing failure and the device must be
permanently cancelled.

25 Poor print quality The device was printed to an unacceptable standard and must
be permanently cancelled.

26 | Printing misaligned The printing on the device is not aligned properly and the
device must be permanently cancelled.

27 Poor lamination quality The device was laminated incorrectly and must be permanently
cancelled.

28 Incorrect layout printed The device was printed with the incorrect layout and must be
permanently cancelled.

32 Cancel device and leave The device is to be cancel but the certificates are to remain

Certificates active.

33 Cancel Certificates and The certificates are to be cancelled but the device is to remain

leave device active.
47 | Derived Credential Original | Cancels Derived Credentials on notification of the original
Revoked credential being revoked.

66 Derived Credential Cancels Derived Credentials on notification of the original
Notification Listener credential being revoked.

70 Compromised — Reissue A device has been compromised; any certificates shared with
Shared Certificates other devices will be reissued.

71 Credential Profile Update There has been an update to the credential profile, but no
(no revocation) certificates will be revoked.

72

Credential Profile Update
(full revocation)

There has been an update to the credential profile and all
certificates will be revoked.

Lifecycle API
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ID Status Description

73 | Details Change — re-issue The user's details have been changed and all certificates must
archived certificates be re-issued. Non-archived certificates will not be revoked.

74 | Mobile Issued Mobile issued, cancel Certificate Package.

75 Reissue credentials Credentials are being re-issued.

76 8 Hour access 8 Hour access.

77 | 24 Hour access 24 Hour access

78 | 2 Day access 2 Day access.

79 1 Week access 1 Week access.

80 Cancel temporary card Cancel temporary card during replacement certificates are
during replacement revoked and device cancelled.

81 Unrestricted access Unrestricted access.

82 Reissue mobile Reissue a partially issued mobile credential.

83 User details have changed | Used when requesting a card update and the user's details

have changed, requiring a reprovision of the card.

84 | There is a problem with the | Used when requesting a card update and there is a problem
device with the card, requiring a reprovision of the card.

85 New credential profile Used when requesting a card update and significant credential
needs to be applied profile changes, for example data model changes, are needed,

requiring a reprovision of the card.

86 New certificates need to be | Used when requesting a card update when there are only

added to the device certificate changes required.

Status mapping actions for PIV systems

The following table shows the specific actions for certificates and archived certificates
for each status mapping code on a PIV system.

ID PKI Action Archive PKI Action (PIV)

-11 Revoke. Revoke.

-10 Suspend. Suspend.

-9 Do not revoke; allow
recovery to new device.

Do not revoke. Certificate is available for live recovery on
subsequent devices.

-8 Do not revoke; allow
recovery to new device.

Do not revoke. Certificate is available for live recovery on
subsequent devices.

=7 Do not revoke; allow
recovery to new device.

Do not revoke. Certificate is available for live recovery on
subsequent devices.

-6 Suspend. Do not revoke. Certificate is available for live recovery on

subsequent devices.

-5 Suspend. Do not revoke. Certificate is available for live recovery on

subsequent devices.

-4 Suspend. Do not revoke. Certificate is available for live recovery on

subsequent devices.

-3 Suspend. Do not revoke. Certificate is available for live recovery on

subsequent devices.

-2 Revoke. Revoke.
-1 Revoke. Revoke.
0 Revoke. Revoke.
1 Revoke. Revoke.

Lifecycle API Page 20 of 175




Intercede

ID PKI Action Archive PKI Action (PIV)

2 Revoke. Revoke.

3 Revoke. Revoke.

4 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.

5 Revoke. Revoke.

6 Revoke. Revoke.

7 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.

8 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.

9 Revoke. Revoke.

10 Revoke. Revoke.

11 Revoke. Revoke.

12 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.

15 Revoke. Revoke.

16 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.

17 Revoke. Do not revoke. Certificate is available for live recovery on
subsequent devices.

18 Revoke. Revoke.

19 Do not revoke; allow Do not revoke. Certificate is available for live recovery on

recovery to new device. subsequent devices.

20 Revoke. Revoke.

21 Revoke. Revoke.

22 Do not revoke. Revoke.

25 Revoke. Revoke.

26 Revoke. Revoke.

27 Revoke. Revoke.

28 Revoke. Revoke.

32 Do not revoke. Certificate is | Do not revoke. Certificate is available for live recovery on

available for live recovery subsequent devices.
on subsequent devices.

33 Revoke. Revoke.

66 Revoke. Revoke.

70 Revoke. Revoke.

71 Do not revoke; allow Do not revoke. Certificate is available for live recovery on
recovery to new device. subsequent devices.

72 Revoke. Revoke.

73 Do not revoke; allow Revoke.

recovery to new device.

74 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.

75 Do not revoke. Certificate is | Do not revoke. Certificate is available for live recovery on
available for live recovery subsequent devices.
on subsequent devices.
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ID PKI Action Archive PKI Action (PIV)
76 Revoke. Revoke.
7 Revoke. Revoke.
78 Revoke. Revoke.
79 Revoke. Revoke.
80 Revoke. Revoke.
81 Revoke. Revoke.
82 Revoke. Revoke.
83 Revoke. Revoke.
84 Revoke. Revoke.
85 Revoke. Revoke.
86 Revoke. Revoke.
Status mapping actions for non-PIV systems
The following table shows the specific actions for certificates and archived certificates
for each status mapping code on a non-PIV system.
ID PKI Action Archive PKI Action (non-PIV)
-11 | Revoke. Revoke.
-10 | Suspend. Suspend.
-9 Do not revoke; allow Do not revoke. Certificate is available for live recovery on
recovery to new device. subsequent devices.
-8 Do not revoke; allow Do not revoke. Certificate is available for live recovery on
recovery to new device. subsequent devices.
=7 Do not revoke; allow Do not revoke. Certificate is available for live recovery on
recovery to new device. subsequent devices.
-6 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
-5 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
-4 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
-3 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
-2 Revoke. Revoke.
-1 Revoke. Revoke.
0 Revoke. Revoke.
1 Revoke. Revoke.
2 Revoke. Do not revoke. Certificate is available for live recovery on
subsequent devices.
3 Revoke. Revoke.
4 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
5 Revoke. Do not revoke. Certificate is available for live recovery on
subsequent devices.
6 Revoke. Revoke.
7 Suspend. Do not revoke. Certificate is available for live recovery on

subsequent devices.
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ID PKI Action Archive PKI Action (non-PIV)
8 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
9 Revoke. Revoke.
10 Revoke. Revoke.
11 Revoke. Revoke.
12 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
15 Revoke. Revoke.
16 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
17 Revoke. Do not revoke. Certificate is available for live recovery on
subsequent devices.
18 Revoke. Revoke.
19 Do not revoke; allow Do not revoke. Certificate is available for live recovery on
recovery to new device. subsequent devices.
20 Revoke. Revoke.
21 Revoke. Revoke.
22 Do not revoke. Revoke.
25 Revoke. Revoke.
26 Revoke. Revoke.
27 Revoke. Revoke.
28 Revoke. Revoke.
32 Do not revoke. Certificate is | Do not revoke. Certificate is available for live recovery on
available for live recovery on | subsequent devices.
subsequent devices.
33 Revoke. Revoke.
66 Revoke. Revoke.
70 Revoke. Revoke.
71 Do not revoke; allow Do not revoke. Certificate is available for live recovery on
recovery to new device. subsequent devices.
72 Revoke. Revoke.
73 Do not revoke; allow Revoke.
recovery to new device.
74 Suspend. Do not revoke. Certificate is available for live recovery on
subsequent devices.
75 Do not revoke. Certificate is | Do not revoke. Certificate is available for live recovery on
available for live recovery on | subsequent devices.
subsequent devices.
76 Revoke. Revoke.
7 Revoke. Revoke.
78 Revoke. Revoke.
79 Revoke. Revoke.
80 Revoke. Revoke.
81 Revoke. Revoke.
82 Revoke. Revoke.
83 Revoke. Revoke.
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ID PKI Action Archive PKI Action (non-PIV)
84 Revoke. Revoke.

85 Revoke. Revoke.

86 Revoke. Revoke.

3.8 Importing additional fields

3.8.1

3.8.2

3.8.3

3.9

Lifecycle API

Note: Attempting to import an additional field that does not exist in the database causes
a failure.

Additional user fields

You can import information into additional extended fields using the data import. In the
user node, add an <additionalFields> node. Within this, add a node for each
additional user (xu) field you want to import for the user.

For example:

<AdditionalFields>
<Xul000>User Information</Xul000>
<Xul00l>More User Information</Xul001>
<Xul002>Even More User Information</Xul002>
</AdditionalFields>

Additional group fields

You can also add additional information to the group. For CMS, within the group node,
add an <additionalFields> node. For PIV, within the agency node, add an
<AdditionalAgencyFields> node.

Within this, add a node for each additional group (xg) field that you want to import into
the group's record.

For example:

<AdditionalFields>
<Xgl000>Group Information</Xgl000>
</AdditionalFields>

If you add extended user (xu) fields to the additionalFields node in the group node,
or extended group (xg) fields to the additionalFields node in the user node, these
are ignored.

Additional job fields

To add additional information to the job created, add an <additionalFields> node to
the <card> node. Within this, add a node for each additional job (x3) field you want to
import.

Importing users into Entrust

If you add the <EntrustProfile> node to the <account> node, you can specify an
Entrust profile for the user. If this node is present in the import XML, the user is added
to Entrust using the specified Entrust Profile Template.

For example:

<Account>

<EntrustProfile>MyEntrustTemplate</EntrustProfile>
</Account>
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Canceling credentials and jobs

You can cancel credentials (for example, smart cards) and jobs using the
CcMSCardRequest method through the import service.

Note: If you want to cancel credentials or jobs, you do not have to include a card node
unless you also want to request a card at the same time.

Canceling cards

To cancel all of a user's credentials, pass an ApplicantAction Of CancelDevices; for
example:

<Actions>
<ApplicantAction>CancelDevices</ApplicantAction>
<StatusMappingID>ID</StatusMappingID>
<RevocationComment>Comment</RevocationComment>
</Actions>

To cancel a specific credential, pass an applicantAction of CancelDevice. To identify
the card you must include a pevice node containing the card's serial number and
device type.

You can cancel more than one credential in a single request by including more than one
Device element.

Because not all systems track the serial number of the card, you can use a lookup
mechanism to identify the card. For each field you want to look up, include the following:

<Deviceldentifier>
<SerialNumber>[identifier]</SerialNumber>
<SerialNumberField>[field to look up]</SerialNumberField>
</Deviceldentifier>

The field can be the name of any field present in the vDevices view; for example,
SerialNumber for the standard card serial number, or HIDSerialNumber for the HID
serial number. You can have multiple beviceIdentifier nodes for each device.

Note: If you do not include a serialNumberField node, MylD will use a default value of
SerialNumber.

For example, to cancel a card with HIDSerialNumber 0011778, pass through the
following:

<Actions>
<ApplicantAction>CancelDevice</ApplicantAction>
<StatusMappingID>ID</StatusMappingID>
<RevocationComment>Comment</RevocationComment>
<Device>
<Deviceldentifier>
<SerialNumber>0011778</SerialNumber>
<SerialNumberField>HIDSerialNumber</SerialNumberField>
</Deviceldentifier>
</Device>
</Actions>

You can cancel only the cards associated with the applicant. You can cancel suspended
cards. You must pass the fields statusMappingID and RevocationComment as normal.
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Canceling jobs

To cancel all a user's jobs, pass an applicantAction of CancelallJobs; for example:

<Actions>
<ApplicantAction>CancelAllJobs</ApplicantAction>
</Actions>

Note: If the card is currently being processed by the bureau, the job is failed instead of
canceled.

To cancel a single job, use an ApplicantAction Of CancelJob, then include a <Jgob>
node containing the ID of the job to cancel; for example:

<Actions>
<ApplicantAction>CancelJob</ApplicantAction>
<Job>12345</Job>

</Actions>

You can use the Reporting Web Service API to query the Jobs table to find the ID, or
use Project Designer to create a custom MI Report that includes the ID in the list of
jobs.

Filtering job cancellations

The feature to filter job cancellations using criteria is now "End of Life". The Filters
node remains in the Lifecycle APl schema, but cannot be used.

To cancel a specific job, use:

<ApplicantAction>CancelJob</ApplicantAction>

See section 3.10.2, Canceling jobs for details.

Importing operator credentials

As part of a user import, you can import a smart card that has been issued on an
external system so that it can be used, unchanged, as an operator card in MyID. If the
user account already exists, the operator card is added to the user's record.

You must create a credential profile that will be assigned to imported operator
credentials. This credential profile must have the Contact capability and must be
configured to use the Imported Authentication certificate policy in the Unmanaged
certificate authority for MyID signing.

To import a device, you need to know the following details about the device:

e The credential profile name you want to use for the imported credential — specify in
the cardprofile node.

e  Serial number — specify in the serialNumber node.
e Device type name — specify in the DeviceType node.

e The container name on the card that the certificate is stored in — specify in the
Container node.

e The Base 64-encoded public part of the certificate to be used for signing — specify
in the certificate node.

The certificate must have a valid date; it cannot have expired, and cannot be valid
from a future date. MyID does not carry out a CRL check.

If the Validate logon certificate option (on the Logon page of the Security Settings
workflow) is set, the MyID application server must trust the issuing CA and have access
to the CRL.

You must set the Migrated Non-archived Certificate Policy option (on the Import &
Export page of the Operation Settings workflow) to the following value:
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. Imported Authentication
This information is passed in through the card node; a sample import may look like this:
<Card>
<CardProfile>Imported Card</CardProfile>
<ImportCard>true</ImportCard>
<SerialNumber>1324657980</SerialNumber>
<DeviceType>Oberthur ID-One PIV</DeviceType>
<Container>5FC105</Container>
<Certificate>MIIGIDCCBXygA .. =</Certificate>

</Card>

An imported card will have an expiry date that is the soonest of that defined in the
credential profile and the expiry date of the provided certificate.

The imported card will be blocked from card lifecycle operations such as Reset Card
PIN and Erase Card. You can still cancel the imported card using the Cancel
Credential workflow; this prevents the card from being used to access MyID, but does
not affect the content of the card or revoke its certificates.

Once imported, the device allows authentication to MyID. You can provide the imported
user account with the appropriate permissions to access workflows.

Note: If the import of the operator device fails (for example, if the certificate has
expired) or if you carry out a card lifecycle operation that is not allowed for imported
cards (for example, requesting a replacement card) you may find that the license count
has temporarily increased by one; the license count is recalculated every few hours, at
which point the license count is set to the correct value.
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Calling the import service

The MyIDEnroll web service is installed by default to the following location:
http://<myservername>/MyIDEnroll/MyIDEnroll.asmx

The MyIDEnroll web service consists of the following methods:
e  CMSXMLWebImport — used for standard systems.
e  PIVXMLWebImport — used for PIV/FIPS 201 systems.

e XMLImport — used to import data using the EdeficeData schema. This option is
not supported.

These methods all take XML input parameters, and return an XML string representing
the status of the operation.

See section 8, MyIDEnroll WSDL for details of the WSDL for the web service.

Results

When the import service completes the import, it passes back an XML report containing
information on whether the user's record was imported correctly.

See section 7.3, CMSImportReponse structure for details of the XML schema used to
return this report.

Section 7.6, PivimportResponse structure contains the PIV version of the response
schema.

Any errors (for example, if the XML document contains invalid characters) are returned
as the response to the web service call. The errors are displayed as XML to make it
easier for your system to parse them.
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To add these settings to your XML document, include a node called parameters at the

top level of the XML document.

For example:

<Parameters>
<SourceID>Stationl</SourcelID>

<IssueDate>2012-01-01</IssueDate>
<GenerateUserDN>0</GenerateUserDN>

<ActionOnDuplicate>REPLACE</ActionOnDuplicate>
<RolesActionOnDuplicate>REPLACE</RolesActionOnDuplicate>
<DeleteMissingUsers>0</DeleteMissingUsers>
<PushToLDAP>1</PushToLDAP>
<CreateUnknownGroups>1</CreateUnknownGroups>
<AuditAll>1</AuditAll>

<DataType>CMSRequestCard</DataType>

</Parameters>

Lifecycle API

Note: The parameters are described in the schema as a sequence, which means that

the order is important.

The settings you can use are:

Parameter Description

SourcelID The ID of the site.

IssueDate The date the XML document was created.
GenerateUserDN This option is not supported. Set the value to 0.
ActionOnDuplicate Determines what to do if the user already

exists within MyID. The LogonName is used as
the key to match user records.

REPLACE — replace the existing user with the
new details.

Merge — merge the records.

MergeEmpty — add only the field data that was
previously empty; do not overwrite any
previous data.

Skip — abort the import. This generates an
error.

RolesActionOnDuplicate

Determines what to do if the roles already exist
within MyID.

REPLACE Or Merge — the user's roles and scope
will be set to the roles indicated in the supplied
XML, if a roles node is supplied. Any other
roles held by the user will be removed.

MergeEmpty — any roles not already held by
the user will be added with the scope
indicated. If the user already holds the role
then the scope will be updated to reflect the
supplied data. To remove any existing roles
held by the user, specify a Scope of None.

Skip — any roles not already held by the user
will be added with the scope indicated. If the
user already holds the role then it will not be
altered. Any existing roles held by the user will
not be removed.
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Parameter

Description

DeleteMissingUsers

Not supported. Always set to 0.

PushToLDAP

1 — add the user's details to the LDAP
directory.

0 — do not add the user's details to the LDAP
directory.

CreateUnknownGroups

Not supported. Always set to 1.

AuditAll 1 — add all user information fields to the audit
trail.
0 —add only the minimum information (user
DN and full name) to the audit trail.

DataType Determines the specific behavior of the import

service, including DN formats and transforms
that will be used.

CMSRequestCard — import a user's details and
request a card. Uses the cMSCardRequest
schema.

CMSUserUpdate — update an existing user.
Uses the cMSUserUpdate schema.

PIV Or PIVRequestCard — used for PIV card
requests. Uses the pivCardRequest schema.

PIVApplicantEnrol — used to update existing
PIV users. Uses the PivApplicantUpdate
schema.

CheckImportResponseSchema

Set to 1 to prevent MyID from checking the
returned XML against the response XML
schema.

SynchronousImport

Not supported. Do not use.

AllowBioImport 1 — allow the import of fingerprints.
0 — do not allow the import of fingerprints, but
allow the import of face scans.
DefaultUserRole

If you do not specify the Role\Name, Scope
and LogonMechanism in the
Applicant\Account\Roles section of the
import file, you can specify them here.
Separate the role name, scope and logon
mechanism with pipes (|). For example:

Applicant|Self|Card

specifies the applicant role, with a scope of
Self, and a logon mechanism of card.

DisallowCertificateSuspension

Set this value to 1, and when you cancel a
user account using the Lifecycle API, MyID will
not suspend the certificate, but uses the action
associated with the statusMapping1Dp; for
example, a status mapping of 100 will
permanently revoke the certificate.

Set this value to 0 to suspend the certificate
when you cancel the user account.
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Parameter Description

CardRequestThrottling This option prevents the submission of multiple
card requests if several requests are received
in quick succession. Generating card requests
like this can cause the bureau request
mechanism to reuse the same FASC-N for
more than once card request.

Set this value to 1 to enable the throttling
behavior.

Set this value to 0, or omit the parameter, to
disable the throttling behavior.

ReplaceUnassignedCards Set to 1 to allow MyID to replace unassigned
cards. Set to 0 to prevent MyID from replacing
unassigned cards.

5.1 Custom schema and transform files

You can customize all Lifecycle APl xsd and xs1 schema and transform files by editing
the web service configuration files. This allows you to override the schema and
transform files provided with MyID with your own versions of those files; this means that
you will not lose your schema and transform customizations when you update or
upgrade your MyID installation.

To allow customizations to the schemas, add the following entries to MylIDEnroll web
service web.config file:

<configSections>

<section name="MyIDSettings"
type="System.Configuration.DictionarySectionHandler"/>
</configSections>

<MyIDSettings configSource="myid.config" />

Important: The <configSections> node must be the first entry within the
<configuration> node.

Once you have done this, you can add entries for schema and transform files to the
myid.config file.

Add the key name and value name of the customized schema or transform file.

Note: All key names must be unique. For example:

<MyIDSettings>

<add key="PIV" value="<Replacement schema for PivCardRequest.xsd>"></add>

<add key="PIVRequestCard" value="<Replacement schema for
PivCardRequest.xsd>"></add>

<add key="PIVApplicantEnrol" value="<Replacement schema for
PivApplicantUpdate.xsd>"></add>

<add key="CMSRequestCard" value="<Replacement schema for
CMSCardRequest.xsd>"></add>

<add key="CMSUpdateCard" value="<Replacement schema for
CMSUserUpdate.xsd>"></add>

<add key="PIV2MyID" value="<Replacement transform for PIV2MyID.xsl>"></add>

<add key="CMS2MyID" value="<Replacement transform for CMS2MyID.xsl>"></add>

<add key="BOL2CMSImportResponse" value="<Replacement transform for
BOL2CMSImportResponse.xsl>"></add>

<add key="BOL2PIVImportResponse" value="<Replacement transform for
BOL2PIVImportResponse.xsl>"></add>
</MyIDSettings>

Note: The names of the keys do not always match the names of the schema files. p1v
and PIVRequestCard both override the PivCardrequest.xsd schema — do not specify
both in the config file.
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You can use the following keys:

Key Replaces Type

PIV PivCardRequest Schema
PIVRequestCard PIVCardRequest Schema
PIVApplicantEnrol PivApplicantUpdate Schema
CMSRequestCard CMSCardRequest Schema
CMSUpdateCard CMSUserUpdate Schema
PIV2MyID PIV2MyID Transform
CMS2MyID CMS2MyID Transform
BOL2CMSImportResponse BOL2CMSImportResponse Transform
BOL2PIVImportResponse BOL2PIVImportResponse Transform

Note that you cannot override the pivImportResponse.xsd and
CMSImportResponse.xsd files; if you want to alter these schemas, you must replace the
files directly. However, you can disable validation of the post-transform response data.

The response schema validates the output from MyID after it is transformed by
BOL2CMSImportResponse.xsl Of BOL2PIVImprotResponse.xsl.

Important: Do not include the .xsd or .xs1 extensions for the replacement files in the
web.config file.

Examples

For example, if you want to override the pivCardRequest.xsd schema with your own
version, which is called MyPIVSchema.xsd, you would add the following:
<MyIDSettings>

<add key="PIVRequestCard" value="MyPIVSchema"></add>
</MyIDSettings>

If you also wanted to replace the standard PIV transform with your own version called
MyPIVTransform.xsl:
<MyIDSettings>

<add key="PIVRequestCard" value="MyPIVSchema"></add>

<add key="PIV2MyID" value="MyPIVTransform"></add>
</MyIDSettings>

Troubleshooting

If you experience problems when setting up custom transforms, you may want to enable
logging for the Lifecycle API. See the Logging for the Lifecycle API section in the
Configuring Logging guide.
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Troubleshooting

ASP.NET temporary folder permissions

If your MyID web service user does not have permissions to the .NET framework folder,
you may see an error similar to the following:

The current identity "mydomain\myiisuser" does not have write access to
'C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files'.

To grant access to the web service user, run the aspnet regiis command in the .NET
folder mentioned in the error message:

C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727> aspnet regiis -ga
"mydomain\myuser"

Replace "mydomain\myuser" with your system's MyID web service user.

HTTP Error 500.24 — Internal Server Error

This error can occur when you have not configured the authentication mechanisms the
MyIDEnroll web service and disabled the ASP.NET Impersonation option in IIS.

See section 2.2, Security settings for details.
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7 Data Structure

This section describes the structure of the data in the schemas.

The Lifecycle API uses the following XML schemas:

MyIDBaseTypes
Contains the common schema type for all of the MyID Lifecycle APl schemas.
CMSSchemaTypes

Contains the common schema types for the cMSCardrRequest and CMSUserUpdate
schemas.

CMSCardRequest

Use this schema to create your XML files containing user data to send to the XML
web import service. This schema defines the necessary information that you have
to include for the import to be successful.

CMSUserUpdate

Use this schema to create your XML files containing user data when you are
updating an existing user in the MyID database.

CMSImportResponse

This is the schema used when the XML import service passes back information
about the results of the user data import.

PIVSchemaTypes

Contains the common schema types for the PIvCcardrRequest and
PIVApplicantUpdate schemas.

PIVCardRequest

Use this schema to create your XML files containing PIV user data to send to the
XML web import service. This schema defines the necessary information that you
have to include for the import to be successful.

PIVApplicantUpdate

Use this schema to create your XML files containing user data when you are
updating an existing PIV user in the MyID database.

PIVImportResponse

This is the schema used when the XML import service passes back information
about the results of the PIV user data import.

Note: Wherever a node is marked in the schema as a sequence, this order of the
contents is important.

Lifecycle API

Page 34 of 175



7.1

7.1.1

7.1.3

7.1.5

Lifecycle API

Intercede

CMSCardRequest structure

This section describes the elements of the CMSCardRequest schema.

CMSCardRequest/Parameters

Contains the settings for the import. See section 5, Advanced settings.

CMSCardRequest/Group

Contains details of the Group to which the user will belong. If the group does not exist, MyID can create the group, depending on your
Parameters settings.

Note: A group created through the Lifecycle API does not inherit any default roles from its parent group, and you cannot set default roles
through the Lifecycle API. This means that for any new users created within this new group, you must specify all of the roles that you want to
assign; if you do not specify any roles, the user receives the default Cardholder and Password User roles.

CMSCardRequest/Group/Name
Used to identify the group. Mandatory.

If you are specifying an existing group, this is the only element you need to include to identify the group. If you are specifying a new group, you
can complete the rest of the elements to provide the details for the new group.

Note: Group names must be unique. The import will fail if two different groups have the same name as the specified group name.

Note: If you specify a group that has been linked to an LDAP OU in MyID, any users associated with the group will be synchronized with the
directory if the PushToLDAP parameter is set to 1.

CMSCardRequest/Group/Description

The description of the group.

CMSCardRequest/Group/OrgUnit
The OU of the group.
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7.1.6 CMSCardRequest/Group/Parent
The parent of the group.

Used for new groups only. This is the name of the group beneath which the specified group will be created. For new groups, if you do not
specify a parent group, or the parent group does not exist, the new group is placed under the root. If you are specifying an existing group for the
user, make sure you omit the parent node.

Note: Parent group names must be unique. The import will fail if two different groups have the same name as the specified parent name.

717 CMSCardRequest/Group/AdditionalFields

Contains any extended group (xg) fields. See section 3.8, Importing additional fields for details.

7.1.8 CMSCardRequest/Group/User
Contains the details for the user for whom the card is being requested.
You can import a single user in each XML document.

Note: You do not have to include a User node if you are importing the details of a group.

719 CMSCardRequest/Group/User/Personal

Contains the user's personal details. Mandatory.

7.1.10 CMSCardRequest/Group/User/Personal/FirstName

Internal name: FirstName

The user's first name.

7.1.11 CMSCardRequest/Group/User/Personal/LastName
Internal name: surname
The user's last name.

Note: You must include one or both of FirstName and LastName. If you include both FirstName and LastName, make sure you specify them in
that order — rirstName first, LastName immediately after. If you intend to supply only a FirstName or only a LastName, omit the other node — do
not simply include an empty string.
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7.1.12 CMSCardRequest/Group/User/Personal/Initial

Internal name: Initial

The user's middle initials.

7.1.13 CMSCardRequest/Group/User/Personal/Title

Internal name: Title

The user's title.

7.1.14 CMSCardRequest/Group/User/Personal/Email

Internal name: Email

The user's email address. This address is used for email notifications.

7.1.15 CMSCardRequest/Group/User/Personal/PhoneExt

Internal name: PhoneExt

The user's phone extension.

7.1.16 CMSCardRequest/Group/User/Personal/MobileNumber

Internal name: MobileNumber

The user's mobile phone number.

7117 CMSCardRequest/Group/User/Personal/PhoneNumber

Internal name: PhoneNumber

The user's phone number.
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CMSCardRequest/Group/User/Personal/EmployeelD
Internal name: EmployeelID

This should be a unique identifier for the applicant.

CMSCardRequest/Group/User/Personal/OptionalLine1
Internal name: optionalLinel

Used to store extra information about the user.

CMSCardRequest/Group/User/Personal/OptionalLine2
Internal name: OptionalLine2

Used to store extra information about the user.

CMSCardRequest/Group/User/Personal/OptionalLine3

Internal name: optionalLine3

Used to store extra information about the user.

CMSCardRequest/Group/User/Personal/OptionallLine4
Internal name: OptionallLine4

Used to store extra information about the user.

CMSCardRequest/Group/User/Authentication

Contains details of the security phrases to be used for the user.

Note: Currently, the schema does not provide validation on the aAuthentication element.

Intercede
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CMSCardRequest/Group/User/Authentication/SecurityPhrase
Contains a pair of elements — a prompt and an answer — that provide a security phrase for the applicant.

You can have up to five securityPhrase elements, each containing a prompt and Answer pair.

Intercede

Note: If you provide any security phrases for an existing user, all existing security phrases on that user's account are removed and replaced
with the newly-provided security phrases. You can use this feature to delete the security phrases from a user's account — provide a single
prompt With an empty answer, and the user's security phrases will be removed. (If the minimum number of security phrases is set to 1, the user

will still be prompted for a security phrase when attempting to log on, but will be unable to authenticate.)

CMSCardRequest/Group/User/Authentication/SecurityPhrase/Prompt

Internal name: Question field in securityQuestions

Used to import a security question. If the question does not already exist, an entry is added to the securityQuestions table; this question will

subsequently be available for use when setting security phrases in MyID.

The default security questions are:

ID Question

1 Password

2 Mothers maiden name?
3 N.I number?

4 Favourite food?

5 Car registration number?
6 Name of pet

7 First school attended

8 An old phone number
9 A memorable date

10 | A memorable place

11 A memorable event

12 | A famous person

13 Place of birth

14 | A country
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ID Question
15 A river
16 A movie

17 | Asong
18 | A book
19 | Asport

20 | A postcode
21 An animal

22 First car type

7.1.26 CMSCardRequest/Group/User/Authentication/SecurityPhrase/Answer

Internal name: SecurityPhrase field in UsersSecurityQuestions
Used to import an answer to a security question for an applicant. A hash of the answer is stored in the UsersSecurityQuestions table.

Important: Do not include any leading or trailing spaces in the security phrase answer. If you do include leading or trailing spaces, the user will
be unable to authenticate to MyID.

Note: If you have set up the Security Phrase Complexity option within MyID to determine the complexity of security phrases, this is not
enforced on any passwords that you import using the Lifecycle API.

You can encrypt the answer using a transport key — this allows you to maintain the security of the security phrase answer when you include it in
the XML data.

To encrypt the answer:
1. Import your AES128 transport key into MyID using the Key Manager workflow.
2. External to MyID, encrypt the security phrase answer with the following settings:
+ Encode the security phrase answer as little-endian Unicode. Do not use a byte order mark.

For example, a security phrase of answer would be encoded as:
0061006E0073007700650072

+  Pad the data using ISO9797 Method 2 (pad with a single 0x80, then 0x00 until the block-length is reached).
¢+ Encrypt using CBC or ECB mode encryption.
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3. Add the hex-encoded encrypted data to the answer node.

4. Set the KeyName attribute of the answer node to the name of the transport key you imported into MyID.

5. Set the Mode attribute of the answer node to either cc or ECB, depending on how you encrypted the answer.
For example:

e  The transport key, MyTransportKey, has a value of:
206890FC9B4EA1D0137D8C692B3BFCB6

e  The security phrase is:

answer

e In the import, use the following:

<Answer KeyName="MyTransportKey" Mode="CBC">6713987B589F76BC4DA0OF557D79A6275</Answer>

If you do not want to encrypt the answer in the XML document, omit the KeyName and Mode attributes. For example:

<Answer>plaintextanswerl234</Answer>

7.1.27 CMSCardRequest/Group/User/Card

Contains details of the card to be requested for the user.

7.1.28 CMSCardRequest/Group/User/Card/CardProfile

If present, this will request a card using the specified credential profile for this applicant. If performing an update, or the credential profile does
not exist, no request will be made.

Note: Credential profiles were previously known as card profiles.
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CMSCardRequest/Group/User/Card/CardExpiryDate

Used to specify the expiry date for the card when it is issued. The card will expire on the date specified, or on the date the credential profile
specifies, whichever is earlier.

The format is yyyy-MM-pD — for example, 2016-12-25.

Note: If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the card expiry date is set to 23:59 UTC — the
end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to the time of the import. However, if the Expire
Cards at End of Day option is set to No, and the card expiry date is constrained by an earlier card lifetime as configured in the credential
profile, the time portion is set to 00:00 UTC - the start of the day.

If you provide a date in the cardExpirybate node, and this exceeds the Maximum Expiry Date set against the user account, the attempt to
create the request is rejected. This does not occur if the credential profile requested has the Ignore User Expiry Date option enabled. The
error recorded is:

Error: 0x800468e8 : A job cannot be created or updated as the specified expiry date exceeds the target users max
request expiry date.

CMSCardRequest/Group/User/Card/Renewal

Used to specify whether the card is a renewal of an existing card. If the user already exists, you must set this option to true or card request
jobs will not be created.

Can be one of the following values:
. true — this is a card renewal.
. false — this is not a card renewal.

Note: For card renewals, you must specify the card's original serial number and device type using the
CMSCardRequest/Group/User/Card/Update node.

CMSCardRequest/Group/User/Card/ImportCard

Used to specify whether to import a device (see section 3.11, Importing operator credentials).
Can be one of the following values:

e true —import a device.

e false—do notimport a device.
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7.1.32 CMSCardRequest/Group/User/Card/CardRequestedBy

This is the logon name of the person requesting the card. Used for auditing purposes.

7.1.33 CMSCardRequest/Group/User/Card/CancelExisting

Used to specify whether existing jobs of the same type are canceled when the new job is created. Include the empty node if you want to cancel
the existing jobs:

<CancelExisting/>

If you omit this node, existing jobs will not be canceled when the new job is created.

7.1.34 CMSCardRequest/Group/User/Card/JobLabel

Used to specify a label for the job. You can use this label to search for and identify the job within MyID.

7.1.35 CMSCardRequest/Group/User/Card/Update

Used to specify the card being updated or renewed. You must make sure that the card is issued to the user.

For updates, if you do not specify the originalSerialNumber and OriginalDeviceType for the card to be updated, the card currently
assigned to the user is used.

For renewals, the originalSerialNumber and OriginalbDeviceType for the card to be renewed are mandatory.

7.1.36 CMSCardRequest/Group/User/Card/Update/OriginalSerialNumber

The serial number of the card being updated or renewed. Used to target a specific card.

7.1.37 CMSCardRequest/Group/User/Card/Update/OriginalDevice Type

The device type of the card being updated or renewed.

7.1.38 CMSCardRequest/Group/User/Card/Update/StatusMapping

The status mapping code to be used when the card is updated.

See section 3.7.5, Status mapping codes for details.
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CMSCardRequest/Group/User/Card/Replacement
Used to specify the card to be replaced.

Note: The Card Renewal Period configuration option (on the Devices page of the Operation Settings workflow) is ignored when requesting
replacement cards through the Lifecycle API — it is possible to request short-lived replacement credentials through the API.

CMSCardRequest/Group/User/Card/Replacement/OriginalSerialNumber

The serial number of the card to be replaced. Mandatory if you specify the Replacement node.

CMSCardRequest/Group/User/Card/Replacement/OriginalDevice Type

The device type of the card to be replaced. Mandatory if you specify the Replacement node.

CMSCardRequest/Group/User/Card/Replacement/StatusMapping

Used to specify the status mapping ID for certificates on the credentials that are being replaced. This node is used when performing a
replacement request; note that if you are performing a card replacement, you use cMSCardRequest/Group/User/Card/StatusMapping
instead.

If you do not specify a statusMapping, a status mapping ID of 1 — Lost — is used.

See section 3.7.5, Status mapping codes for details.

CMSCardRequest/Group/User/Card/GenerateOTP

Note: This feature reserved for future use. It is not currently possible to use OTPs when collecting jobs. Do not use in the current version of
MyID.

Used to generate a One-Time Password (OTP) for use when collecting the job created by the import request. If you specify this element, the
user must provide the OTP when collecting the job. You can specify a notification mechanism to provide this OTP to the user by including a
Notification node.

If you do not specify a Notification node, the OTP is sent to the user's email address using the Job OTP email template.

CMSCardRequest/Group/User/Card/GenerateOTP/Notification

Used to specify a notification method for OTPs.
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CMSCardRequest/Group/User/Card/GenerateOTP/Notification/Name
The name of the notification from the Notifications table in the MyID database.

Note: You must have notifications configured correctly within MyID. For more information, contact Intercede professional services.

CMSCardRequest/Group/User/Card/GenerateOTP/Notification/Action
Contains one of the following:

e Event — the notification is triggered once using the success data set up in the Notifications table. No further notifications are sent, even
if the notification fails.

e success — the notification is triggered using the success data set up in the Notifications table. If the notification fails, the back-up
notifications set up in the fail data in the Notifications table are triggered.

e Fail — the notification is triggered using the fail data set up in the Notifications table. Multiple notifications are sent on a schedule
specified by the retryDelays in the Notifications table. You can use this option to force reminder notifications; the notification has not
failed, but it is treated as a failed notification so that the retry system is triggered.

CMSCardRequest/Group/User/Card/OriginalSerialNumber

Used in conjunction with the cMSCardRequest/Group/User/Card/OriginalDeviceType hode to specify a credential to be replaced. These
settings also specify the credential profile to use when replacing the card. The credential profile used to issue this specified card is used to
issue the new card. Alternatively, you can specify the credential profile using the cMsCardRequest/Group/User/Card/CardProfile node.

In addition, if you specify the originalSerialNumber and OriginalDeviceType for the card, all credentials on the same physical credential
are marked as being replaced.

The cMscardRequest/Group/User/Card/StatusMapping determines what happens to the certificates on the credentials that are being
replaced.

CMSCardRequest/Group/User/Card/OriginalDeviceType

Used in conjunction with the cMsCardRequest/Group/User/Card/OriginalSerialNumber node to specify a credential to be replaced.

CMSCardRequest/Group/User/Card/SerialNumber

Used in conjunction with the cMSCardRequest/Group/User/Card/DeviceType hode to specify an exact card to be issued.
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CMSCardRequest/Group/User/Card/DeviceType

Used in conjunction with the cMsCardRequest/Group/User/Card/SerialNumber node to specify an exact card to be issued.

CMSCardRequest/Group/User/Card/StatusMapping

Used to specify the status mapping ID for certificates on the credentials that are being replaced. This node is used when performing a card
request; note that if you are performing a card replacement, you use cMSCardRequest/Group/User/Card/Replacement/StatusMapping
instead.

If you do not specify a statusMapping, a status mapping ID of 1 — Lost — is used.

See section 3.7.5, Status mapping codes for details.

CMSCardRequest/Group/User/Card/Reprovision
Set the value of this node to 1 to request a reprovision rather than an update.

A reprovision allows you to re-encode a card completely, based on the data in the MyID database, using the latest version of the credential
profile used during issuance.

The card will have the same expiry date as the original card. New certificates may have longer expiration times than the original certificates, but
these will not exceed the lifetime of the card itself. Certificates that were revoked externally to MyID will be replaced with new active certificates.

When requesting a reprovision, specify a status mapping with one of the following values:

e 83— User details have changed.

e 84 —There is a problem with the device.

e 85— New credential profile needs to be applied.

Note: If you specify any other status mapping, it is ignored — only these status mappings carry out reprovisions.

For example:

<Card>
<CardProfile>Yubikey NoOTP</CardProfile>
<CardRequestedBy>System</CardRequestedBy>
<OriginalSerialNumber>8115516</0OriginalSerialNumber>

<OriginalDeviceType>YubiKey 4</OriginalDeviceType>
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<StatusMapping>84</StatusMapping>
<Reprovision>1</Reprovision>

</Card>

CMSCardRequest/Group/User/Card/CardLayout

Optionally, contains the name of the card layout to use when printing the requested card.

The card layout name must be valid for the card's credential profile at the point that the card is issued; if the card layout name is not valid, the
request will not be processed.

CMSCardRequest/Group/User/Card/Container

Used in conjunction with the cMSCardRequest/Group/User/Card/ImportCard node to specify the container that the authentication certificate is
located in.

See section 3.11, Importing operator credentials.

CMSCardRequest/Group/User/Card/Certificate

Used in conjunction with the cMSCardRequest/Group/User/Card/ImportCard hode to specify the authentication certificate on the imported
card. This must be the base64 representation of the certificate without headers, footers, or line breaks.

See section 3.11, Importing operator credentials.

CMSCardRequest/Group/User/Card/AdditionalFields

Used to specify additional job (x7) fields. Your system must already have been customized to set up these additional fields.

CMSCardRequest/Group/User/CardUpdate

Note: This cardupdate node is reserved for future use. Do not use. You can use the cMSCardRequest/Group/User/Card/Update node
instead.

The cardupdate element contains details of card update requirements for existing cards.
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7.1.58 CMSCardRequest/Group/User/CardUpdate/SerialNumber

Serial Number of the card to be updated.

7.1.59 CMSCardRequest/Group/User/CardUpdate/DeviceType
Device Type of card to be updated (for example, 'Oberthur v3').

7.1.60 CMSCardRequest/Group/User/CardUpdate/CardRequestedBy

The logon name of the person requesting the card update. Used for auditing purposes.

7.1.61 CMSCardRequest/Group/User/CardUpdate/ParametersXML
XML describing the card updates to be performed. Currently supports only UnlockPIN.

7.1.62 CMSCardRequest/Group/User/CardUpdate/ParametersXML/UnlockPIN
Not supported.

7.1.63 CMSCardRequest/Group/User/CardUpdate/PIN

Reserved for future use.

7.1.64 CMSCardRequest/Group/User/Account

Contains details of the user's account.

7.1.65 CMSCardRequest/Group/User/Account/DN

Internal name: DistinguishedName

The DN of the user's account in the LDAP.

7.1.66 CMSCardRequest/Group/User/Account/CN

Internal name: commonName
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CMSCardRequest/Group/User/Account/OU

Internal name: organisationalUnit

CMSCardRequest/Group/User/Account/UPN

Internal name: UserPrincipalName

CMSCardRequest/Group/User/Account/SAMAccountName

The SAM Account Name for the user.

CMSCardRequest/Group/User/Account/LogonName
Internal name: LogonName
The user’'s name, used to log into MyID. Must be unique.

A LogonName is required for all operations. If no value is supplied, the cMSCardRequest/Group/User/Personal/EmployeeID value is used
instead. For new user imports, the EmployeeID is copied to the user's new LogonName record; for actions on existing users, the EmployeeID is
used to match against the LogonName.

CMSCardRequest/Group/User/Account/NewLogonName
Note: This feature reserved for future use.

Allows you to specify a new logon name for the user.

CMSCardRequest/Group/User/Account/UniquelD

Maps onto the objectGUID attribute in Active Directory. When MyID synchronizes with the LDAP, it uses this UniquelD to map the users from
MyID to the directory.

If your directory does not have an objectGUID attribute, the Distinguished Name for the user is used instead.

CMSCardRequest/Group/User/Account/Roles

Contains details of the MyID roles assigned to the user.
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Note: You can set any role for a user using the Lifecycle APl — the roles you specify override any role restrictions. Also, the user will not receive
any default roles that have been set up for their group; if you want to assign roles, you must include them explicitly. If you do not specify any

roles, the user receives the default Cardholder and Password User roles.

CMSCardRequest/Group/User/Account/Roles/Role

Contains details of the role you want to assign the applicant.

CMSCardRequest/Group/User/Account/Roles/Role/Name

Internal name: UserProfile

The name of the role.

CMSCardRequest/Group/User/Account/Roles/Role/Scope

Internal name: Scope

The scope of the role that the applicant is to have. The value must be one of the following:

° None

] Self

] Department
. Division

o All

Note: If you want to remove an existing role from a user's account, set the scope to None, and the RolesActionOnDuplicate parameter to

MergeEmpty.
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CMSCardRequest/Group/User/Account/Roles/Role/LogonMechanism
Internal name: LogonMechanism

Not supported. Do not use.

CMSCardRequest/Group/User/Account/EntrustProfile

Specifies an Entrust profile template to use for the applicant. If specified, the applicant is added to Entrust using the template.

CMSCardRequest/Group/User/Account/MaxRequestExpiryDate

Allows you to set the maximum credential expiry date for a person — this allows you to specify the latest expiry date for any device issued to this
person. Note that card requests cannot exceed the Lifetime set in the credential profile. Also, the credential profile can override the maximum
expiry date for a person using the Ignore User Expiry Date option.

If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the user's maximum credential expiry date is set to
23:59 UTC - the end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to 00:00 UTC — the start of the
day.

If you supply an expiry date in the cardeExpiryDate node, it may also cause a check to be performed even when Max Request Expiry Date is
not set in the same transaction using the Lifecycle API. See section 7.1.29, CMSCardRequest/Group/User/Card/CardExpiryDate.

This setting affects all future device requests. It does not affect any issued devices or existing requests.

Note: This setting affects device requests made through the MyID Operator Client or the Lifecycle API. Requests made through MylD Desktop
do not take this setting into account.

See the Requesting a device for a person section in the MyID Operator Client guide for more information.

CMSCardRequest/Group/User/Account/UserDataApproved

Internal name: UserDataApproved

Contains information on whether card issuance is approved for this applicant. Can be one of the following values:
e YES Oril

e NOOro

If you set the card profile to have the Require user data to be approved option, you must set this option before the card can be issued. This
flag confirms that the data being sent to MyID has passed all the enroliment checks required for card issuance.
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7.1.81 CMSCardRequest/Group/User/Account/VettingDate

Internal name: vettingDate

Contains the date on which the applicant's identity checks were carried out. The format is:

YYYY-MM-DDThh:mm: ss

You can use this field to ensure that the applicant's identity checks are renewed periodically. See the Identity checks section in the
Administration Guide for details.

7.1.82 CMSCardRequest/Group/User/Photo

Contains the applicant's photo.

7.1.83 CMSCardRequest/Group/User/Photo/Encoding
The type of data encoded in the block. This can be one of the following:
e jpg - JPG image data.
e gif — GIF image data.
e png— PNG image data.
e bmp — Windows bitmap image data.
e 378 —INCITS 378 fingerprint data.
e 385 — facial biometrics in ANSI/INCITS 385-2004 format.

For details of importing fingerprints or facial biometrics, contact customer support.

7.1.84 CMSCardRequest/Group/User/Photo/Data

A string of base64-encoded data containing the file to be uploaded.

7.1.85 CMSCardRequest/Group/User/Photo/DateTaken

The date of the data; for example, when the photograph was taken, or when the fingerprints were captured.

This node uses the xs:dateTime format:
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yyyy-mm-ddThh:mm:ss.nnn+zzzzz

For example:
2010-01-02T14:23:54.123+01:00

7.1.86 CMSCardRequest/Group/User/Photo/Source
Not supported.

7.1.87 CMSCardRequest/Group/User/Photo/None

Instead of providing a photograph, you can remove an existing user photograph and replace it with the noTmage.gif default image.

To remove a user photograph, specify NULL_in the Photo node; for example:

<Photo>
<None> NULL_ </None>
<Photo>

Note: The image is removed from the user record, but is not removed from the MyID web server.

7.1.88 CMSCardRequest/Group/User/AdminGroups

An optional node that allows you to specify one or more administrative groups for the user. See the Administration Guide for details of setting up
and using administrative groups.

The adminGroups node contains one or more AdminGroup.

For example:
<AdminGroups>
<AdminGroup>
<Name>Group 1</Name>
</AdminGroup>
</AdminGroups>
or:
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<AdminGroups>
<AdminGroup>
<Name>Group 1</Name>
</AdminGroup>
<AdminGroup>
<Name>Group 2</Name>
</AdminGroup>
</AdminGroups>

If the user has existing administrative groups, they are replaced by the specified group or groups. If you specify an empty AdminGroups node,
this clears all of the user's administrative groups. If you do not specify an AdminGroups node, the user's administrative groups remain
unchanged.

7.1.89 CMSCardRequest/Group/User/AdminGroups/AdminGroup

Specifies an administrative group for the user. You can have multiple AdminGroup nodes in the AdminGroups parent node. An AdminGroup
node contains a single Name node.

7.1.90 CMSCardRequest/Group/User/AdminGroups/AdminGroup/Name

Specifies the name of the administrative group for the user.

Note: The group must already exist in the MyID database. If the group does not exist, the import will fail.

7.1.91 CMSCardRequest/Group/User/AdditionalFields

You can import information into additional extended user (xu) fields using the data import.

7.1.92 CMSCardRequest/Group/User/Actions

Contains actions to carry out for the applicant; for example, to remove or disable the user, or to cancel the user's credentials.

7.1.93 CMSCardRequest/Group/User/Actions/ApplicantAction

Perform an action on the user. If you do not supply an ApplicantAction element, a disabled user will be re-enabled.
The possible actions are:

. Disable — disable the user's account.
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e  Remove — remove the user from the system.
e CancelDevices — Cancel all the user's credentials.
e cCancelDevice — Cancel specific credentials. Specify the cards using the cMsCardRequest/Group/User/Actions/Device element.
e cCcancelJob — Cancel a specific job. Specify the job using the cMSCardRequest/Group/User/Actions/Job element.
e cCancelaAllJobs — Cancel all jobs for the specified user.
e UnlockCard — Unlock a card. Specify the card using the cMSCardRequest/Group/User/Actions/Device element.
Note: This is not currently supported.

e RenewCertificate —renew a certificate. Specify the certificate using cMsCardrRequest/Group/User/Actions/CertSerialNumber and
CMSCardRequest/Group/User/Actions/CertPolicyName.

7.1.94 CMSCardRequest/Group/User/Actions/CertSerialNumber

Used in conjunction with cMSCardRequest/Group/User/Actions/CertPolicyName to specify a certificate to renew.

7.1.95 CMSCardRequest/Group/User/Actions/CertPolicyName

Used in conjunction with cMSCardRequest/Group/User/Actions/CertSerialNumber t0 specify a certificate to renew.

7.1.96 CMSCardRequest/Group/User/Actions/StatusMappingID

The action to apply to the user. This should be an ID that matches an entry in the StatusMappings table. It controls how certificates are revoked.

7.1.97 CMSCardRequest/Group/User/Actions/RevocationComment

A free text description that is stored against revoked certificates in the database.

7.1.98 CMSCardRequest/Group/User/Actions/RevocationDelay

Used to specify a delay in days for the certificate revocation requests.
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CMSCardRequest/Group/User/Actions/Device

Specifies the card to cancel when you have selected cancelbevice for the applicantaction, or the card to unlock when you have selected

UnlockCard for the applicantAction. (Note: UnlockCard is not currently supported.)

Contains at least one DeviceIdentifier element —you can cancel multiple cards in a single request.

CMSCardRequest/Group/User/Actions/Device/Deviceldentifier

Specifies the credential to be canceled or unlocked.

CMSCardRequest/Group/User/Actions/Device/Deviceldentifier/SerialNumber

The serial number of the credential.

CMSCardRequest/Group/User/Actions/Device/Deviceldentifier/SerialNumberField

The name of the field in which to look for the serial number. The field can be any field present in the vbevices view; for example,
SerialNumber for the standard serial number or HIDSerialNumber for the HID serial number.

If you do not include a serialNumberField node, MyID will use a default value of serialNumber.

CMSCardRequest/Group/User/Actions/Device/ProcessStatus
Used to specify the process status to be used for the credential being cancelled.

You can use the following status codes, as listed in the DeviceProcessStatuses table in the database.

Status Description

Active Device is operational

Assigned Device is assigned to a user but has not begun personalization
AtBureau Device is at the bureau

Collected Collected

Disposed Disposed

Erased Erased

Legacy Legacy
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Status Description

Lost Lost

None None (Default the card may be re-issued)
Not Disposed Not Collected

PendingActivation Device is ready to be activated

PendingDeliveryConfirmation | Device has been dispatched from the bureau and is in transit

PendingPersonalisation Device is ready to be personalized
Terminated Card has been terminated
Unassigned Device is not assigned to a user

7.1.104 CMSCardRequest/Group/User/Actions/RequestedBy

Used to specify the MyID logon name of the Initiator for any jobs created by the import process. If you do not specify a value here, the Initiator is
set to ImportProcessor.

You can use the Initiator tab in the Job Management workflow to search for jobs created by specific users.

7.1.105 CMSCardRequest/Group/User/Actions/Job

Contains a the ID of a job to cancel. Used in conjunction with an aApplicantAction of CancelJob.

7.1.106 CMSCardRequest/Group/User/Actions/Filters

The feature to filter job cancellations using criteria is now "End of Life". The rFilters node remains in the Lifecycle APl schema, but cannot be
used.

See section 3.10.3, Filtering job cancellations for more information.
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7.2 CMSUserUpdate structure

The cMsUserUpdate schema uses the same data elements as the cMscardrRequest schema. This schema requires less information as a
minimum, however.

The following differences exist between the cMsUserUpdate and cMSCardrRequest schema:
e The cMsUserUpdate schema allows you to specify a user block without including it in a Group block.
e The cMsUserUpdate schema does not have a cardupdate element.

e The cMscardRequest schema allows only one group and one user, but the cMsUserUpdate schema allows any number of groups and
users.

e If you specify a group, you must specify one or more users.
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The CMSImportResponse schema is used when the XML import service passes back information about the results of the user data import. It

contains blocks for the Group and the User.

CMSImportResponse/Group

Contains information about the group.

CMSImportResponse/Group/Name
Internal name: Name

Used to identify the group.

CMSImportResponse/Group/Result

The result of the import. Can be one of the following:
e Created

e Already Exists

. Failed

CMSImportResponse/Group/User

Contains information about the user.

CMSImportResponse/Group/User/FirstName
Internal name: FirstName

The first name of the user.
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CMSImportResponse/Group/User/LastName
Internal name: surname

The last name of the user.

CMSImportResponse/Group/User/EmployeelD
Internal name: EmployeelID

The Employee ID of the user.

CMSImportResponse/Group/User/LogonName
Internal name: LogonName

The MyID logon name of the user.

CMSImportResponse/Group/User/CardRequest
Internal name: Jobs.ID

The JoblID for the card request. If there is no request, returns 0.

CMSImportResponse/Group/User/UnlockCardRequest

The JoblID for the unlock card request. If there is no request, returns 0.

Note: This is not currently supported.

CMSImportResponse/Group/User/Result
The result of the import. Can be one of the following:
° Added

¢ Created

¢ Already Exists

(] Failed

Intercede
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(] Removed

(] License Limit

7.3.12 CMSImportResponse/Group/User/Reason

Provides information about the response, including details of the reason why the request failed; for example, the name of a non-existent
credential profile.

7.3.13 CMSImportResponse/Group/User/error

Contains XML describing any errors that occurred during the import.
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7.4

PivCardRequest

This section provides information on the structure of the XML data, including information on allowed values and the MyID internal name. Use

this information in conjunction with the schemas and examples.

Personal

Card

Account

PivCardRequest
Applicant

Biometry

Identity Docs

NACI

Photo

System

Lifecycle API
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7.4.1 PivCardRequest/Parameters

See section 5, Advanced settings for details.

7.4.2 PivCardRequest/Agency
The agency element contains information about the applicant's agency, and contains the block for the applicant.

Note: An agency group created through the Lifecycle API does not inherit any default roles from its parent group, and you cannot set default
roles through the Lifecycle API. This means that for any new users created within this new group, you must specify all of the roles that you want
to assign; if you do not specify any roles, the user receives the default Cardholder and Password User roles.

7.4.3 PivCardRequest/Agency/DeptCode
Internal name: xg16
Encoded in the Printedinfo block.

Mandatory only for Add; also mandatory for update if the agency is specified.

744 PivCardRequest/Agency/AgencyCode
Internal name: xg1
Four alphanumeric characters. Encoded in the FASCN and in the Printedinfo block.

Mandatory only for Add; also mandatory for update if the agency is specified.

7.4.5 PivCardRequest/Agency/FacilityCode

Internal name: xg2
Encoded in the FASCN and in the Printedinfo block.

Mandatory only for Add; also mandatory for update if the agency is specified.

7.4.6 PivCardRequest/Agency/AgencyName
Internal name: Name and xu3

Used to identify the Agency. Also encoded in the DN for member Applicants.
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Mandatory for Add; also mandatory for update if the agency is specified.

Note: Agency names must be unique. The import will fail if the agency name is not unique; this occurs even if a unique parent name is
specified.

7.4.7 PivCardRequest/Agency/FacilityName

Not currently used.

7.4.8 PivCardRequest/Agency/DUNS
Internal name: xg5
Needed if the Organizational Category (below) is set to Commercial.

Mandatory only for Add; also mandatory for update if the agency is specified.

749 PivCardRequest/Agency/OC
Internal name: xg3
Organizational Category. Encoded in the FASCN.
An integer — the values map to the following categories:
e 1 —Federal
e 2 -—State
e 3 — Commercial
e 4 —Foreign

Mandatory only for Add; also mandatory for update if the agency is specified.

7.4.10 PivCardRequest/Agency/Ol
Internal name: xg4
Organizational Identifier. Encoded in the FASCN.

Mandatory only for Add; also mandatory for update if the agency is specified.
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PivCardRequest/Agency/Department
Internal name: xg17 and xu54

Encoded in the DN for member Applicants.

PivCardRequest/Agency/BaseDN
Internal name: orgunit and Xg15

If present, this is used as the default DN for member Applicants. The CN field is appended to this value.

PivCardRequest/Agency/Parent
Internal name: parent

The name of the agency beneath which the specified agency should be positioned. For new agencies, if you do not specify a parent agency, or
the parent agency does not exist, the new agency is placed under the root. If you are specifying an existing agency for the user, make sure you
specify the correct parent agency, or omit the parent node; otherwise, the agency will be moved under the new parent.

Note: Parent agency names must be unique. The import will fail if two different agencies have the same name as the specified parent name.

PivCardRequest/Agency/AgencyAddress

Used for delivery addresses. Contains the following elements:

Field Name Internal Name
Addressl Xg7
Address?2 Xg8
City Xg9
State Xglo0
Zip Xgll
PhoneNumber Xgl3
Country Xgl2
Email Xgl4
Contact Xg6
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7.4.15 PivCardRequest/Agency/AdditionalAgencyFields
Contains any extended (Xg) agency fields. See section 3.8.2, Additional group fields for details.

7.4.16 PivCardRequest/Agency/Applicant
The Applicant element contains information about the applicant.

You can import a single applicant in each XML document.

7417 PivCardRequest/Agency/Applicant/Personal
Contains the personal details of the applicant.
Mandatory for Add.

7418 PivCardRequest/Agency/Applicant/Personal/FirstName
Internal name: FirstName

Mandatory.

7.4.19 PivCardRequest/Agency/Applicant/Personal/LastName
Internal name: surname

Mandatory.

7.4.20 PivCardRequest/Agency/Applicant/Personal/NickName

Internal name: xu49

7.4.21 PivCardRequest/Agency/Applicant/Personal/MiddleName

Internal name: Initial

7.4.22 PivCardRequest/Agency/Applicant/Personal/Suffix

Internal name: xurPIv4
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7.4.23 PivCardRequest/Agency/Applicant/Personal/Title

Internal name: Title

7.4.24 PivCardRequest/Agency/Applicant/Personal/Email
Internal name: Email

This address is used for email notifications.

7.4.25 PivCardRequest/Agency/Applicant/Personal/Fax

Internal name: PhoneExt

7.4.26 PivCardRequest/Agency/Applicant/Personal/Cell

Internal name: MobileNumber

7.4.27 PivCardRequest/Agency/Applicant/Personal/Phone

Internal name: PhoneNumber

7.4.28 PivCardRequest/Agency/Applicant/Personal/EmployeelD
Internal name: EmployeelID
This should be a unique identifier for the applicant.
Mandatory.

Appears within MyID Desktop as the Security field. For a PIV user (that is, a user who belongs to an agency that does not have a code of
9999) this value is used for the Pl (Person Identifier) value in the FASC-N. Due to restrictions on the PI field in the FASC-N, this identifier must
be a maximum of 10 numeric digits.
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PivCardRequest/Agency/Applicant/Personal/Address

Used for delivery addresses. Contains the following elements:

e  Address1
e Address2
e City

e  StateZip

PivCardRequest/Agency/Applicant/Personal/BirthDate

Internal name: xu37

Format: yyyy-mMmM-DD

PivCardRequest/Agency/Applicant/Personal/Nationality

Internal name: xuprPIvil

A code referring to the nationality of the applicant. The possible values are:

Code
AFG
ALA
ALB
DZA
ASM
AND
AGO
ATA
ATA
ATG
ARG
ARM

Nationality
Afghanistan
Aland Islands
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antarctica
Antigua and Barbuda
Argentina
Armenia

Intercede
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Code Nationality
ABW Aruba
AUS Australia
AUT Austria
AZE Azerbaijan
BHS Bahamas
BHR Bahrain
BGD Bangladesh
BRB Barbados
BLR Belarus
BEL Belgium
BLZ Belize
BEN Benin
BMU Bermuda
BTN Bhutan
BOL Bolivia
BIH Bosnia and Herzegovina
BWA Botswana
BVT Bouvet Island
BRA Brazil
IoT British Indian Ocean Territory
BRN Brunei Darussalam
BGR Bulgaria
BFA Burkina Faso
BDI Burundi
KHM Cambodia
CMR Cameroon
CAN Canada
CpV Cape Verde
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Code

CYM
CAF
TCD
CHL
CHN
CXR
CCK
COL
COM
COG
COD
COK
CRI
CIV
HRV
CUB
CYP
CZE
DNK
DJI
DMA
DOM
ECU
EGY
SLV
GNQ
ERI
EST

Nationality
Cayman Islands
Central African Republic
Chad
Chile
China
Christmas Island
Cocos (Keeling) Islands
Colombia
Comoros
Congo

Congo, Democratic Republic of the

Cook Islands
Costa Rica
Cote d'lvoire
Croatia
Cuba
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia

Intercede
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Code Nationality
ETH Ethiopia
FLK Falkland Islands (Malvinas)
FRO Faroe Islands
FJI Fiji
FIN Finland
FRA France
GUF French Guiana
PYF French Polynesia
ATF French Southern Territories
GAB Gabon
GMB Gambia
GEO Georgia
DEU Germany
GHA Ghana
GIB Gibraltar
GRC Greece
GRL Greenland
GRD Grenada
GLP Guadeloupe[2]
GUM Guam
GTM Guatemala
GGY Guernsey
GIN Guinea
GNB Guinea-Bissau
GUY Guyana
HTI Haiti
HMD Heard Island and McDonald Islands
VAT Holy See (Vatican City State)
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Code

HND
HKG
HUN
ISL
IND
IDN
IRN
IRQ
IRL
IMN
ISR
ITA
JAM
JPN
JEY
JOR
KAZ
KEN
KIR
PRK
KOR
KWT
KGZ
LAO
LVA
LBN
LSO
LBR

Nationality
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Iran, Islamic Republic of
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey
Jordan
Kazakhstan
Kenya
Kiribati
Korea, Democratic People's Republic of
Korea, Republic of
Kuwait
Kyrgyzstan
Lao People's Democratic Republic
Latvia
Lebanon
Lesotho
Liberia

Intercede
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Code

LBY
LIE
LTU
LUX
MAC
MKD
MDG
MWI
MYS
MDV
MLI
MLT
MHL
MTQ
MRT
MUS
MYT
MEX
FSM
MDA
MCO
MNG
MNE
MSR
MAR
MOZ
MMR
NAM

Nationality
Libyan Arab Jamabhiriya
Liechtenstein
Lithuania
Luxembourg
Macao
Macedonia, the former Yugoslav Republic of
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia, Federated States of
Moldova, Republic of
Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar
Namibia

Intercede
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Code

NRU
NPL
NLD
ANT
NCL
NZL
NIC
NER
NGA
NIU
NFK
MNP
NOR
OMN
PAK
PLW
PSE
PAN
PNG
PRY
PER
PHL
PCN
POL
PRT
PRI
QAT
REU

Nationality
Nauru
Nepal

Netherlands
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
Norfolk Island

Northern Mariana Islands

Norway
Oman
Pakistan
Palau

Palestinian Territory, Occupied

Panama
Papua New Guinea
Paraguay
Peru
Philippines
Pitcairn
Poland
Portugal
Puerto Rico
Qatar
Reunion

Intercede
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Code

ROU
RUS
RWA
SHN
KNA
LCA
SPM
VCT
WSM
SMR
STP
SAU
SEN
SRB
SYC
SLE
SGP
SVK
SVN
SLB
SOM
ZAF
SGS
ESP
LKA
SDN
SUR
SJIM

Nationality
Romania
Russian Federation
Rwanda
Saint Helena
Saint Kitts and Nevis
Saint Lucia
Saint Pierre and Miquelon
Saint Vincent and the Grenadines
Samoa
San Marino
Sao Tome and Principe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Georgia and the South Sandwich Islands
Spain
Sri Lanka
Sudan
Suriname
Svalbard and Jan Mayen

Intercede
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Code Nationality
SWZ Swaziland
SWE Sweden
CHE Switzerland
SYR Syrian Arab Republic
TWN Taiwan, Province of China
TJK Tajikistan
TZA Tanzania, United Republic of
THA Thailand
TLS Timor-Leste
TGO Togo
TKL Tokelau
TON Tonga
TTO Trinidad and Tobago
TUN Tunisia
TUR Turkey
TKM Turkmenistan
TCA Turks and Caicos Islands
TUV Tuvalu
UGA Uganda
UKR Ukraine
ARE United Arab Emirates
GBR United Kingdom
USA United States
UMI United States Minor Outlying Islands
URY Uruguay
UZB Uzbekistan
VUT Vanuatu
VEN Venezuela
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Code Nationality
VNM Viet Nam
VGB Virgin Islands, British
VIR Virgin Islands, U.S.
WLF Wallis and Futuna
ESH Western Sahara
YEM Yemen
ZMB Zambia
ZWE Zimbabwe

7.4.32 PivCardRequest/Agency/Applicant/Personal/Citizenship

Reserved for future use. Do not use.

7.4.33 PivCardRequest/Agency/Applicant/Personal/CountryOfBirth
Internal name: xup1vi2.
Used for OPM Adjudication — contact customer support for more information, quoting reference SUP-123.

A two-character NCIC country code specifying the country of birth of the applicant. If the country is the United States of America, use the
PlaceOfBirth node to specify the state.

7.4.34 PivCardRequest/Agency/Applicant/Personal/Place OfBirth

Reserved for future use.

7.4.35 PivCardRequest/Agency/Applicant/Personal/ExportRestrictions

Reserved for future use. Do not use.

7.4.36 PivCardRequest/Agency/Applicant/Authentication

Contains information about the security phrases for a user.
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PivCardRequest/Agency/Applicant/Authentication/SecurityPhrase
Contains a pair of elements — a Prompt and an answer — that provide a security phrase for the applicant.

You can have up to five securityPhrase elements, each containing a Prompt and Answer pair.

Intercede

Note: If you provide any security phrases for an existing user, all existing security phrases on that user's account are removed and replaced
with the newly-provided security phrases. You can use this feature to delete the security phrases from a user's account — provide a single
prompt With an empty answer, and the user's security phrases will be removed. (If the minimum number of security phrases is set to 1, the user

will still be prompted for a security phrase when attempting to log on, but will be unable to authenticate.)

PivCardRequest/Agency/Applicant/Authentication/SecurityPhrase/Prompt

Internal name: Question field in securityQuestions

Used to import a security question. If the question does not already exist, an entry is added to the securityQuestions table; this question will

subsequently be available for use when setting security phrases in MyID.

The default security questions are:

ID Question

1 Password

2 Mothers maiden name?
3 N.I number?

4 Favourite food?

5 Car registration number?
6 Name of pet

7 First school attended

8 An old phone number
9 A memorable date

10 | A memorable place

11 A memorable event

12 | A famous person

13 Place of birth

14 | A country
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ID Question
15 A river
16 A movie

17 | Asong
18 | A book
19 | Asport

20 | A postcode
21 An animal

22 First car type

7.4.39 PivCardRequest/Agency/Applicant/Authentication/SecurityPhrase/Answer
Internal name: SsecurityPhrase field in UsersSecurityQuestions
Used to import an answer to a security question for an applicant. A hash of the answer is stored in the UsersSecurityQuestions table.

Important: Do not include any leading or trailing spaces in the security phrase answer. If you do include leading or trailing spaces, the user will
be unable to authenticate to MyID.

Note: If you have set up the Security Phrase Complexity option within MyID to determine the complexity of security phrases, this is not
enforced on any passwords that you import using the Lifecycle API.

You can encrypt the answer using a transport key — this allows you to maintain the security of the security phrase answer when you include it in
the XML data.

To encrypt the answer:
1. Import your AES128 transport key into MyID using the Key Manager workflow.
2. External to MyID, encrypt the security phrase answer with the following settings:
+ Encode the security phrase answer as little-endian Unicode. Do not use a byte order mark.

For example, a security phrase of answer would be encoded as:
0061006E0073007700650072

¢ Pad the data using 1ISO9797 Method 2 (pad with a single 0x80, then 0x00 until the block-length is reached).
¢ Encrypt using CBC or ECB mode encryption.
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3. Add the hex-encoded encrypted data to the answer node.
4. Set the KeyName attribute of the answer node to the name of the transport key you imported into MyID.
5. Set the Mode attribute of the answer node to either csc or Ec, depending on how you encrypted the answer.
For example:
e The transport key, MyTransportKey, has a value of:
206890FCI9B4EAIDO137D8C692B3BFCR6
e  The security phrase is:
answer
e In the import, use the following:

<Answer KeyName="MyTransportKey" Mode="CBC">6713987B589F76BC4DA0OF557D79A6275</Answer>

Intercede

If you do not want to encrypt the answer in the XML document, omit the KeyName and Mode attributes. For example:

<Answer>plaintextanswerl234</Answer>

PivCardRequest/Agency/Applicant/Card

Used to specify details for the applicant's card.

PivCardRequest/Agency/Applicant/Card/CardProfile

If present, this will request a card of the given name for this applicant. If performing an update, or the card profile does not exist, no request will

be made.
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PivCardRequest/Agency/Applicant/Card/CardExpiryDate

Used to specify the expiry date for the card when it is issued. The card will expire on the date specified, or on the date the card profile specifies,
whichever is earlier.

The format is yyyy-Mv-pD — for example, 2016-12-25.

Note: If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the card expiry date is set to 23:59 UTC — the
end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to the time of the import. However, if the Expire
Cards at End of Day option is set to No, and the card expiry date is constrained by an earlier card lifetime as configured in the credential
profile, the time portion is set to 00:00 UTC — the start of the day.

If you provide a date in the cardExpirybate node, and this exceeds the Maximum Expiry Date set against the user account, the attempt to
create the request is rejected. This does not occur if the credential profile requested has the Ignore User Expiry Date option enabled. The
error recorded is:

Error: 0x800468e8 : A job cannot be created or updated as the specified expiry date exceeds the target users max
request expiry date.

PivCardRequest/Agency/Applicant/Card/Renewal

Used to specify whether the card is a renewal of an existing card. If the user already exists, you must set this option to true or card request
jobs will not be created.

Can be one of the following values:
. true — this is a card renewal.
. false — this is not a card renewal.

Note: For card renewals, you must specify the card's original serial number and device type using the
PivCardRequest/Agency/Applicant/Card/Update node.

PivCardRequest/Group/User/Card/ImportCard

Used to specify whether to import a device (see section 3.11, Importing operator credentials).
Can be one of the following values:

e true —import a device.

e false—do notimport a device.
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7.4.45 PivCardRequest/Agency/Applicant/Card/CardRequestedBy

This is the logon name of the person requesting the card. Used for auditing purposes.

7.4.46 PivCardRequest/Agency/Applicant/Card/JobLabel

Allows you to specify a label for the renewal or replacement job. You can then search for this label in the Job Management or Batch Issue
Card workflows.

7.4.47 PivCardRequest/Agency/Applicant/Card/Update

Used to specify the card being updated or renewed. You must make sure that the card is issued to the user.

7.4.48 PivCardRequest/Agency/Applicant/Card/Update/OriginalSerialNumber

The serial number of the card being updated or renewed. Used to target a specific card.

Mandatory if you have included the Update node.

7.4.49 PivCardRequest/Agency/Applicant/Card/Update/OriginalDeviceType
The device type of the card being updated or renewed.

Mandatory if you have included the update node.

7.4.50 PivCardRequest/Agency/Applicant/Card/Update/StatusMapping

The status mapping code to be used when the card is updated.

See section 3.7.5, Status mapping codes for details.

7.4.51 PivCardRequest/Agency/Applicant/Card/Replacement

Allows you to provide the details of the credential being replaced.

7.4.52 PivCardRequest/Agency/Applicant/Card/Replacement/OriginalSerialNumber

The serial number of the card being replaced. Mandatory if you specify the Replacement node.
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PivCardRequest/Agency/Applicant/Card/Replacement/OriginalDevice Type
The device type of the card being replaced. Mandatory if you specify the Replacement node.

Note: If you specify a valid serial number and device type for the card being replaced (that is, an existing credential that is currently assigned to
the applicant) the original card is marked for cancellation and a new card request is created.

If the serial number is invalid (for example, the card does not exist, or is not assigned to any user) no card is marked for cancellation, but the
replacement card is still requested.

If the serial number is valid but is assigned to another user, an error is generated; the card is not cancelled, and no replacement card is
requested.

PivCardRequest/Agency/Applicant/Card/Replacement/StatusMapping
The status mapping ID for the replacement.

See section 3.7.5, Status mapping codes for details.

PivCardRequest/Agency/Applicant/Card/Reprovision
Set the value of this node to 1 to request a reprovision rather than an update.

A reprovision allows you to re-encode a card completely, based on the data in the MyID database, using the latest version of the credential
profile used during issuance.

The card will have the same expiry date as the original card. New certificates may have longer expiration times than the original certificates, but
these will not exceed the lifetime of the card itself. Certificates that were revoked externally to MyID will be replaced with new active certificates.

When requesting a reprovision, specify a status mapping with one of the following values:

e 83— User details have changed.

e 84 —There is a problem with the device.

e 85— New credential profile needs to be applied.

Note: If you specify any other status mapping, it is ignored — only these status mappings carry out reprovisions.

For example:
<Card>
<CardProfile>Yubikey NoOTP</CardProfile>

<CardRequestedBy>System</CardRequestedBy>
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<Update>
<OriginalSerialNumber>8115516</0OriginalSerialNumber>
<OriginalDeviceType>YubiKey 4</OriginalDeviceType>
<StatusMapping>84</StatusMapping>

</Update>

<Reprovision>1</Reprovision>

</Card>

PivCardRequest/Agency/Applicant/Card/CardLayout
Optionally, contains the name of the card layout to use when printing the requested card.

The card layout name must be valid for the card's credential profile at the point that the card is issued; if the card layout name is not valid, the
request will not be processed.

PivCardRequest/Agency/Applicant/Card/SerialNumber
Used in conjunction with the PivCardRequest/Agency/Applicant/Card/DeviceType node to specify an exact card to be issued.

Note: If you have the Only Issue to Known Serial Numbers option set in the credential profile, and you specify a serial number for the card
that has not previously been added to MyID, the import will fail. This failure will be included in the audit.

PivCardRequest/Agency/Applicant/Card/DeviceType

Used in conjunction with the PivCardRequest/Agency/Applicant/Card/SerialNumber node to specify an exact card to be issued.

PivCardRequest/Group/User/Card/Container

Used in conjunction with the cMSCardRequest/Group/User/Card/ImportCard node to specify the container that the authentication certificate is
located in.

See section 3.11, Importing operator credentials.
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7.4.60 PivCardRequest/Group/User/Card/Certificate

Used in conjunction with the cMsCardRequest/Group/User/Card/ImportCard node to specify the authentication certificate on the imported
card. This must be the base64 representation of the certificate without headers, footers, or line breaks.

See section 3.11, Importing operator credentials.

7.4.61 PivCardRequest/Agency/Applicant/Account

Contains details of the applicant's account.

7.4.62 PivCardRequest/Agency/Applicant/Account/DN
Internal name: DistinguishedName

The DN of the users account in the LDAP

7.4.63 PivCardRequest/Agency/Applicant/Account/AlternateDN
Internal name: xu55

If populated this is used in preference to the DN for cert requests

7.4.64 PivCardRequest/Agency/Applicant/Account/CN

Internal name: CommonName

7.4.65 PivCardRequest/Agency/Applicant/Account/OU

Internal name: organisationalUnit

7.4.66 PivCardRequest/Agency/Applicant/Account/UPN

Internal name: UserPrincipalName

7.4.67 PivCardRequest/Agency/Applicant/Account/SAMAccountName

Internal name: saMAccountName

Lifecycle API Page 85 of 175



Intercede

Optional SAMAccountName value for the user. Maximum of 20 characters.

7.4.68 PivCardRequest/Agency/Applicant/Account/Domain
Internal name: Domain

Optional Domain value for the user. Maximum of 50 characters.

7.4.69 PivCardRequest/Agency/Applicant/Account/LogonName
Internal name: LogonName
User’s name, used to log into MyID. Must be unique.

If no value is supplied, the PivCardRequest/Agency/Applicant/Personal/EmployeeID value is used instead.

7.4.70 PivCardRequest/Agency/Applicant/Account/Roles
Contains the details of the role you want to assign to the applicant.

Note: You can set any role for a user using the Lifecycle API — the roles you specify override any role restrictions. Also, the user will not receive
any default roles that have been set up for their group; if you want to assign roles, you must include them explicitly. If you do not specify any
roles, the user receives the default Cardholder and Password User roles.

7.4.71 PivCardRequest/Agency/Applicant/Account/Roles/Role

Contains details of the role you want to assign the applicant. Contains the following elements:

Field Name Internal Name Description
Name UserProfile The name of the role that the applicant is to have. You must specify a role for the
applicant.
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Field Name Internal Name Description

Scope Scope The scope of the role that the applicant is to have. The value must be one of the following:
None
Self
Department
Division
All

Note: If you want to remove an existing role from a user's account, set the scope to None,
and the RolesActionOnDuplicate parameter to MergeEmpty.

LogonMechanism LogonMechanism Not supported. Do not use.

PivCardRequest/Agency/Applicant/Account/EntrustProfile

Specifies an Entrust profile template to use for the applicant. If specified, the applicant is added to Entrust using the template. See section 3.9,
Importing users into Entrust for details.

PivCardRequest/Agency/Applicant/Account/MaxRequestExpiryDate

Allows you to set the maximum credential expiry date for a person — this allows you to specify the latest expiry date for any device issued to this
person. Note that card requests cannot exceed the Lifetime set in the credential profile. Also, the credential profile can override the maximum
expiry date for a person using the Ignore User Expiry Date option.

If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the user's maximum credential expiry date is set to
23:59 UTC - the end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to 00:00 UTC — the start of the
day.

If you supply an expiry date in the cardexpiryDate node, it may also cause a check to be performed even when Max Request Expiry Date is
not set in the same transaction using the Lifecycle API. See section 7.4.42, PivCardRequest/Agency/Applicant/Card/CardExpiryDate.

This setting affects all future device requests. It does not affect any issued devices or existing requests.

Note: This setting affects device requests made through the MyID Operator Client or the Lifecycle API. Requests made through MyID Desktop
do not take this setting into account.

See the Requesting a device for a person section in the MyID Operator Client guide for more information.
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Contains information about the applicant's position within the agency.

PivCardRequest/Agency/Applicant/Position/EmployeeAssociation
Internal name: xu4 and xu5

If "Contractor" this is appended to the Applicant's DN. The numeric version stored in xu4.
Note: This node must be populated with a valid lookup value for new user imports.
The value can be one of the following:

e Employee

e  Civil Worker

e  Executive

e  Uniformed

e  Contractor

o Afficiate

e  Beneficiary

PivCardRequest/Agency/Applicant/Position/EmployeeAffiliation
Internal name: xu53

Used for graphical personalization of the card.

PivCardRequest/Agency/Applicant/Position/Rank
Internal name: xu1
Used for graphical personalization of the card.

The value is restricted to a list of codes (for example, -1 or 0-6). See the schema for a full list.

Intercede
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7.4.78 PivCardRequest/Agency/Applicant/Position/EmergencyRole
Internal name: xus
Can be used to allow additional card profiles to Emergency Responders.
Can be one of the following values:
e Law Enforcement
e Paramedic
e Doctor
o  Firefighter
e Bomb Disposal
e Biohazard

. None

7.4.79 PivCardRequest/Agency/Applicant/Position/Privilege
Internal name: xu30

These details are visible in View Person and during card issuance approval.

7.4.80 PivCardRequest/Agency/Applicant/Position/ApplicantPosition
Internal name: xu11

These details are visible in View Person and during card issuance approval.

7.4.81 PivCardRequest/Agency/Applicant/Position/Extralnfo
Internal name: xu10

A free-text field to leave comments about an applicant.

7.4.82 PivCardRequest/Agency/Applicant/Sponsor

Contains information about the applicant's sponsor. These details are visible in View Person and during card issuance approval.
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7.4.83 PivCardRequest/Agency/Applicant/Sponsor/SponsorName

Internal name: xu31

7.4.84 PivCardRequest/Agency/Applicant/Sponsor/SponsorPosition

Internal name: xu32

7.4.85 PivCardRequest/Agency/Applicant/Sponsor/SponsorAgency

Internal name: xu34

7.4.86 PivCardRequest/Agency/Applicant/Sponsor/SponsorEmail

Internal name: xu36

7.4.87 PivCardRequest/Agency/Applicant/Sponsor/SponsorPhoneNumber

Internal name: xu35

7.4.88 PivCardRequest/Agency/Applicant/Biometry

Contains information about the applicant's biometric details. Some of these details are printed on the reverse of some card layouts. Also
included in adjudication requests.

7.4.89 PivCardRequest/Agency/Applicant/Biometry/Heightinches
Internal name: xu14
The applicant's height in inches.

Note: This must be numeric. For example, 73 is accepted; 73" or 6'1" or 6 foot 1 inch are not allowed.
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PivCardRequest/Agency/Applicant/Biometry/WeightLbs
Internal name: xu15

The applicant's weight in pounds.

Note: The schema allows a total of eight characters for this value; however, this includes the space and 1bs that is appended during the import.
Accordingly there are four characters available for the numeric part of the weight; for example, 9999, which becomes 9999 1bs when it is

imported into MyID. Do not include the 1bs in the import data. 140 is accepted; 140 1bs Or 10 stone are not allowed.

PivCardRequest/Agency/Applicant/Biometry/Gender

Internal name: xu38

PivCardRequest/Agency/Applicant/Biometry/EyeColor
Internal name: xu13

The value of this element is restricted. See the schema for details.

PivCardRequest/Agency/Applicant/Biometry/HairColor
Internal name: xu12

The value of this element is restricted. The current list is:

Code Description

XXX Unspecified or unknown
BAL Bald

BLK Black

BLN Blonde or Strawberry
BLU Blue

BRO Brown

GRY Gray or Partially Gray
GRN Green

ONG Orange
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PNK Pink

PLE Purple

RED Red or Auburn
SDY Sandy

STR Streaked

WHT White

PivCardRequest/Agency/Applicant/Biometry/Race

Internal name: xu39

The value of this element is restricted. See the schema for details.

PivCardRequest/Agency/Applicant/Biometry/BioSample

Contains elements to contain fingerprints, EFT data and facial biometric scans.

The possible elements are:

R _Little —the right little finger. Uses the data type BioFingerSample.
R_Ring — the right ring finger. Uses the data type BioFingerSample.
R_Middle —the right middle finger. Uses the data type BioFingerSample.
R_Index — the right index finger. Uses the data type BioFingerSample.
R_Thumb — the right thumb. Uses the data type BioFingerSample.

L _Little —the left little finger. Uses the data type BioFingerSample.
L_Ring —the left ring finger. Uses the data type BioFingerSample.

L Middle — the left middle finger. Uses the data type BioFingerSample.
L _Index —the left index finger. Uses the data type BioFingerSample.

L _Thumb — the left thumb. Uses the data type BioFingersample.

EFT — the applicant's EFT sample. Uses the data type Encodedbata with an encoding type of bmp. As this is a standard format, the
encoding type is actually ignored.
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e FaceScan — the applicant's facial biometric sample. Uses the data type Encodedbata with an encoding type of 385.
e IrisScan — the applicant's iris sample. Uses the data type EncodedbData with an encoding type of 19794.

Important: If you include a biometrics node (for example, FaceScan) you must provide full and correct data for the biometrics. Do not leave the
node empty — if you provide an empty node, the MyID client will not display the correct default image, but will display a broken image icon
instead.

BioFingerSample
The BioFingerSample block is used to provide the data for a single fingerprint. It contains either:

e AnEncodedbData block (see below), with the Encoding type of 378 and a pata block of base64 data, and:

e Anoptional RolledPrint element, which can be either ves or No, determining whether the fingerprint is a roll or a slap.

or:

e A ReasonMissing element, which can be either unprintable or Amputated, if you cannot provide the data for the specified finger.

For example:

<BioSample>
<R Index>
<Encoding>378</Encoding>
<Data>Rk1SACAYMAAAGAAAAAAAAAEAAWGAXQDFAQAAAAAQYLOAfVUAGMkAPpaIAGJUAVVAA
gJIMA1WEAGCkBBX4AgKkBIpIAGIkBLYQAGEMBO1iYAGGOBPN8AGLABQYS8AQIWAQrMA
QI4AYVOAQFOAIwwAQKMAkakAQLsSA0OO8AQIKBF4YAAAA=</Data>
<RolledPrint>No</RolledPrint>
</R_Index>
<L Index>
<ReasonMissing>Unprintable</ReasonMissing>
</L_Index>

</BioSample>

EncodedData

EncodedData blocks are used to include binary data in the imported XML, for example, fingerprint data, facial biometrics, and scanned
documents. The Encodedbpata block has the following elements:

e Encoding — the type of data encoded in the block. This can be one of the following:
¢+ jpg—JPG image data.

¢ gif — GIF image data.
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¢  png— PNG image data.

+  bmp — Windows bitmap image data.

+ 378 —INCITS 378 fingerprint data.

+ 385 —facial biometrics in ANSI/INCITS 385-2004 format.

¢ 19794 —iris data.

Data — a string of base64-encoded data containing the file to be uploaded.

DateTaken — the date of the data; for example, when the photograph was taken, or when the fingerprints were captured.
For user photos only, this is added to the XML within the 1mageProps field in the people table in the MyID database.
This node uses the xs:dateTime format:

yyyy-mm-ddThh:mm:ss.nnn+zzzzz

For example:

2010-01-02T14:23:54.123+01:00

Note: This is important for FIPS 201-2, as it lays down requirements for the maximum age of captured biometrics at the point of card
issuance.

Source — For user photos only, this is added to the XML within the TmageProps field in the people table. You can optionally use this field to
store information about where the user photo came from.

Removing and updating fingerprints
You can update the fingerprints for applicants by supplying new fingerprint data. Updated fingerprint data for the specified fingers overwrites the

previously-recorded fingerprints. If you are using different fingers (for example, if the applicant has had their right index finger amputated) you
can remove the existing fingerprints for specific fingers by including an empty pata node.

For example:

<BioSample>
<R Index>

<Encoding>378</Encoding>
<Data/>

</R_Index
</BioSample>

Alter

Lifecycle API

>

natively, you can use the ReasonMissing element to remove existing fingerprints:
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<BioSample>
<R Index>
<ReasonMissing>Amputated</ReasonMissing>
</R_Index>
</BioSample>

All changes to the fingerprints stored for applicants are recorded in the audit trail.

7.4.96 PivCardRequest/Agency/Applicant/Biometry/Signature

Contains the applicant's digitized signature. Uses type EncodedbData with an Encoding type of jpg. See EncodedData on page 93 for details of
the EncodedData format.

7.4.97 PivCardRequest/Agency/Applicant/IdentityDocs
Contains scans and information about the applicant's identity documents.
The following elements are included, one for each document:
e IdentityDocl
e IdentityDoc2
e SPF10

Each document contains the following elements:

Field Name Internal Name Description Allowed Values

Image Contains the scanned document. Uses an
EncodedData block with an Encoding type of
jpg. See EncodedData on page 93 for details of
the EncodedData format.
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Field Name

Internal Name

Description

Allowed Values

Title

Xuzl
Xuz26

The type of the identity document

Restricted for
Identitybocl and
IdentityDoc2 —
see the schema for
a list of supported
documents.
IDDocNamel is the
list for the first
identity document,
and IDDocName?2 iS
the list for the
second identity
document.

IssuedBy

Xuz22
Xu27

The authority that issue the document

Number

Xu23
Xuz28

A unique identifier for the document

Expiry

Xuz4
Xu29

The expiry date for the document

YYYY-MM-DD
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7.4.98 PivCardRequest/Agency/Applicant/NACI

Contains information about the applicant's NACI checks. The NACI checks are visible in the View Person workflow.

For example:

<NACI>

<NACCaseNumber>65522</NACCaseNumber>

<NACICaseNumber>65522</NACICaseNumber>

<Check>
<Type>SII</Type>
<Status>AP</Status>

</Check>

<Check>
<Type>DCII</Type>
<Status>AP</Status>

</Check>

<Check>
<Type>FBI CHF</Type>
<Status>AP</Status>

</Check>

<Check>
<Type>NACI</Type>
<Status>WR</Status>

</Check>

<CardIssuanceApproved>YES</CardIssuanceApproved>

<Comments></Comments>

</NACI>

7.4.99 PivCardRequest/Agency/Applicant/NACI/NACCaseNumber

Internal name: xu40

7.4.100 PivCardRequest/Agency/Applicant/NACI/NACICaseNumber

Internal name: xu46

Lifecycle API
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PivCardRequest/Agency/Applicant/NACI/Check

Internal name: xu41, xu42, xu43, xu44, and xu45

Contains one or more NACI background checks. You can have multiple check elements in the import file. Each check element contains the
following elements:

e Type — The name of the background check. This can be one of the following:
¢ SII
¢ DCII

¢ FBI Name — this option (which mapped to internal ID xu43) is not supported. If you include this value in the import XML, it is ignored. If
your system has been upgraded from an earlier version of MyID, your database may still have the xu43 field; however, this field is no
longer populated or used.

¢ FBI CHF
¢+ NACI

e status — the status of the NACI check. This can be one of the following:
+ nR - Not Requested
+ wr - Waiting Response
¢ As — Assessing Response
¢ ap-— Approved

¢+ RJ - Rejected

PivCardRequest/Agency/Applicant/NACI/CardlssuanceApproved

Internal name: UserDataApproved

Contains information on whether card issuance is approved for this applicant. Can be one of the following values:
e YES Or1l

e NOOrOQ

This flag confirms that the data being sent to MyID has passed all the enrollment checks required for card issuance. You must set this flag when
adding an applicant for the first time, and also on card renewal.

Note: Throughout the PIV Integration Guide, this field is referred to as the User Data Approved flag.
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7.4.103 PivCardRequest/Agency/Applicant/NACI/Comments
Internal name: xu33

Free text description, up to 255 characters, of any background checks.

7.4.104 PivCardRequest/Agency/Applicant/NACI/VettingDate

Internal name: vettingDate

Contains the date on which the applicant's identity checks were carried out. The format is:
YYYY-MM-DDThh:mm:ss

You can use this field to ensure that the applicant's identity checks are renewed periodically. See the Identity checks section in the
Administration Guide for details.

7.4.105 PivCardRequest/Agency/Applicant/Photo

Contains the applicant's photo. This is an Encodedbata type block, with an Encoding value of jpg, gif, bmp or png, and the pata block
containing a base64-encoded image.

See EncodedData on page 93 for details of the Encodedpata format.

7.4.106 PivCardRequest/Agency/Applicant/System
Contains system information for the application.

Required for PIV issuance.

7.4.107 PivCardRequest/Agency/Applicant/System/GUID
Internal name: xu51
Unique ID used as part of the Card Holder Unique ID (CHUID).
Mandatory.
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PivCardRequest/Agency/Applicant/System/CredNo
Internal name: xu48

Credential Number — encoded in the FASC-N.

Mandatory.

PivCardRequest/Agency/Applicant/System/CS

Credential Series — always set to 1, but is ignored in the import anyway and the result is always 1. If you need to increment the credential
series, contact customer support for details.

PivCardRequest/Agency/Applicant/System/POA
Legacy field — replaced by Applicant/EmployeeAssociation.

PivCardRequest/Agency/Applicant/System/IClI
Internal name: xu47
The issue number of the next card to be issued. This is encoded in the FASCN. Recommend coding as a 1 always.

Mandatory only for Add.

PivCardRequest/Agency/Applicant/System/UserStatus

Internal name: xu50

The state of the applicant in the process. This is displayed in the View Person workflow. Can be one of the following:
e  Sponsored

e  EnrollmentBegun

e EnrollmentComplete

e Vetting

. Escalated

. Approved
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(] CardRequested
° CardActivated
. Rejected

Note: The schema specifies a maximum of 50 characters, but the MyID limit is 40 characters.

74113 PivCardRequest/Agency/Applicant/System/IssuanceNotifyURL
Internal name: xu56
An override for the destination of the Card Issuance Notification XML that is sent when a card for the Applicant is issued.

Note: This notification is sent only when you issue a card through the MyID Desktop application. If you collect a card through the Self-Service
App or Self-Service Kiosk, you must set up the Notifications table instead — see the PIV Integration Guide for details.

74114 PivCardRequest/Agency/Applicant/System/CancelNotifyURL

Specifies an URL to be used for notifications for card cancellations. This allows you to specify a different URL for cancellations and issuance.

7.4.115 PivCardRequest/Agency/Applicant/System/CMSlssuanceNotifyURL

Specifies an URL to be used for notifications for card issuance. This allows you to specify a different URL for cancellations and issuance.

Note: Reserved for future use.
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7.4.116 PivCardRequest/Agency/Applicant/AdminGroups

An optional node that allows you to specify one or more administrative groups for the user. See the Administration Guide for details of setting up
and using administrative groups.

The adminGroups node contains one or more AdminGroup.

For example:
<AdminGroups>
<AdminGroup>
<Name>Group 1</Name>
</AdminGroup>
</AdminGroups>
or:
<AdminGroups>
<AdminGroup>
<Name>Group 1</Name>
</AdminGroup>
<AdminGroup>
<Name>Group 2</Name>
</AdminGroup>
</AdminGroups>

If the user has existing administrative groups, they are replaced by the specified group or groups. If you specify an empty AdminGroups node,
this clears all of the user's administrative groups. If you do not specify an AdminGroups node, the user's administrative groups remain
unchanged.

74117 PivCardRequest/Agency/Applicant/AdminGroups/AdminGroup

Specifies an administrative group for the user. You can have multiple AdminGroup nodes in the AdminGroups parent node. An AdminGroup
node contains a single Name node.

74118 PivCardRequest/Agency/Applicant/AdminGroups/AdminGroup/Name
Specifies the name of the administrative group for the user.

Note: The group must already exist in the MyID database. If the group does not exist, the import will fail.
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7.4.119 PivCardRequest/Agency/Applicant/AdditionalFields

You can import information into additional extended fields using the data import. See section 3.8.1, Additional user fields for details.

7.4.120 PivCardRequest/Agency/Applicant/Actions

Contains actions to carry out for the applicant; for example, to remove or disable the user, or to cancel the user's credentials.

7.4.121 PivCardRequest/Agency/Applicant/Actions/ApplicantAction
Perform an action on the applicant. If you do not supply an action in the ApplicantAction element, a suspended applicant will be unsuspended.
The possible actions are:
e Disable — disable the user's account.
e  Remove — remove the user from the system.
e CancelDevices — cancel all the user's credentials.
e cCcancelDevice — cancel specific credentials. Specify the credentials using the pevice element.
e cCcancelJob — Cancel a specific job. Specify the job using the pivCardrRequest/Agency/Applicant/Actions/Job element.
e CancelallJdobs — Cancel all jobs for the specified user.

. RenewCertificate —renew a certificate. Specify the certificate using pivCardRequest/Agency/Applicant/Actions/CertSerialNumber
and rPivCardRequest/Agency/Applicant/Actions/CertPolicyName.

7.4.122 PivCardRequest/Agency/Applicant/Actions/CertSerialNumber

Used in conjunction with an ApplicantAction Of RenewCertificate and PivCardRequest/Agency/Applicant/Actions/CertPolicyName to
specify a certificate to renew.

7.4.123 PivCardRequest/Agency/Applicant/Actions/CertPolicyName

Used in conjunction with an applicantAction Of RenewCertificate and PivCardRequest/Agency/Applicant/Actions/CertSerialNumber
to specify a certificate to renew.
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74124 PivCardRequest/Agency/Applicant/Actions/StatusMappingID

The action to apply to the user. This should be an ID that matches an entry in the statusMappings table. It controls how certificates are
revoked.

Note: You cannot specify negative IDs from the statusMappings table — these are reserved for system use.

7.4.125 PivCardRequest/Agency/Applicant/Actions/RevocationComment

A free text description that is stored against revoked certificates in the database.

7.4.126 PivCardRequest/Agency/Applicant/Actions/Device

Specifies the credential (for example, a smart card) to cancel when you have selected cancelDevice for the applicantaction. Contains at
least one DeviceIdentifier element. You can specify more than one credential to cancel by including multiple beviceIdentifier elements.

74127 PivCardRequest/Agency/Applicant/Actions/Device/Deviceldentifier

Specifies the credential to be canceled or unlocked.

7.4.128 PivCardRequest/Agency/Applicant/Actions/Device/Deviceldentifier/SerialNumber

The serial number of the credential.

7.4.129 PivCardRequest/Agency/Applicant/Actions/Device/Deviceldentifier/SerialNumberField

The name of the field in which to look for the serial number. The field can be any field present in the vDevices view; for example,
SerialNumber for the standard serial number or HIDSerialNumber for the HID serial number.

If you do not include a serialNumberField node, MyID will use a default value of serialNumber.

7.4.130 PivCardRequest/Agency/Applicant/Actions/Device/ProcessStatus
Used to specify the process status to be used for the credential being cancelled.

You can use the following status codes, as listed in the DeviceProcessStatuses table in the database.
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7.4.131

7.5

Lifecycle API

Status Description

Active Device is operational

Assigned Device is assigned to a user but has not begun personalization
AtBureau Device is at the bureau

Collected Collected

Disposed Disposed

Erased Erased

Legacy Legacy

Lost Lost

None

None (Default the card may be re-issued)

Not Disposed

Not Collected

PendingActivation

Device is ready to be activated

PendingDeliveryConfirmation

Device has been dispatched from the bureau and is in transit

PendingPersonalisation

Device is ready to be personalized

Terminated

Card has been terminated

Unassigned

Device is not assigned to a user

PivCardRequest/Agency/Applicant/Actions/Job

Contains a the ID of a job to cancel. Used in conjunction with an ApplicantAction of CancelJob.

PivApplicantUpdate structure

Intercede

The PivApplicantUpdate schema uses the same data elements as the PivCardRequest schema. This schema requires less information as a
minimum, however. See the schema for details of the minimum data required.

For example:

e PivCardRequest/Agency/Applicant/Sponsor is mandatory for PivCardRequest.

e PivCardRequest/Agency/Applicant/Sponsor/SponsorName iS mandatory for PivCardRequest.

e PivCardRequest/Agency/Applicant/Sponsor/SponsorAgency iS mandatory for PivCardRequest.
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e PivCardRequest/Agency/Applicant/System/GUID is mandatory for PivCardRequest.
e PivCardRequest/Agency/Applicant/System/CredNo is mandatory for PivCardRequest.

e PivCardRequest/Agency/Applicant/System/ICI is mandatory for PivCardRequest.

7.6 PivimportResponse structure

The PivimportResponse schema is used when the XML import service passes back information about the results of the applicant data import.. It
contains blocks for the Agency and the Applicant.

7.6.1 PivimportResponse/Agency

Contains information about the agency.

7.6.2 PivimportResponse/Agency/AgencyName
Internal name: Name and xu3

Used to identify the Agency. Also encoded in the DN for member Applicants.

7.6.3 PivimportResponse/Agency/AgencyCode
Internal name: xg1

Four alphanumeric characters. Encoded in the FASCN and in the Printedinfo block.

7.6.4 PivimportResponse/Agency/Result
The result of the import for the agency. Can be one of the following:
e Created
¢ Already Exists

(] Failed
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7.6.5

7.6.6

7.6.7

7.6.8

7.6.9

7.6.10

7.6.11

Lifecycle API

PivimportResponse/Agency/Applicant

Contains information about the applicant.

PivimportResponse/Agency/Applicant/FirstName
Internal name: FirstName

The applicant's first name.

PivimportResponse/Agency/Applicant/LastName
Internal name: surname

The applicant's last name.

PivimportResponse/Agency/Applicant/EmployeelD
Internal name: EmployeelID

This is a unique, numerical identifier for the applicant.

PivimportResponse/Agency/Applicant/CardRequest
Internal name: Jobs. 1D

The JoblID for the card request. If there is no request, returns 0.

PivimportResponse/Agency/Applicant/CardReqgestFailReason

The reason the card request failed.

PivimportResponse/Agency/Applicant/Result
The result of the import for the applicant. Can be one of the following:
e  Added

. Already Exists

Intercede
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(] Failed
(] Removed

(] License Limit

7.6.12 PivimportResponse/Agency/Applicant/Reason

Provides information about the response, including details of the reason why the request failed; for example, the name of a non-existent
credential profile.
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<?xml

<wsdl:
:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:
xmlns:

xmlns

MyIDEnroll WSDL

Intercede

The WSDL definition for the MylIDEnroll web service is as follows:

version="1.0" encoding="utf-8"?>

definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"

tns="http://www.intercede.com/MyIDEnroll" xmlns:s="http://www.w3.0rg/2001/XMLSchema"
soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/" xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
targetNamespace="http://www.intercede.com/MyIDEnroll" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified" targetNamespace="http://www.intercede.com/MyIDEnroll">

<s:element name="PIVXMLWebImport">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
</s:sequence>
</s:complexType>
</s:element>
<s:element name="PIVXMLWebImportResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
</s:sequence>
</s:complexType>
</s:element>
<s:element name="CMSXMLWebImport">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
</s:sequence>
</s:complexType>
</s:element>
<s:element name="CMSXMLWebImportResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
</s:sequence>
</s:complexType>
</s:element>
<s:element name="XMLImport">
<s:complexType>
<s:sequence>

Lifecycle API

name="xmlIn" type="s:string" />

name="PIVXMLWebImportResult" type="s:string" />

name="xmlIn" type="s:string" />

name="CMSXMLWebImportResult" type="s:string" />
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<s:element minOccurs="0" maxOccurs="1" name="ParametersXML" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="xmlData" type="s:string" />
</s:sequence>
</s:complexType>
</s:element>
<s:element name="XMLImportResponse'">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="XMLImportResult" type="s:string" />
</s:sequence>
</s:complexType>
</s:element>
</s:schema>
</wsdl:types>
<wsdl:message name="PIVXMLWebImportSoapIn">
<wsdl:part name="parameters" element="tns:PIVXMLWebImport" />
</wsdl:message>
<wsdl:message name="PIVXMLWebImportSoapOut">
<wsdl:part name="parameters" element="tns:PIVXMLWebImportResponse" />
</wsdl:message>
<wsdl:message name="CMSXMLWebImportSoapIn">
<wsdl:part name="parameters" element="tns:CMSXMLWebImport" />
</wsdl:message>
<wsdl:message name="CMSXMLWebImportSoapOut">
<wsdl:part name="parameters" element="tns:CMSXMLWebImportResponse" />
</wsdl:message>
<wsdl:message name="XMLImportSoapIn">
<wsdl:part name="parameters" element="tns:XMLImport" />
</wsdl:message>
<wsdl:message name="XMLImportSoapOut'">
<wsdl:part name="parameters" element="tns:XMLImportResponse" />
</wsdl:message>
<wsdl:portType name="MyIDEnrollSocap">
<wsdl:operation name="PIVXMLWebImport">
<wsdl:input message="tns:PIVXMLWebImportSoapIn" />
<wsdl:output message="tns:PIVXMLWebImportSoapOut" />
</wsdl:operation>
<wsdl:operation name="CMSXMLWebImport">
<wsdl:input message="tns:CMSXMLWebImportSoapIn" />
<wsdl:output message="tns:CMSXMLWebImportSoapOut" />
</wsdl:operation>
<wsdl:operation name="XMLImport">
<wsdl:input message="tns:XMLImportSoapIn" />
<wsdl:output message="tns:XMLImportSoapOut" />
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</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="MyIDEnrollSoap" type="tns:MyIDEnrollSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="PIVXMLWebImport">
<soap:operation soapAction="http://www.intercede.com/MyIDEnroll/PIVXMLWebImport" style="document" />
<wsdl:input>
<soap:body use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="CMSXMLWebImport">
<soap:operation soapAction="http://www.intercede.com/MyIDEnroll/CMSXMLWebImport" style="document" />
<wsdl:input>
<soap:body use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="XMLImport">
<soap:operation soapAction="http://www.intercede.com/MyIDEnroll/XMLImport" style="document" />
<wsdl:input>
<soap:body use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="MyIDEnrollSoapl2" type="tns:MyIDEnrollSoap">
<soapl2:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="PIVXMLWebImport">
<soapl2:operation soapAction="http://www.intercede.com/MyIDEnroll/PIVXMLWebImport" style="document" />
<wsdl:input>
<soapl2:body use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="CMSXMLWebImport">
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<soapl2:operation soapAction="http://www.intercede.com/MyIDEnroll/CMSXMLWebImport" style="document" />
<wsdl:input>
<soapl2:body use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="XMLImport">
<soapl2:operation soapAction="http://www.intercede.com/MyIDEnroll/XMLImport" style="document" />
<wsdl:input>
<soapl2:body use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="MyIDEnroll">
<wsdl:port name="MyIDEnrollSoap" binding="tns:MyIDEnrollSoap">
<soap:address location="http://localhost/MyiDEnroll/MyIDEnroll.asmx" />
</wsdl:port>
<wsdl:port name="MyIDEnrollSoapl2" binding="tns:MyIDEnrollSoapl2">
<soapl2:address location="http://localhost/MyiDEnroll/MyIDEnroll.asmx" />
</wsdl:port>
</wsdl:service>
</wsdl:definitions>
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9 XML schemas

This section contains listings of the Lifecycle schemas available.

9.1 Schema file locations

The schema files are installed to the schemas folder the MyIDEnro11 folder on the MylD
web server; by default, this is:

C:\Program Files\Intercede\MyID\Web\MyIDEnroll\Schemas
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9.2 MylDBaseTypes

This schema contains the elements common to all the MyID Lifecycle APl schemas.

<?xml version="1.0" encoding="utf-8"?>

<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.intercede.com/CommonTypes"
xmlns:tng="http://www.intercede.com/CommonTypes"
elementFormDefault="qualified" attributeFormDefault="qualified"

<xs:simpleType name="String">
<xs:restriction base="xs:string">
<xs:pattern value="((2!&lt;.*&gt;) (?! no match ) (?!]l&gt;).)*" />
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="NotEmptyString">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyStringd">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="4"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyString6">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="6"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyString8">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="8"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyString40">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
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<xs:maxLength value="40"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyString50">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="50"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyString64">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="64"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyString80">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="80"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyStringlO00">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="100"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="NotEmptyString255">
<xs:restriction base="tng:String">
<xs:minLength value="1" />
<xs:maxLength value="255"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="String30">
<xs:restriction base="tng:String">
<xs:maxLength value="30"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String80">
<xs:restriction base="tng:String">
<xs:maxLength value="80"/>
</xs:restriction>
</xs:simpleType>
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<xs:simpleType name="StringlOO0">
<xs:restriction base="tng:String">
<xs:maxLength value="100"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Stringl20">
<xs:restriction base="tng:String">
<xs:maxLength value="120"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String200">
<xs:restriction base="tng:String">
<xs:maxLength value="200"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String255">
<xs:restriction base="tng:String">
<xs:maxLength value="255"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Stringl024">
<xs:restriction base="tng:String">
<xs:maxLength value="1024"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String2">
<xs:restriction base="tng:String">
<xs:maxLength value="2"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String20">
<xs:restriction base="tng:String">
<xs:maxLength value="20"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String8">
<xs:restriction base="tng:String">
<xs:maxLength value="8"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String40">
<xs:restriction base="tng:String">
<xs:maxLength value="40"/>
</xs:restriction>
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</xs:simpleType>
<xs:simpleType name="String50">
<xs:restriction base="tng:String">
<xs:maxLength value="50"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String64">
<xs:restriction base="tng:String">
<xs:maxLength value="64"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="StringlO0">
<xs:restriction base="tng:String">
<xs:maxLength value="10"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Stringl">
<xs:restriction base="tng:String">
<xs:maxLength value="1"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String3">
<xs:restriction base="tng:String">
<xs:maxLength value="3"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Stringd">
<xs:restriction base="tng:String">
<xs:maxLength value="4"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String6">
<xs:restriction base="tng:String">
<xs:maxLength value="6"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="StringBase64">
<xs:restriction base="xs:string">
<xs:pattern value="[a-zA-20-9+ /=\n\r\w\t]*"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="Int50">
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<xs:restriction base="xs:string">
<xs:maxLength value="50"/>
<xs:pattern value="[0-9]*"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Intl">
<xs:restriction base="xs:string">
<xs:maxLength value="1"/>
<xs:pattern value="[0-9]"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Int4">
<xs:restriction base="xs:string">
<xs:maxLength value="4"/>
<xs:pattern value="[0-9]*"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Int9">
<xs:restriction base="xs:string">
<xs:maxLength value="9"/>
<xs:pattern value="[0-9]*"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="TrueFalse">
<xs:restriction base="xs:string">
<xs:enumeration value="true"/>
<xs:enumeration value="false"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="YesNo">
<xs:restriction base="xs:string">
<xs:enumeration value="YES"/>
<xs:enumeration value="NO"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="YesNoOneZero">
<xs:restriction base="xs:string">
<xs:enumeration value="YES"/>
<xs:enumeration value="NO"/>
<xs:enumeration value="1"/>
<xs:enumeration value="0"/>
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</xs:r

estriction>

</xs:simpleType>

<xs:complexType name="EncryptedData">

<xs:simpleContent>

<xs:extension base="xs:string">

<xs:attribute name="KeyName" type="xs:string" use="optional" />
<xs:attribute name="Mode" type="xs:string" use="optional"

</xs

:rextension>

</xs:simpleContent>
</xs:complexType>

<xs:complexType name="NotEmptyEncryptedData'">
<xs:simpleContent>
<xs:restriction base="tng:EncryptedData">

<xs:minLength value="1" />
</xs:restriction>
</xs:simpleContent>

</xs:complexType>

<xs:simpleType name="OperationType">
<xs:restriction base="xs:string">

<XSs
<xS:
<xS:
<xS:
<xS:
<xS:
<XSs
<xS:
<xS:
<xS:
</xs:r

senumeration

enumeration
enumeration
enumeration
enumeration
enumeration

senumeration

enumeration
enumeration
enumeration
estriction>

</xs:simpleType>

</xs:schema>

9.3

<?xml vers
<xs:schema

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
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value="=" />

value="1!=" />
value="gt" />
value="1t" />
value="ge" />
value="1le" />
value="isnull" />
value="notnull" />
value="leftbracket" />
value="rightbracket" />

CMSSchemaTypes

This schema contains the elements common to the cMscardrRequest and CMSUserUpdate schemas.

ion="1.0"7?>

/>
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xmlns:myidbase="http://www.intercede.com/CommonTypes"
targetNamespace="http://www.intercede.com/MyIDSchema/CMSCardRequest"
xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest"
elementFormDefault="qualified" attributeFormDefault="qualified"
xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"

>

<xs:import namespace="http://www.intercede.com/CommonTypes" schemalocation="MyIDBaseTypes.xsd"/>

<xs:complexType name="ParametersBlockType">

<xs:all>

<xs:
<Xs:
<xs:
<xXs:
<xs:
:element
<xs:
<Xs:
<xs:
<Xs:
<xs:
:element
<xs:
<Xs:
<xs:
<Xs:
<xs:

<xs

<xs

</xs:all>

element
element
element
element
element

element
element
element
element
element

element
element
element
element
element

</xs:complexType>

name="SourceID" type="xs:string" minOccurs="1" maxOccurs="1"/>

name="IssueDate" type="xs:date" minOccurs="0" maxOccurs="1"/>

name="GenerateUserDN" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="ActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/>
name="RolesActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/>
name="DeleteMissingUsers" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
name="PushToLDAP" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
name="CreateUnknownGroups" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
name="AuditAll" type="myidbase:Intl" minOccurs="1" maxOccurs="1"/>

name="DataType" type="xs:string" minOccurs="0" maxOccurs="1"/>
name="CheckImportResponseSchema" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="SynchronousImport" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="AllowBioImport" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="DefaultUserRole" type="xs:string" minOccurs="0" maxOccurs="1"/>
name="DisallowCertificateSuspension" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="CardRequestThrottling" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
name="ReplaceUnassignedCards" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>

<xs:complexType name="PersonalBlockType">

<xs:sequence>
<xs:choice>

<xs:sequence>
<xs:element name="FirstName" type="myidbase:NotEmptyString64" minOccurs="1" maxOccurs="1"/>
<xs:element name="LastName" type="myidbase:NotEmptyString64" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
<xs:element name="LastName" type="myidbase:NotEmptyString64" minOccurs="1" maxOccurs="1"/>
</xs:choice>

<xs:element
<xs:element
<xs:element
<xs:element
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name="Initial" type="myidbase:String40" minOccurs="0" maxOccurs="1"/>
name="Title" type="myidbase:String20" minOccurs="0" maxOccurs="1"/>
name="Email" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
name="PhoneExt" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
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<xs:element name="MobileNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
<xs:element name="PhoneNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
<xs:element name="EmployeeID" type="myidbase:String50" minOccurs="1" maxOccurs="1"/>
<xs:element name="OptionallLinel" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="OptionalLine2" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="OptionallLine3" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="OptionallLine4" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="AuthenticationBlockType">
<xs:sequence>
<xs:element name="SecurityPhrase" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Prompt" type="myidbase:NotEmptyString255" minOccurs="1" maxOccurs="1"/>
<xs:element name="Answer" type="myidbase:EncryptedData" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="CardBlockType">
<xs:sequence>

<xs:element name="CardProfile" type="myidbase:String50" minOccurs="0"/>
<xs:element name="CardExpiryDate" type="xs:date" minOccurs="0"/>
<xs:element name="Renewal" type="RenewalString" minOccurs="0"/>
<xs:element name="ImportCard" type="myidbase:TrueFalse" minOccurs="0"/>
<xs:element name="CardRequestedBy" type="myidbase:String255" minOccurs="0"/>
<xs:element name="CancelExisting" minOccurs="0" maxOccurs="1"/>
<xs:element name="JobLabel" type="myidbase:String50" minOccurs="0"/>
<xs:element name="Update" minOccurs="0" maxOccurs="1" type="UpdateCardBlockType"/>
<xs:element name="Replacement" minOccurs="0" type="ReplacementCardBlockType"/>
<xs:element name="GenerateOTP" minOccurs="0" maxOccurs="1" type="GenerateOTPBlockType"/>
<xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
<xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
<xs:element name="SerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
<xs:element name="DeviceType" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
<xs:element name="StatusMapping" type="xs:unsignedByte" minOccurs="0" maxOccurs="1"/>
<xs:element name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="Reprovision" type="xs:unsignedByte" minOccurs="0" maxOccurs="1"/>
<xs:element name="CardLayout" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
<xs:element name="Container" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
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<xs:element name="Certificate" type="myidbase:StringBase64" minOccurs="0" maxOccurs="1" />
<xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="UpdateCardBlockType">
<xs:sequence>
<xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1" />
<xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1" />
<xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ReplacementCardBlockType">
<xs:all>
<xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1"/>
<xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1"/>
<xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/>
</xs:all>
</xs:complexType>

<xs:complexType name="CardUpdateBlockType">
<xs:all>
<xs:element name="SerialNumber" type="myidbase:String255" minOccurs="1" maxOccurs="1"/>
<xs:element name="DeviceType" type="myidbase:String255" minOccurs="1" maxOccurs="1"/>
<xs:element name="CardRequestedBy" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="ParametersXML" type="JobParameters" minOccurs="1" maxOccurs="1"/>
<xs:element name="PIN" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
</xs:all>
</xs:complexType>

<xs:complexType name="AccountBlockType">
<xs:sequence>
<xs:element name="DN" type="myidbase:Stringl024" minOccurs="0" maxOccurs="1"/>
<xs:element name="CN" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="0U" type="myidbase:Stringl024" minOccurs="0" maxOccurs="1"/>
<xs:element name="UPN" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="SAMAccountName" type="myidbase:String20" minOccurs="0" maxOccurs="1"/>
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<xs:
<xXs:
<xs:
celement
<xs:
<xXs:
celement

<xs:

<xXs:
</xs:sequence>

<xs

<xs

element
element
element

element
element

element
element

name="Domain" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
name="LogonName" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
name="NewLogonName" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
name="UniqueID" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
name="Roles" minOccurs="0" maxOccurs="1" type="RolesBlockType"/>
name="EntrustProfile" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
name="UserDataApproved" type="myidbase:YesNoOneZero" minOccurs="0" maxOccurs="1"/>
name="MaxRequestExpiryDate" type="xs:date" minOccurs="0" maxOccurs="1"/>
name="VettingDate" type="xs:dateTime" minOccurs="0" maxOccurs="1"/>

</xs:complexType>

<xs:complexType name="RolesBlockType">
<xs:sequence>
<xs:element name="Role" minOccurs="0" maxOccurs="unbounded" type="RoleBlockType"/>

</xs:sequence>

</xs:complexType>

<xs:complexType
<xs:sequence>

<xs:
<xs:
<xs:
</xs:sequence>

element
element
element

name="RoleBlockType">

name="Name" type="myidbase:String255" minOccurs="1"/>
name="Scope" type="RoleScope" minOccurs="0" maxOccurs="1"/>
name="LogonMechanism" type="RoleLogonMechanism" minOccurs="0" maxOccurs="1"/>

</xs:complexType>

<xs:complexType name="PhotoBlockType">
<xs:sequence>
<xs:choice>
<xs:sequence>
<xs:element name="Encoding" type="FileEncoding" maxOccurs="1" minOccurs="1"/>
<xs:element name="Data" type="myidbase:StringBase64" maxOccurs="1" minOccurs="1"/>
<xs:element name="DateTaken" type="xs:dateTime" maxOccurs="1" minOccurs="0"/>
<xs:element name="Source" type="myidbase:String50" maxOccurs="1" minOccurs="0"/>
</xs:sequence>
<xs:element name="None" type="myidbase:String50" maxOccurs="1" minOccurs="1"/>
</xs:choice>

</xs:sequence>

</xs:complexType>

<xs:simpleType name="FileEncoding">
<xs:restriction base="xs:string">

<xs:enumeration value="jpg"/>
<xs:enumeration value="gif"/>

Lifecycle API

Intercede

Page 123 of 175



<xs:enumeration value="png"/>
<xs:enumeration value="bmp"/>
<xs:enumeration value="378"/>
<xs:enumeration value="385"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="RoleScope">
<xs:restriction base="xs:string">
<xs:enumeration value="None"/>
<xs:enumeration value="Self"/>
<xs:enumeration value="Department"/>
<xs:enumeration value="Division"/>
<xs:enumeration value="All"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="RoleLogonMechanism">
<xs:restriction base="xs:string">
<xs:enumeration value="Password"/>
<xs:enumeration value="Card"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="UserAction">
<xs:restriction base="xs:string">
<xs:enumeration value="Disable"/>
<xs:enumeration value="Remove"/>
<xs:enumeration value="CancelDevices"/>
<xs:enumeration value="CancelDevice"/>
<xs:enumeration value="CancelJob"/>
<xs:enumeration value="CancelAllJobs"/>
<xs:enumeration value="UnlockCard"/>
<xs:enumeration value="RenewCertificate"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="RenewalString">
<xs:restriction base="xs:string">
<xs:enumeration value="true"/>
<xs:enumeration value="false"/>
</xs:restriction>
</xs:simpleType>
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<xs:complexType
<xs:sequence>
<xs:element

</xs:sequence>
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name="JobParameters">

name="UnlockPIN" type="xs:unsignedInt" maxOccurs="1" minOccurs="0" />

</xs:complexType>

<xs:complexType
<xXs:sequence>
<xs:element
<!-- MPS-69
<xs:element
<xs:element
<= >
<xs:element
<xs:element
<xs:element
<xs:element

name="ActionsBlockType">

name="ApplicantAction" type="UserAction" minOccurs="0" maxOccurs="1"/>

to support certificate renewal -->

name="CertSerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
name="CertPolicyName" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>

name="StatusMappingID" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
name="RevocationDelay" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
name="Device" minOccurs="0">

<xs:complexType>
<xXs:sequence>
<xs:element name="Deviceldentifier" minOccurs="0" maxOccurs="unbounded" type="DeviceldentifierBlockType"/>

<xs:element name="ProcessStatus" type="myidbase:String50" minOccurs="0" maxOccurs="1" />

</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element
<xs:element
<xs:element

</xs:sequence>

name="RequestedBy" type="myidbase:String255" minOccurs="0" maxOccurs="1" />
name="Job" type="xs:unsignedInt" minOccurs="0" maxOccurs="unbounded" />
name="Filters" type="FilterCriteria" minOccurs="0" maxOccurs="1" />

</xs:complexType>

<xs:complexType
<xXs:sequence>
<xs:element
<xs:element

</xs:sequence>

name="DeviceIdentifierBlockType">

name="SerialNumber" type="myidbase:String50" minOccurs="1"/>
name="SerialNumberField" type="myidbase:String50" minOccurs="0"/>

</xs:complexType>

<xs:complexType
<xs:sequence>
<xs:element

name="FilterCriteria">

name="Filter" minOccurs="1" maxOccurs="unbounded">

<xs:complexType>
<xs: sequence>
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<xs:element name="FieldName" type="xs:string" minOccurs="0" maxOccurs="1" />
<xs:element name="FieldValue" type="xs:string" minOccurs="0" maxOccurs="1" />
<xs:element name="Operation" minOccurs="1" maxOccurs="1" type="myidbase:OperationType"/>
<xs:element name="Or" type="xs:boolean" minOccurs="0" maxOccurs="1" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="GenerateOTPBlockType">
<xs:sequence>
<xs:element name="Notification" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Name" type="myidbase:String255" minOccurs="1" maxOccurs="1" />
<xs:element name="Action" type="myidbase:StringlO" minOccurs="0" maxOccurs="1" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="AdminGroupsBlockType">
<xs:sequence>
<xs:element name="AdminGroup" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Name" minOccurs="1" type="myidbase:Stringl00" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

</xs:schema>

9.4 CMSCardRequest schema

This schema is used for user data sent to the import service to request cards.

<?xml version="1.0"7?>
<xs:schema
id="CMSCardRequest"
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targetNamespace="http://www.intercede.com/MyIDSchema/CMSCardRequest"
xmlns:myidbase="http://www.intercede.com/CommonTypes"
xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"

attributeFormDefault="unqualified" elementFormDefault="qualified"

>

<xs:include schemalocation="CMSSchemaTypes.xsd" />

<xs:import namespace="http://www.intercede.com/CommonTypes" schemalocation="MyIDBaseTypes.xsd"/>

<xs:element name="CMSCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false">
<xs:complexType>
<xs:sequence>
<xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/>
<xs:element name="Group" minOccurs="0" maxOccurs="1" type="GroupBlockType"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:complexType name="GroupBlockType">
<xs:sequence>
<xs:element name="Name" type="myidbase:StringlO0" minOccurs="1"/>
<xs:element name="Description" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="OrgUnit" type="myidbase:Stringl024" minOccurs="0"/>
<xs:element name="Parent" type="myidbase:String80" minOccurs="0"/>
<xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="User" minOccurs="0" maxOccurs="1" type="UserBlockType"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="UserBlockType">
<xs:sequence>

<xs:element name="Personal" type="PersonalBlockType"/>
<xs:element name="Authentication" type="AuthenticationBlockType" minOccurs="0" maxOccurs="1" />
<xs:element name="Card" minOccurs="0" type="CardBlockType"/>
<xs:element name="CardUpdate" minOccurs="0" type="CardUpdateBlockType"/>
<xs:element name="Account" minOccurs="0" type="AccountBlockType" />
<xs:element name="Photo" minOccurs="0" type="PhotoBlockType"/>
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<xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType"
<xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Actions" minOccurs="0" maxOccurs="1" type="ActionsBlockType"/>
</xs:sequence>
</xs:complexType>

</xs:schema>

9.5 CMSUserUpdate schema

This schema is used to update existing users.

<?xml version="1.0"?>

<xs:schema
id="CMSCardRequest"
targetNamespace="http://www.intercede.com/MyIDSchema/CMSCardRequest"
xmlns:myidbase="http://www.intercede.com/CommonTypes"
xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"
attributeFormbDefault="unqualified" elementFormDefault="qualified"

<xs:include schemalLocation="CMSSchemaTypes.xsd" />

<xs:import namespace="http://www.intercede.com/CommonTypes" schemalocation="MyIDBaseTypes.xsd"/>

/>

Intercede

<xs:element name="CMSCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false">

<xs:complexType>
<xs: sequence>

<xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/>

<xs:element name="Group" maxOccurs="unbounded" minOccurs="0" type="GroupBlockType"/>

<xs:element name="User" minOccurs="0" maxOccurs="unbounded" type="UserBlockType"/>

</xs:sequence>
</xs:complexType>
</xs:element>
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<xs:complexType name="GroupBlockType">
<xs:sequence>
<xs:element name="Name" type="myidbase:Stringl00" minOccurs="1"/>
<xs:element name="Description" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="OrgUnit" type="myidbase:Stringl024" minOccurs="0"/>
<xs:element name="Parent" type="myidbase:String80" minOccurs="0"/>
<xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="User" maxOccurs="unbounded" type="UserBlockType"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="UserBlockType">
<xs:sequence>
<xs:element name="Personal" type="PersonalBlockType"/>
<xs:element name="Authentication" minOccurs="0" maxOccurs="1" type="AuthenticationBlockType"/>
<xs:element name="Card" minOccurs="0" type="CardBlockType"/>
<xs:element name="Account" minOccurs="0" type="AccountBlockType" />
<xs:element name="Photo" minOccurs="0" type="PhotoBlockType"/>
<xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType" />
<xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Actions" minOccurs="0" maxOccurs="1" type="ActionsBlockType"/>
</xs:sequence>
</xs:complexType>

</xs:schema>

9.6 CMSImportResponse schema

This schema is used by the import service to pass back information about the user import.

Lifecycle API

Intercede

Page 129 of 175



Intercede

<?xml version="1.0" encoding="utf-8"?>
<xs:schema id="CMSImportResponse" targetNamespace="http://www.intercede.com/MyIDSchema/CMSImportResponse"
xmlns:mstns="http://www.intercede.com/MyIDSchema/CMSImportResponse" attributeFormDefault="unqualified"
elementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="CMSImportResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="Group" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>

<xs:element name="Name" type="mstns:String80" minOccurs="1" maxOccurs="1"/>
<xs:element name="Result" type="mstns:ActionStatus" minOccurs="1" maxOccurs="1" />
<xs:element name="User" type="mstns:User" minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="User" type="mstns:User" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:complexType name="User">
<xs:sequence>

<xs:element name="FirstName" type="mstns:String64" minOccurs="1" maxOccurs="1"/>
<xs:element name="LastName" type="mstns:String64" minOccurs="1" maxOccurs="1"/>
<xs:element name="EmployeeID" type="mstns:String50" minOccurs="1" maxOccurs="1"/>
<xs:element name="LogonName" type="mstns:String50" minOccurs="1" maxOccurs="1"/>
<xs:element name="CardRequest" type="xs:int" minOccurs="1" maxOccurs="1" />

<xs:element name="UnlockCardRequest" type="xs:int" minOccurs="1" maxOccurs="1" />
<xs:element name="Result" type="mstns:ActionStatus" minOccurs="1" maxOccurs="1"/>
<xs:element name="Reason" type="xs:string" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>

<xs:simpleType name="String50">
<xs:restriction base="xs:string">
<xs:maxLength value="50" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String80">
<xs:restriction base="xs:string">
<xs:maxLength value="80" />
</xs:restriction>
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</xs:simpleType>
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<xs:simpleType name="String64">
<xs:restriction base="xs:string">
<xs:maxLength value="64"

</xs:restriction>
</xs:simpleType>

/>

<xs:simpleType name="ActionStatus">
<xs:restriction base="xs:string">
<xs:enumeration value="Added"/>
<xs:enumeration value="Created"/>
<xs:enumeration value="Already Exists"/>
<xs:enumeration value="Failed"/>
<xs:enumeration value="Removed"/>
<xs:enumeration value="License Limit"/>

</xs:restriction>
</xs:simpleType>
</xs:schema>

9.7 PIVSchemaTypes

<?xml version="1.0"7?>
<xs:schema

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:myidbase="http://www.intercede.com/CommonTypes"
targetNamespace="http://www.intercede.com/MyIDPIVSchema/PivCardRequest"
xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest"
elementFormDefault="qualified" attributeFormDefault="qualified"

>

<xs:import namespace="http://www.intercede.com/CommonTypes" schemalLocation="MyIDBaseTypes.xsd"/>

<xs:complexType name="ParametersBlockType">

<xs:all>

<xs:
:element
<xs:
:element
<xs:
:element
<xs:
:element
<xXs:
<xXs:
<xXs:
<xXs:

<xs
<xs
<xs

<xs
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element
element
element
element
element
element

element
element

name="SourceID" type="xs:string" minOccurs="1" maxOccurs="1"/>
name="IssueDate" type="xs:date" minOccurs="0" maxOccurs="1"/>
name="GenerateUserDN" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="ActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/>
name="RolesActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/>
name="DeleteMissingUsers" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
name="PushToLDAP" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
name="CreateUnknownGroups" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
name="AuditAll" type="myidbase:Intl" minOccurs="1" maxOccurs="1"/>
name="DataType" type="xs:string" minOccurs="0" maxOccurs="1"/>
name="CheckImportResponseSchema" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="SynchronousImport" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
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</xs:complexType>

<XSs:
<xs:
<XSs:

<xs:
:element

<xs

</xs:all>

<xs:complexType
<xs:sequence>

<xs:
<xS:
<xs:
<xS:
<xs:
celement

<xs:

<xS:

<xs:
</xs:sequence>

<xs

element
element
element
element
element

element
element
element

element
element
element

element
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name="AllowBioImport" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>
name="DefaultUserRole" type="xs:string" minOccurs="0" maxOccurs="1"/>
name="DisallowCertificateSuspension" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>

name="CardRequestThrottling" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
name="ReplaceUnassignedCards" type="myidbase:Intl" minOccurs="0" maxOccurs="1"/>

name="AgencyAddressBlockType">

name="Addressl" type="myidbase:String40" minOccurs="0"/>
name="Address2" type="myidbase:String40" minOccurs="0"/>
name="City" type="myidbase:String40" minOccurs="1"/>
name="State" type="myidbase:String40" minOccurs="0"/>
name="Zip" type="myidbase:Stringl0" minOccurs="0"/>
name="PhoneNumber" type="myidbase:String30" minOccurs="0"/>
name="Country" type="myidbase:String40" minOccurs="0"/>
name="Email" type="myidbase:Stringl20" minOccurs="0"/>
name="Contact" type="myidbase:String80" minOccurs="0"/>

</xs:complexType>

<!-- Complex PIV elements -->
<xs:complexType
<xs:sequence>

<Xs:
<XS:
:element
<XS:
<Xs:
<XS:
:element
<Xs:
:element
:element
celement
<Xs:
<XS:
<Xs:

<xs

<xs

<xs
<xs
<xs

<Xs
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element
element
element

element

element
element
element

:element

name="PersonalBlockType">

name="FirstName" type="myidbase:NotEmptyString64" minOccurs="1"/>
name="LastName" type="myidbase:NotEmptyString64" minOccurs="1"/>
name="NickName" type="myidbase:String80" minOccurs="0"/>
name="MiddleName" type="myidbase:String50" minOccurs="0"/>
name="Suffix" type="myidbase:String20" minOccurs="0"/>
name="Title" type="myidbase:String20" minOccurs="0"/>
name="Email" type="myidbase:String255" minOccurs="0"/>
name="Fax" type="myidbase:String50" minOccurs="0"/>
name="Cell" type="myidbase:String50" minOccurs="0"/>
name="Phone" type="myidbase:String50" minOccurs="0"/>
name="EmployeeID" type="myidbase:Int50" minOccurs="1"/>
name="Address" minOccurs="0" type="PersonalAddressBlockType" />
name="BirthDate" type="xs:date" minOccurs="0"/>
name="Nationality" type="myidbase:String4" minOccurs="0"/>
name="Citizenship" type="CitizenshipString" minOccurs="0"/>
<xs:element name="CountryOfBirth" type="myidbase:String2" minOccurs="0"/>
<xs:element name="PlaceOfBirth" type="myidbase:String2" minOccurs="0"/>
<xs:element name="ExportRestrictions" type="ExportRestrictionsString" minOccurs="0"/>
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</xs:sequence>
</xs:complexType>

<xs:complexType name="CardBlockType">
<xs:sequence>
<xs:element name="CardProfile" type="myidbase:String50" minOccurs="0"/>
<xs:element name="CardExpiryDate" type="xs:date" minOccurs="0"/>
<xs:element name="Renewal" type="RenewalString" minOccurs="0"/>
<xs:element name="ImportCard" type="myidbase:TrueFalse" minOccurs="0"/>
<xs:element name="CardRequestedBy" type="myidbase:String255" minOccurs="0"/>
<xs:element name="JobLabel" type="myidbase:String50" minOccurs="0"/>
<xs:element name="Update" type="UpdateCardBlockType" minOccurs="0" maxOccurs="1"/>
<xs:element name="Replacement" type="ReplacementCardBlockType" minOccurs="0"/>
<xs:element name="Reprovision" type="xs:unsignedByte" minOccurs="0" maxOccurs="1"/>
<xs:element name="CardLayout" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
<xs:element name="SerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
<xs:element name="DeviceType" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
<xs:element name="Container" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
<xs:element name="Certificate" type="myidbase:StringBase64" minOccurs="0" maxOccurs="1" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="UpdateCardBlockType">
<xs:sequence>
<xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1" />
<xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1" />
<xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/>
<xs:element name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ReplacementCardBlockType">
<xs:all>
<xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1"/>
<xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1"/>
<xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/>
</xs:all>
</xs:complexType>

<xs:complexType name="PersonalAddressBlockType">
<xs:sequence>
<xs:element name="Addressl" type="myidbase:String50" minOccurs="0"/>
<xs:element name="Address2" type="myidbase:String50" minOccurs="0"/>
<xs:element name="City" type="myidbase:String50" minOccurs="0"/>
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<xs:element name="StateZip" type="myidbase:String50" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="AuthenticationBlockType">
<xs:sequence>
<xs:element name="SecurityPhrase" minOccurs="0" maxOccurs="unbounded" >
<xs:complexType>
<xs:sequence>
<xs:element name="Prompt" type="myidbase:NotEmptyString255" minOccurs="1" maxOccurs="1"/>
<xs:element name="Answer" type="myidbase:EncryptedData" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="AccountBlockType">
<xs:sequence>
<xs:element name="DN" type="myidbase:Stringl024" minOccurs="0"/>
<xs:element name="AlternateDN" type="myidbase:Stringl024" minOccurs="0"/>
<xs:element name="CN" type="myidbase:String255" minOccurs="0"/>
<xs:element name="0U" type="myidbase:Stringl024" minOccurs="0"/>
<xs:element name="UPN" type="myidbase:String255" minOccurs="0"/>
<xs:element name="SAMAccountName" type="myidbase:String20" minOccurs="0"/>
<xs:element name="Domain" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
<xs:element name="LogonName" type="myidbase:String255" minOccurs="0"/>
<xs:element name="Roles" minOccurs="0" maxOccurs="1" type="RolesBlockType"/>
<xs:element name="EntrustProfile" type="myidbase:String50" minOccurs="0"/>
<xs:element name="MaxRequestExpiryDate" type="xs:date" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="RolesBlockType">
<xs:sequence>
<xs:element name="Role" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Name" type="myidbase:String255" minOccurs="1"/>
<xs:element name="Scope" type="RoleScope" minOccurs="0" maxOccurs="1"/>
<xs:element name="LogonMechanism" type="RoleLogonMechanism" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
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</xs:sequence>
</xs:complexType>

<xs:complexType name="PositionBlockType">
<xs:sequence>
<xs:element name="EmployeeAssociation" type="Association" minOccurs="0"/>
<xs:element name="EmployeeAffiliation" type="myidbase:String64" minOccurs="0"/>
<xs:element name="Rank" type="Rank" minOccurs="0"/>
<xs:element name="EmergencyRole" type="EmergencyRole" minOccurs="0"/>
<xs:element name="Privilege" type="myidbase:String50" minOccurs="0"/>
<xs:element name="ApplicantPosition" type="myidbase:String30" minOccurs="0"/>
<xs:element name="ExtraInfo" type="myidbase:String80" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="BiometryBlockType">
<xs:sequence>
<xs:element name="HeightInches" type="myidbase:String8" minOccurs="0"/>
<xs:element name="WeightLbs" type="myidbase:String8" minOccurs="0"/>
<xs:element name="Gender" type="Gender" minOccurs="0"/>
<xs:element name="EyeColor" type="EyeColor" minOccurs="0"/>
<xs:element name="HairColor" type="HairColor" minOccurs="0"/>
<xs:element name="Race" type="Race" minOccurs="0"/>
<xs:element name="BioSample" minOccurs="0" type="BioSampleBlockType"/>
<xs:element name="Signature" minOccurs="0">
<xs:complexType>
<xs:group ref="EncodedData"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="BioSampleBlockType">
<xs:all>
<xs:element name="R Little" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="R Ring" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
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<xs:element name="R _Middle" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="R Index" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="R Thumb" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="L Little" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="L Ring" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="L Middle" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="L Index" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="L Thumb" minOccurs="0">
<xs:complexType>
<xs:group ref="BioFingerSample"/>
</xs:complexType>
</xs:element>
<xs:element name="EFT" minOccurs="0">
<xs:complexType>
<xs:group ref="EncodedData"/>
</xs:complexType>
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</xs:element>
<xs:element name="FaceScan" minOccurs="0">
<xs:complexType>
<xs:group ref="EncodedData"/>
</xs:complexType>
</xs:element>
<xs:element name="IrisScan" minOccurs="0">
<xs:complexType>
<xs:group ref="EncodedData"/>
</xs:complexType>
</xs:element>

</xs:all>

</xs:complexType>

<xs:group name="BioFingerSample">

<xs:sequence>
<xs:choice>
<xs:sequen

ce>

<xs:group ref="EncodedData"/>

<xs:elem
</xs:seque
<xs:elemen
</xs:choice>
</xs:sequence>
</xs:group>

ent name="RolledPrint" type="myidbase:YesNo" maxOccurs="1" minOccurs="0"/>
nce>
t name="ReasonMissing" type="MissingFingerReason" minOccurs="0" maxOccurs="1"/>

<xs:group name="EncodedData">

<xs:sequence>
<xs:element
<xs:element
<xs:element
<xs:element
</xs:sequence>
</xs:group>

<xs:complexType
<xs:sequence>
<xs:element
<xs:comple
<xs:sequ
<xs:el
<xS:

name="Encoding" type="FileEncoding" maxOccurs="1" minOccurs="1"/>
name="Data" type="myidbase:StringBase64" maxOccurs="1" minOccurs="1"/>
name="DateTaken" type="xs:dateTime" maxOccurs="1" minOccurs="0"/>
name="Source" type="myidbase:String50" maxOccurs="1" minOccurs="0"/>

name="IdentityDocumentsBlockType">

name="IdentityDocl" minOccurs="0">
xType>

ence>

ement name="Image">

complexType>

<xs:group ref="EncodedData"/>

</xs
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</xs:element>
<xs:element name="Title" type="IDDocNamel"/>
<xs:element name="IssuedBy" type="myidbase:String80"/>
<xs:element name="Number" type="myidbase:String20"/>
<xs:element name="Expiry" type="xs:date"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="IdentityDoc2" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:element name="Image">
<xs:complexType>
<xs:group ref="EncodedData"/>
</xs:complexType>
</xs:element>
<xs:element name="Title" type="IDDocName2"/>
<xs:element name="IssuedBy" type="myidbase:String80"/>
<xs:element name="Number" type="myidbase:String20"/>
<xs:element name="Expiry" type="xs:date"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SPF10" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:element name="Image">
<xs:complexType>
<xs:group ref="EncodedData"/>
</xs:complexType>
</xs:element>
<xs:element name="Title"/>
<xs:element name="IssuedBy"/>
<xs:element name="Number"/>
<xs:element name="Expiry"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:simpleType name="IDDocNamel">

<xs:restriction base="xs:string">
<!-- the following items are allowable under FIPS201-2 -->
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<xs:enumeration value="U.S. Passport"/>
<xs:enumeration value="Foreign Passport"/>
<xs:enumeration value="Alien Regn Receipt Card"/>
<xs:enumeration value="Employment Authorization"/>
<xs:enumeration value="Drivers License"/>
<xs:enumeration value="U.S. Military Card"/>
<xs:enumeration value="U.S. Military dependent ID Card"/>
<xs:enumeration value="PIV Card"/>
<!-- the following items are legacy items which need to be retained to support existing functionality -->
<xs:enumeration value="Cert. of U.S. Citizenship"/>
<xs:enumeration value="Cert. of Naturalization"/>
<xs:enumeration value="Temporary Card"/>
<xs:enumeration value="Reentry Permit"/>
<xs:enumeration value="Refugee Travel Document"/>
<xs:enumeration value="Photo ID Card"/>
<xs:enumeration value="School ID Card"/>
<xs:enumeration value="Voters Regn Card"/>
<xs:enumeration value="Merchant Mariner Card"/>
<xs:enumeration value="Native American Tribal"/>
<xs:enumeration value="Canadian Drivers License"/>
<xs:enumeration value="School Report"/>
<xs:enumeration value="Hospital Record"/>
<xs:enumeration value="Nursery Record"/>
<xs:enumeration value="U.S. Social Security"/>
<xs:enumeration value="Cert. of Birth Abroad"/>
<xs:enumeration value="Birth Certificate"/>
<xs:enumeration value="U.S. Citizen ID"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="IDDocName2">
<xs:restriction base="xs:string">

<!-- the following items are allowable under FIPS201-2 -->
<xs:enumeration value="U.S. Passport"/>
<xs:enumeration value="Cert. of U.S. Citizenship"/>
<xs:enumeration value="Cert. of Naturalization"/>
<xs:enumeration value="Foreign Passport"/>
<xs:enumeration value="Alien Regn Receipt Card"/>
<xs:enumeration value="Temporary Card"/>
<xs:enumeration value="Reentry Permit"/>
<xs:enumeration value="Refugee Travel Document"/>
<xs:enumeration value="Employment Authorization"/>
<xs:enumeration value="Drivers License"/>
<xs:enumeration value="Photo ID Card"/>
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<xs:enumeration value="Voters Regn Card"/>
<xs:enumeration value="U.S. Military Card"/>
<xs:enumeration value="Merchant Mariner Card"/>
<xs:enumeration value="Native American Tribal"/>
<xs:enumeration value="Canadian Drivers License"/>
<xs:enumeration value="U.S. Social Security"/>
<xs:enumeration value="Cert. of Birth Abroad"/>
<xs:enumeration value="Birth Certificate"/>
<xs:enumeration value="U.S. Citizen ID"/>
<xs:enumeration value="U.S. Resident Citizen Card (I-179)"/>
<xs:enumeration value="Employment Auth Card (I-688A)"/>
<xs:enumeration value="Employment Auth Doc (DHS)"/>
<xs:enumeration value="Employment Auth Doc (I-688B)"/>
<!-- the following items are legacy items which need to be retained to support existing functionality -->
<xs:enumeration value="School ID Card"/>
<xs:enumeration value="School Report"/>
<xs:enumeration value="Hospital Record"/>
<xs:enumeration value="Nursery Record"/>
</xs:restriction>
</xs:simpleType>

<xs:complexType name="NACIStatusBlockType">
<xs:sequence>
<xs:element name="NACCaseNumber" type="xs:unsignedShort" minOccurs="0"/>
<xs:element name="NACICaseNumber" type="xs:unsignedShort" minOccurs="0"/>
<xs:element maxOccurs="unbounded" name="Check">
<xs:complexType>
<xs:sequence>
<xs:element name="Type" type="myidbase:String20"/>
<xs:element name="Status" type="NACState"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="CardIssuanceApproved" type="myidbase:YesNoOneZero" minOccurs="0"/>
<xs:element name="Comments" type="myidbase:String255" minOccurs="0"/>
<xs:element name="VettingDate" type="xs:dateTime" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ActionsBlockType">
<xs:sequence>
<xs:element name="ApplicantAction" type="UserAction" minOccurs="0" maxOccurs="1"/>
<xs:element name="CertSerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
<xs:element name="CertPolicyName" type="myidbase:String50" minOccurs="0" maxOccurs="1"/>
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<xs:element name="StatusMappingID" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/>
<xs:element name="Device" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:element name="Deviceldentifier" minOccurs="0" maxOccurs="unbounded" type="DeviceldentifierBlockType"/>
<xs:element name="ProcessStatus" type="myidbase:String50" minOccurs="0" maxOccurs="1" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Job" type="xs:unsignedInt" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="DeviceldentifierBlockType">
<xs:sequence>
<xs:element name="SerialNumber" type="myidbase:String50" minOccurs="1"/>
<xs:element name="SerialNumberField" type="myidbase:String50" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<!-- simple/base PIV types -->
<xs:simpleType name="RenewalString">
<xs:restriction base="xs:string">
<xs:enumeration value="true"/>
<xs:enumeration value="false"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="CitizenshipString">
<xs:restriction base="xs:string">
<xs:enumeration value="US"/>
<xs:enumeration value="Non US"/>
<xs:enumeration value="PR"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="ExportRestrictionsString">
<xs:restriction base="xs:string">
<xs:enumeration value="EXP"/>
<xs:enumeration value=""/>
</xs:restriction>
</xs:simpleType>
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<xs:simpleType name="RoleScope">
<xs:restriction base="xs:string">
<xs:enumeration value="None"/>
<xs:enumeration value="Self"/>
<xs:enumeration value="Department"/>
<xs:enumeration value="Division"/>
<xs:enumeration value="All"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="RoleLogonMechanism">
<xs:restriction base="xs:string">
<xs:enumeration value="Password"/>
<xs:enumeration value="Card"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="Association">
<xs:restriction base="xs:string">
<xs:enumeration value="Employee"/>
<xs:enumeration value="Civil Worker"/>
<xs:enumeration value="Executive"/>
<xs:enumeration value="Uniformed"/>
<xs:enumeration value="Contractor"/>
<xs:enumeration value="Afficiate"/>
<xs:enumeration value="Beneficiary"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="Rank">

<xs:restriction base="xs:string">
<xs:enumeration value="Civilian"/>
<xs:enumeration value="E-1"/>
<xs:enumeration value="E-2"/>
<xs:enumeration value="E-3"/>
<xs:enumeration value="E-4"/>
<xs:enumeration value="E-5"/>
<xs:enumeration value="E-6"/>
<xs:enumeration value="E-7"/>
<xs:enumeration value="E-8"/>
<xs:enumeration value="E-9"/>
<xs:enumeration value="ES-1"/>
<xs:enumeration value="ES-2"/>
<xs:enumeration value="ES-3"/>
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<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xs:enumeration
<xXs:enumeration
<xXs:enumeration
<xs:enumeration

value="ES-4"/>
value="ES-5"/>
value="ES-6"/>
value="GS-1"/>
value="GS-10"/>
value="GS-11"/>
value="GS-12"/>
value="GS-13"/>
value="GS-14"/>
value="GS-15"/>
value="GS-1"/>
value="GS-2"/>
value="GS-3"/>
value="GS-4"/>
value="GS-5"/>
value="GS-6"/>
value="GS-7"/>
value="GS-8"/>
value="GS-9"/>
value="0-10"/>
value="0-11"/>
value="0-1"/>
value="0-2"/>
value="0-3"/>
value="0-4"/>
value="0-5"/>
value="0-6"/>
value="0-7"/>
value="0-8"/>
value="0-9"/>
value="W-1"/>
value="W-2"/>
value="W-3"/>
value="W-4"/>
value="W-5"/>
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</xs:restriction>
</xs:simpleType>

<xs:simpleType name="EmergencyRole">
<xs:restriction base="xs:string">
<xs:enumeration value="Law Enforcement"/>
<xs:enumeration value="Paramedic"/>
<xs:enumeration value="Doctor"/>
<xs:enumeration value="Firefighter"/>
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<XSs:
<xs:
<XSs:

enumeration
enumeration
enumeration

</xs:restriction>
</xs:simpleType>

value="Bomb Disposal"/>
value="Biohazard"/>
value="None"/>

<xs:simpleType name="Gender">
<xs:restriction base="xs:string">
<xs:enumeration value="F"/>
<xs:enumeration value="M"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="EyeColor">
<xs:restriction base="xs:string">

<xs:
senumeration
<xs:
senumeration
<xs:
<Xs:
<xs:
senumeration
<xs:
<Xs:

<xs

<xs

<xs

enumeration
enumeration
enumeration
enumeration

enumeration

enumeration
enumeration

</xs:restriction>
</xs:simpleType>

value="BLK"/>
value="BLU" />
value="BRO" />
value="GRY" />
value="GRN"/>
value="HAZ" />
value="MAR" />
value="PNK" />
value="XXX"/>
value="MUL" />

<xs:simpleType name="HairColor">
<xs:restriction base="xs:string">

<Xs:
<XS:
<XS:
<Xs:
<XS:
:enumeration
<XsS:
:enumeration
<XS:
<Xs:

<xs

<xs

<Xs

Lifecycle API

enumeration
enumeration
enumeration
enumeration
enumeration

enumeration

enumeration
enumeration

senumeration
<xXs:
<xXs:
<xXs:

enumeration
enumeration
enumeration

value="XXX"/>
value="BAL"/>
value="BLK"/>
value="BLN"/>
value="BLU"/>
value="BRO" />
value="GRY"/>
value="GRN" />
value="ONG"/>
value="PNK" />
value="PLE" />
value="RED" />
value="SDY"/>
value="STR" />
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<xs:enumeration value="WHI"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="Race">
<xs:restriction base="xs:string">
<xs:enumeration value="A"/>
<xs:enumeration value="B"/>
<xs:enumeration value="I"/>
<xs:enumeration value="W"/>
<xs:enumeration value="0"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="MissingFingerReason">
<xs:restriction base="xs:string">
<xs:enumeration value="Unprintable"/>
<xs:enumeration value="Amputated"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="NACState">
<xs:restriction base="xs:string">
<xs:enumeration value="NR"/>
<xs:enumeration value="WR"/>
<xs:enumeration value="AS"/>
<xs:enumeration value="AP"/>
<xs:enumeration value="RJ"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="UserAction">
<xs:restriction base="xs:string">
<xs:enumeration value="Disable"/>
<xs:enumeration value="Remove"/>
<xs:enumeration value="CancelDevices"/>
<xs:enumeration value="CancelDevice"/>
<xs:enumeration value="CancelJob"/>
<xs:enumeration value="CancelAllJobs"/>
<xs:enumeration value="RenewCertificate"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="FileEncoding">
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<xs:restriction base="xs:string">

<xXs:
<xs:
senumeration
<xs:
<xXs:
senumeration
<xs:

<xs

<xs

enumeration
enumeration

enumeration
enumeration

enumeration

</xs:restriction>
</xs:simpleType>

value="jpg" />
value="gif"/>
value="png" />
value="bmp" />
value="378"/>
value="385"/>
value="19794"/>

<xs:simpleType name="ApplicantStatus">
<xs:restriction base="xs:string">

<xs

<xs

<xs

renumeration
<Xs:
<xs:
senumeration
<xs:
<Xs:
<xs:
senumeration
<xs:

enumeration
enumeration

enumeration
enumeration

enumeration

enumeration

</xs:restriction>
</xs:simpleType>

value="Sponsored" />

value="EnrollmentBegun"/>
value="EnrollmentComplete"/>

value="Vetting"/>
value="Escalated"/>
value="Approved"/>
value="CardRequested" />
value="CardActivated" />
value="Rejected"/>

<xs:simpleType name="AgencyCategory">
<xs:restriction base="xs:string">

<xs:
<xs:
<xs:
<xs:

enumeration
enumeration
enumeration
enumeration

</xs:restriction>
</xs:simpleType>

value="Federal" />
value="State"/>
value="Commercial"/>
value="Foreign"/>

<xs:simpleType name="AgencyType">
<xs:restriction base="xs:string">

<xs:
<xs:
<xs:
<xs:

enumeration
enumeration
enumeration
enumeration

</xs:restriction>
</xs:simpleType>

<xs:complexType name="AdminGroupsBlockType">
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value="Agency"/>
value="State"/>

value="Company" />
value="Country"/>
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<xs:sequence>
<xs:element name="AdminGroup" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Name" minOccurs="1" type="myidbase:StringlO0"
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

</xs:schema>

9.8 PivCardRequest

<?xml version="1.0"?>
<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:myidbase="http://www.intercede.com/CommonTypes"
targetNamespace="http://www.intercede.com/MyIDPIVSchema/PivCardRequest"
xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest"
id="PivCardRequest"
xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"
elementFormDefault="qualified" attributeFormDefault="qualified"
>
<xs:include schemalLocation="PIVSchemaTypes.xsd" />

<xs:import namespace="http://www.intercede.com/CommonTypes" schemalocation="MyIDBaseTypes.xsd"/>

/>

Intercede

<xs:element name="PivCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false">

<xs:complexType>
<xs:sequence>

<xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/>
<xs:element name="Agency" minOccurs="0" maxOccurs="1" type="AgencyBlockType"/>

</xs:sequence>
</xs:complexType>
</xs:element>

<xs:complexType name="AgencyBlockType">
<xs:sequence>
<xs:element name="DeptCode" type="myidbase:String6" minOccurs="1"/>
<xs:element name="AgencyCode" type="myidbase:String4" minOccurs="1"/>

<xs:element name="FacilityCode" type="myidbase:String4" minOccurs="1"/>
<xs:element name="AgencyName" type="myidbase:Stringl00" minOccurs="1"/>

<xs:element name="FacilityName" type="myidbase:String80" minOccurs="0"/>
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<xs:
<XS:
<xs:
:element
<xs:
:element
<XS:
:element

<xs

<xs

<xs

element
element
element

element

element

name="DUNS" type="myidbase:Int9" minOccurs="1"/>

name="0C" type="myidbase:Intl" minOccurs="1"/>

name="0I" type="myidbase:Int4" minOccurs="1"/>

name="Department" type="myidbase:String64" minOccurs="0"/>

name="BaseDN" type="myidbase:Stringl024" minOccurs="0"/>

name="Parent" type="myidbase:String80" minOccurs="0"/>

name="AgencyAddress" minOccurs="0" maxOccurs="1" type="AgencyAddressBlockType"/>
name="AdditionalAgencyFields" minOccurs="0" maxOccurs="1">

<xs:complexType mixed="true">
<xs:sequence>

<xs:element name="Applicant" minOccurs="0" maxOccurs="1" type="ApplicantBlockType"/>
</xs:sequence>

<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>

</xs:sequence>
</xs:complexType>
</xs:element>

</xs:complexType>

<xs:complexType
<xs:sequence>

<Xs:
<xs:
:element
<xs:
<Xs:
<xs:
<Xs:
<xs:
:element
<xs:

<xs

<xs

element
element

element
element
element
element
element

element

name="ApplicantBlockType">

name="Personal" type="PersonalBlockType"/>

name="Authentication" type="AuthenticationBlockType" minOccurs="0" maxOccurs="1"
name="Card" minOccurs="0" maxOccurs="1" type="CardBlockType"/>

name="Account" minOccurs="0" type="AccountBlockType"/>

name="Position" minOccurs="0" type="PositionBlockType"/>

name="Sponsor" minOccurs="1" maxOccurs="1" type="SponsorBlockType"/>
name="Biometry" minOccurs="0" type="BiometryBlockType"/>

name="IdentityDocs" minOccurs="0" type="IdentityDocumentsBlockType"/>
name="NACI" minOccurs="0" type="NACIStatusBlockType"/>

name="Photo"

<xs:complexType>

<xs:group ref="EncodedData"/>
</xs:complexType>

</xs:element>

<xs:element name="System" minOccurs="0" maxOccurs="1" type="SystemBlockType"/>
<xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType"
<xs:element name="AdditionalFields"

minOccurs="0">

<xs:complexType mixed="true">
<xXs:sequence>

<xs:element name="Actions" minOccurs="0" maxOccurs="1" type="ActionsBlockType"/>
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<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>

</xs:sequence>
</xs:complexType>
</xs:element>

minOccurs="0" maxOccurs="1">

/>
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</xs:sequence>
</xs:complexType>

<xs:complexType name="SponsorBlockType">
<xs:sequence>
<xs:element name="SponsorName" type="myidbase:String80" minOccurs="1" maxOccurs="1"/>
<xs:element name="SponsorPosition" type="myidbase:String30" minOccurs="0" maxOccurs="1"/>
<xs:element name="SponsorAgency" type="myidbase:String80" minOccurs="1" maxOccurs="1"/>
<xs:element name="SponsorEmail" type="myidbase:Stringl20" minOccurs="0" maxOccurs="1"/>
<xs:element name="SponsorPhoneNumber" type="myidbase:String30" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="SystemBlockType">
<xs:sequence>
<xs:element name="GUID" type="myidbase:String50" minOccurs="1"/>
<xs:element name="CredNo" type="myidbase:String8" minOccurs="1"/>
<xs:element name="CS" type="xs:unsignedInt" minOccurs="0"/>
<xs:element name="POA" type="xs:unsignedInt" minOccurs="0"/>
<xs:element name="ICI" type="xs:unsignedInt" minOccurs="1"/>
<xs:element name="UserStatus" type="myidbase:String50" minOccurs="0"/>
<xs:element name="IssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/>
<xs:element name="CancelNotifyURL" type="myidbase:String255" minOccurs="0"/>
<xs:element name="CMSIssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

</xs:schema>

9.9 PivApplicantUpdate

<?xml version="1.0"?>
<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:myidbase="http://www.intercede.com/CommonTypes"
targetNamespace="http://www.intercede.com/MyIDPIVSchema/PivCardRequest"
xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest"
id="PivApplicantUpdate"
xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"
elementFormDefault="qualified" attributeFormDefault="qualified"
>
<xs:include schemalLocation="PIVSchemaTypes.xsd" />
<xs:import namespace="http://www.intercede.com/CommonTypes" schemalLocation="MyIDBaseTypes.xsd"/>
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<xs:element name="PivCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false">

<xs:complexType>

<Xs:sequence>

<xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/>
<xs:element name="Agency" minOccurs="0" maxOccurs="unbounded" type="AgencyBlockType"/>

<xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded" type="ApplicantBlockType"/>

</xs:sequence>

</xs:complexType>
</xs:element>

<xs:complexType
<xs:sequence>

<xs:
<Xs:
<xs:
:element
<xs:
<Xs:
<xs:
<Xs:
<xs:
:element
<xs:
<Xs:
<xs:

<xs

<xs

element
element
element

element
element
element
element
element

element
element
element

name="AgencyBlockType">

name="DeptCode" type="myidbase:String6" minOccurs="1"/>
name="AgencyCode" type="myidbase:String4" minOccurs="1"/>
name="FacilityCode" type="myidbase:String4" minOccurs="1"/>
name="AgencyName" type="myidbase:Stringl00" minOccurs="1"/>
name="FacilityName" type="myidbase:String80" minOccurs="0"/>
name="DUNS" type="myidbase:Int9" minOccurs="1"/>

name="0C" type="myidbase:Intl" minOccurs="1"/>

name="0I" type="myidbase:Int4" minOccurs="1"/>
name="Department" type="myidbase:String64" minOccurs="0"/>
name="BaseDN" type="myidbase:Stringl024" minOccurs="0"/>
name="Parent" type="myidbase:String80" minOccurs="0"/>
name="AgencyAddress" minOccurs="0" maxOccurs="1" type="AgencyAddressBlockType"/>
name="AdditionalAgencyFields" minOccurs="0" maxOccurs="1">

<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded" type="ApplicantBlockType"/>

</xs:sequence>

</xs:complexType>

<xs:complexType
<xs:sequence>

<xs:
<xs:

<Xs
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element
element

:element
<xXs:
<xXs:
<xXs:

element
element
element

name="ApplicantBlockType">

name="Personal" minOccurs="0" type="PersonalBlockType"/>

name="Authentication" minOccurs="0" maxOccurs="1" type="AuthenticationBlockType"/>
name="Card" minOccurs="0" maxOccurs="1" type="CardBlockType"/>

name="Account" minOccurs="0" type="AccountBlockType"/>

name="Position" minOccurs="0" type="PositionBlockType"/>

name="Sponsor" minOccurs="0" maxOccurs="1" type="SponsorBlockType"/>
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<xs:
<xXs:
<xs:
:element

<xs

element
element
element

name="Biometry" minOccurs="0" type="BiometryBlockType"/>
name="IdentityDocs" minOccurs="0" type="IdentityDocumentsBlockType"/>
name="NACI" minOccurs="0" type="NACIStatusBlockType"/>

name="Photo" minOccurs="0">

<xs:complexType>
<xs:group ref="EncodedData"/>
</xs:complexType>
</xs:element>
<xs:element name="System" minOccurs="0" type="SystemBlockType"/>
<xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType" />
<xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Actions" minOccurs="0" maxOccurs="1" type="ActionsBlockType"/>

</xs:sequence>

</xs:complexType>

<xs:complexType
<xs:sequence>

<xXs:
<xXs:
<xXs:
<xXs:
<xXs:
</xs:sequence>

element
element
element
element
element

name="SponsorBlockType">

name="SponsorName" type="myidbase:String80" minOccurs="0" maxOccurs="1"/>
name="SponsorPosition" type="myidbase:String30" minOccurs="0" maxOccurs="1"/>
name="SponsorAgency" type="myidbase:String80" minOccurs="0" maxOccurs="1"/>
name="SponsorEmail" type="myidbase:Stringl20" minOccurs="0" maxOccurs="1"/>
name="SponsorPhoneNumber" type="myidbase:String30" minOccurs="0" maxOccurs="1"/>

</xs:complexType>

<xs:complexType
<xs:sequence>

<Xs:
:element
:element
celement
<Xs:
<XS:
<Xs:

<xs
<xs
<xs

<Xs

element

element
element
element

celement
<xXs:
</xs:sequence>

element

name="SystemBlockType">

name="GUID" type="myidbase:String50" minOccurs="0"/>

name="CredNo" type="myidbase:String8" minOccurs="0"/>

name="CS" type="xs:unsignedInt" minOccurs="0"/>

name="POA" type="xs:unsignedInt" minOccurs="0"/>

name="ICI" type="xs:unsignedInt" minOccurs="0"/>

name="UserStatus" type="myidbase:String50" minOccurs="0"/>
name="IssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/>
name="CancelNotifyURL" type="myidbase:String255" minOccurs="0"/>
name="CMSIssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/>

</xs:complexType>
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</xs:schema>

9.10 PivimportResponse

<?xml version="1.0" encoding="utf-8"?>
<xs:schema id="PIVImportResponse" targetNamespace="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse"
xmlns:mstns="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse" attributeFormDefault="unqualified"
elementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="PivImportResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="Agency" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="AgencyName" type="mstns:String80" minOccurs="1" maxOccurs="1"/>
<xs:element name="AgencyCode" type="mstns:String4" minOccurs="1" maxOccurs="1" />
<xs:element name="Result" type="mstns:ActionStatus" minOccurs="1" maxOccurs="1" />
<xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded"
type="mstns:ApplicantType"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded" type="mstns:ApplicantType"/>
<xs:element name="error" minOccurs="0" maxOccurs="1">
<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:complexType name="ApplicantType">
<xs:sequence>
<xs:element name="FirstName" type="mstns:String64" minOccurs="1" maxOccurs="1"/>
<xs:element name="LastName" type="mstns:String64" minOccurs="1" maxOccurs="1"/>
<xs:element name="EmployeeID" type="mstns:Int50" minOccurs="1" maxOccurs="1"/>
<xs:element name="CardRequest" type="xs:int" minOccurs="1" maxOccurs="1" />
<xs:element name="CardRegestFailReason" type="mstns:String64" minOccurs="0" maxOccurs="1"/>
<xs:element name="Result" type="mstns:ActionStatus" minOccurs="1" maxOccurs="1"/>
<xs:element name="Reason" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
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</xs:complexType>
<xs:simpleType name="String50">
<xs:restriction base="xs:string">
<xs:maxLength value="50" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String80">
<xs:restriction base="xs:string">
<xs:maxLength value="80" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="String64">
<xs:restriction base="xs:string">
<xs:maxLength value="64" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Stringd">
<xs:restriction base="xs:string">
<xs:maxLength value="4" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="Int50">
<xs:restriction base="xs:string">
<xs:maxLength value="50" />
<xs:pattern value="[0-9]*" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="ActionStatus">
<xs:restriction base="xs:string">
<xs:enumeration value="Added"/>
<xs:enumeration value="Created"/>
<xs:enumeration value="Already Exists"/>
<xs:enumeration value="Failed"/>
<xs:enumeration value="Removed"/>
<xs:enumeration value="License Limit"/>
</xs:restriction>
</xs:simpleType>
</xs:schema>
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10 Sample Files

This section contains sample import and response files for both CMS import and PIV.

10.1 CMS sample
Import file:

<?xml version="1.0" encoding="utf-8"?>
<CMSCardRequest xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest">
<Parameters>
<SourceID>CertServ</SourceID>
<IssueDate>2014-08-27</IssueDate>
<GenerateUserDN>1</GenerateUserDN>
<ActionOnDuplicate>REPLACE</ActionOnDuplicate>
<RolesActionOnDuplicate>REPLACE</RolesActionOnDuplicate>
<DeleteMissingUsers>0</DeleteMissingUsers>
<PushToLDAP>0</PushToLDAP>
<CreateUnknownGroups>1</CreateUnknownGroups>
<AuditAll>1</AuditAll>
<DataType>CMSRequestCard</DataType>
</Parameters>
<Group>
<Name>DivisionRoles</Name>
<User>
<Personal>
<FirstName>Buck</FirstName>
<LastName>High</LastName>
<Initial />
<Title />
<Email>Buck.High@domainl9.local</Email>
<PhoneExt>112</PhoneExt>
<MobileNumber>07891231111</MobileNumber>
<PhoneNumber>00 1122 111111</PhoneNumber>
<EmployeeID>2014001</EmployeeID>
<Optionallinel>oll1</Optionallinel>
<OptionalLine2>012</OptionallLine2>
<Optionalline3>013</Optionalline3>
<OptionalLine4>014</OptionallLine4>
</Personal>
<Account>
<DN>CN=Buck High,OU=Finance,OU=Enterprise, DC=domainl9,DC=local</DN>
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<CN>Buck High</CN>
<OU>0U=Finance, OU=Enterprise, DC=domainl9, DC=local</0U>
<UPN>Buck High@domainl9.local</UPN>
<SAMAccountName>2014001</SAMAccountName>
<LogonName>2014001</LogonName>
<Roles>
<Role>
<Name>Cardholder</Name>
<Scope>Self</Scope>
<LogonMechanism>Card</LogonMechanism>
</Role>
<Role>
<Name>Foreign</Name>
<Scope>All</Scope>
<LogonMechanism>Card</LogonMechanism>
</Role>
</Roles>
<EntrustProfile />
</Account>
<AdditionalFields></AdditionalFields>
</User>
</Group>
</CMSCardRequest>

Response:

<?xml version="1.0" encoding="utf-16"?><CMSImportResponse
xmlns="http://www.intercede.com/MyIDSchema/CMSImportResponse"><Group><Name>DivisionRoles</Name><Result>Created</Result><User><Fir
stName>Buck</FirstName><LastName>High</LastName><EmployeeID>2014001</EmployeeID><LogonName>2014001</LogonName><CardRequest>0</Car
dRequest><UnlockCardRequest>0</UnlockCardRequest><Result>Added</Result><Reason></Reason></User></Group></CMSImportResponse>

10.2 PIV sample
Import file:

<?xml version="1.0" encoding="utf-8"?>
<PivCardRequest xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest">
<Parameters>

<SourceID>Stationl</SourceID>
<IssueDate>2006-08-07</IssueDate>
<GenerateUserDN>1</GenerateUserDN>
<ActionOnDuplicate>REPLACE</ActionOnDuplicate>
<RolesActionOnDuplicate>REPLACE</RolesActionOnDuplicate>
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<DeleteMissingUsers>0</DeleteMissingUsers>
<PushToLDAP>0</PushToLDAP>
<CreateUnknownGroups>1</CreateUnknownGroups>
<AuditAll>1</AuditAll>
<DataType>PIV</DataType>

</Parameters>
<Agency>
<DeptCode>000000</DeptCode>
<AgencyCode>0001</AgencyCode>
<FacilityCode>0</FacilityCode>
<AgencyName>Department of Treasury</AgencyName>

<FacilityName

/>

<DUNS>0</DUNS>

<0C>1</0C>
<0I>1234</0I>

<Department>Root</Department>

<BaseDN>OU=Department of Treasury,OU=PIV,DC=domainl9,DC=local</BaseDN>

<Parent>Root</Parent>
<AgencyAddress>
<Addressl>The White House</Addressl>
<Address2>1600 Pennsylvania Avenue NW</Address2>
<City>Washington</City>
<State>DC</State>
<Zip>20500</Zip>
<PhoneNumber>202-123-4567</PhoneNumber>
</AgencyAddress>

<Applicant>

<Personal>

<FirstName>David</FirstName>
<LastName>Balsam</LastName>
<NickName />
<MiddleName />
<Title>Mr</Title>
<Email>David.Balsam@domainl9.local</Email>
<Fax>202-623-4567</Fax>
<Cell>0412345678</Cell>
<Phone>202-523-4567</Phone>
<EmployeeID>19760223</EmployeeID>
<Address>
<Addressl1>28A Park Road</Addressl>
<Address2>Sunnydale Heights</Address2>
<City>Washington</City>
<StateZip>DC 202223</StateZip>
</Address>
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<BirthDate>1976-02-23</BirthDate>
</Personal>
<Card>
<CardProfile />
<Renewal>false</Renewal>
<CardRequestedBy />
</Card>
<Account>
<DN>CN=David Balsam,OU=Department of Treasury,OU=PIV,DC=domainl9,DC=local</DN>
<AlternateDN>CN=David Balsam,OU=Department of Treasury,OU=PIV,DC=domainl9,DC=local</AlternateDN>
<CN>David Balsam</CN>
<0U>0U=Department of Treasury,OU=PIV,DC=domainl9,DC=local</0U>
<UPN>David Balsam@domainl9.local</UPN>
<SAMAccountName>David Balsam</SAMAccountName>
<LogonName>David Balsam</LogonName>
<Roles>
<Role>
<Name>Applicant</Name>
<Scope>Self</Scope>
<LogonMechanism>Card</LogonMechanism>
</Role>
</Roles>
</Account>
<Position>
<EmployeeAssociation>Uniformed</EmployeeAssociation>
<EmployeeAffiliation>Civilian</EmployeeAffiliation>
<Rank>ES-2</Rank>
<EmergencyRole>None</EmergencyRole>
<Privilege />
<ApplicantPosition>0ffice Manager</ApplicantPosition>
<ExtralInfo />
</Position>
<Sponsor>
<SponsorName>PIV Administrator</SponsorName>
<SponsorPosition>PIV Administrator</SponsorPosition>
<SponsorAgency>Department of Administration</SponsorAgency>
<SponsorEmail>sponsor@myid.com</SponsorEmail>
<SponsorPhoneNumber />
</Sponsor>
<Biometry>
<HeightInches>72</HeightInches>
<WeightLbs>160</WeightLbs>
<Gender>M</Gender>
<EyeColor>BRO</EyeColor>
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<HairColor>BLN</HairColor>
<Race>W</Race>
<BioSample>
<R Index>
<Encoding>378</Encoding>

Intercede

<Data>Rk1SACAyMAAAtgALAQIAAAEAAWGAXQDFAQAAAEOZgJIMALkFXQEOAgaxSgJsBEOZN

gK4AVEZZgGOAR6xXQK0ARp5agHAAO1dTOCGBBBtMOBkA2R5MOO0AGTISQCOBSGIK
QOOBCURCgHMBCUtCQKMBXVhBQGOBSMNAGOEBP1 I+QFkA94k5AAA=</Data>
</R_Index>
<L Index>
<Encoding>378</Encoding>

gBkBMRVOgGIAs1RKgKIBRIFKgLOBOOSIQL4BKEtHOGWAYkpGgFgAv6BGgMcBFUAE

<Data>Rk1SACAyMAAA4AALAQIAAAEAAWgAXQDFAQAAAEUgQGOAexhMgGAA+RZFgFOAY3ZT

gDUA3B5LONIACUVXgDOAVB1UgJAAMrNYgOEAKOBJgFIAONNSgDYBHBBIQFOAKWIT

gB8BEBRLQF8BUVxFQJAADWIUQAKAASBEgGNEBRO 9GOCoBNgZEQGABQABEQFIBJQtC

gMkAOERBQHEBBAO /QDABUGA/gHUAKRk+gJOBN6Cc9QLUA+ks80QDavids485gTIkA6Qk3 gI8BBqOvgKMBC1MugKYAw4kRgBUBJGORQAKAUCUKAAA=</Data>

</L_Index>
<FaceScan>
<Encoding>385</Encoding>

<Data>RkFDADAXMAAAABaRAAEAABaDAAABAQIAAAABAAAAAAAAAAEAALAANAECAAARAP/Y

/+AAEEPpGSUYAAQIAAAEAAQAA/9sAQWAIBgYHBgUIBwWCHCQkICgwUDQwLCwwZEhMP
CwwYDQOYMiECITIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
AAAAAAABAGMEBQYHCAKKC//EALUQAAIBAWMCBAMFBQQEAAABfQECAWAEEQUSITFB
RUZHSE1KU1RVV1dYWVp]ZGVmZ2hpanNO0dXZ3eH16g4SFhoeIiYgSk5SVilpeYmZgi
9PX29/95+v/EABSBAAMBAQEBAQEBAQEAAAAAAAABAGMEBQYHCAKKC/ /EALURAAIB
0QoWJIDThJfEXGBkaJicoKSolNjc4O0TpDREVGROhJSINUVVZXWEF1aY2R]1ZmdoaWpz
x8JIJytLTINXW195Z2uLj50Xm5+)p6vLz9PX29/)5+v/aAAwDAQACEQMRADSALhST
WRdwrzgCtmbngazbhBglnU3FBnNXdvnOBzWGt ruuHB/vGusukHasmGDM7H/aNZHQ
OpwVPgD/AJz3qouzuS9dDOrRVFFt f22zfbGitbiM4ZGESWHZ1J65900PHPBMU3 S XT
Z180M6DLINzMB9BzXT9ZnYx91ir 7TnXS+NI9RkEJjtbWDg+arFpcnttPy479Q0c+1Y1x
HPyt80mRIOP1/nWbqze7LVOK6GkVIEksgRPM1YtI20WYNnJJ9T1pj3UMYwzqvHAZZV
dY10XH/Aev6VWEWNdQltY3E/ODxsK/UNJ9K0fssI27URdowoA6D29KFhVPGeKNAK
9JkH9hWBObaP/wBBFeLviwRy+X5mZMZKKMnHOFeuafNjSLIcjECCcH/dFWpcplNXS
OWadhhjlUAAPPVk/rXZRPjntWlF4S01Ad8LysSTueQq/pit 6NN1L2M52zUdz zA2MD
IK1Z2Utx5hBXJ6jnvOHauS1lbXrm4ulu7g5oWSd1wXDBNoAYAQ09z2xkGonKMW4A rvlx
WsEJj3AhTcsjAgFThgeuR71g6rTtY1VNWuJikxx61I0bISr/eHB4xzU9tYz3Ss8aD
1SEAfgxOf0rN1UiuRmTk9jiitgmzz+7F9Gv91LraPyCOVHtvIr2bOIbVNMtV8tZU
r02eaVnzULHNZjQ1jTA60ubmCqOpIwKiu7mOljLytxzgAZJ4zwPp/KuRfxBPe3P1
XVT7Itkz3FtGgysEfzkE43cjI64/HpzXHa5rul2buEaWWVxzHEQWASWScgYPHOPzZr
HSpjZ2U0plBG3GfkDAISVLcc8cA++PaubDufD9/bJFJaSFHQHe4dYgsxOemcYxnt1l7
/TGe35Yre0rUTbzCKZJBvX1T1Sf/ANVZNhrP2mH50186phgSAR)+PjjOTIAySAe
POHvX0aloh0SfyNsQVhuBjGAe2SPWrNtrLwNvtLsxLn5t2NrjjkA8Z98VQlrXYr+
S32zf7IpNcKjJ7I3bXc3s/5xRXL/APCA6MOD90P/AGZH+NFV7OfYXNHuenXnhDTd
A8nnjisQivRxCimrHBSbadxpPNNwSQOBlp5Wk2+1lcxsY2sWkec8zZmndozE4SP93/EU
1hjdxjj2HPHOADBOrmaad4+ViTwP4fr61d+VGOOHMUtPO5r20mOnZ3H1AZz+mPyrr7
z17As08kbgZT1G9+£f/rVIDRmMROVWR6e1ZV7p7TmUSAEsoxQnZ3RU6aktTnob5Yp0t

Lifecycle API

FB0aHx4dGhwcICQuJyAiLCMcHCg3KSwwMTQONB8NnOT04MjwuMzQy/ 9sAQwEJICQkM
MjIyMjIyMjIyMjIy/8AAEQgASACEAWEIAAIRAQMRAS/EABSAAAEFAQEBAQEBAAAA
BhNRYQcicRQygZGhCCNCscEVUtHwJIDNicoIJChYXGBkadSYnKCkgNDU2Nzg50kNE
06Slpgeogaqys7SltredubrCw8TEFxsfIycrS09TV1tEY2drh4uPkbebnoOng8£fLlz
AgQEAWQHBQQEAAECAwABAGMRBAUNMQYSQVEHYXET I JKBCBRCkaGxwQkjM1LwFWJy
dHV2d3h5eo0KDhIWGh41iJipKT1JWW151iZmgKipKWmp6ipqrKztLW2t71i5usLDxMXG
nNeteHLcReHLFSOse78yT/WvK1HevXdIONCsSAP8AN3)/APQRXn0bXdzpg7Czwrjp
mOsNPACHbWTYasltqvmQEw3kLH5H/iXPPQ/Mp/w6EcdhaxhSDXDX1tHdSPVB3KxK
EMXkrczg4JLLFt2YxgEOVPOewPTnHGEfMkuS5LNhFd42dEnAwp 9Aw/hP6H2Zz1ip2VvYF
rWgXUSRz 6ndPt fcGjcRE+x8sLkexrCN9I4U29ncSqTyxURT £qGIP5COFbV5Q4YWO
FtOknINzdyOMYZFVVQ/oWH50Jo2nomw?2yygDkCcmXHO3E4rP1LXkLJIrVkkpjEoeQ
R11JsMlnbgHs 9wQw+uFI/Wir20KKB1WeK80661trhd8kLbXXgODgdexyDntwRivX
L00orPnkFEs1UpzM96y1K44xIp3zkigkC/MT71LI2SazGCcAYGDVE6FvMHPpXDyQyN
KVkj81Sc/vSX59t2cVAYSdPHThTLbDrEOWjH+2z6)27duwrqdfly40vXp7LTrextf
i2r7IuwzpPF5sbbk/ve/0fQ09VL8KQ3BOAC8CsXSTp75J3JGI5IpmiZQ27levYVt
y10CTUuEXPpuPGfat0ZbFTgcUhwOnWtIacodMlzaRc/daQyZ/FARUkdvp8Z+eeWU9
wOixrkfpxXrlu5SygX0jUfpX1NxpsVwMzWiO3d1l01v8AP416gW20B6DFbSMrD5JK
ujIiyERRCPJY7SVIwDnpyDjjdjihaldXOunlS3ti4ZydnLrg5AGSQPU8BelVIQ8ez
Ct57zVi5qwNFgjgSTx69M/StY31t7FK1zdDrI9Wt 9Xvpbg3Ry7MNzdk550eR+Xf ]
+mjYajPbzeVdgGUoGQ/dDYBHI+6Sf88mpcU9Ux8s06NHTPaw6e6Q2gI4kUPthj28
madeTLHeQrKH3nDDPykd8/549zWK]jyu5vSXM3Fnb3Hggx1NzcCSeB25IZmwf+Ahg
6DmYYJjQAs3A5z61tiJU3TOWpz06dWM/e2IBinBgz31rTY1lzLewLl/AMDBapJ4s0Wd
POua9kaWz7RGmwGwJIAgk7WHQ/hjtUbNmtnxFqVib6ReWlzeW8U81tITI4ZJVVnyMc
Yhgfb8uCD61xWoNtkl1lCi3imZdsajlxjnuTtJIx04H0Fa+s37Xc27BwGIZGI2HoR
0zgtYhtXOepPY1XghWOMRRLgf19atbW8vaVx6Z5NZczbPQjBIJWRWuoxvJAyCOg7V
L6RkAJKSAVIxwMeue/P5Vs60ZrrRrmW3nHNRAGQIgDYMDtx9PmzkYHAZ2rE1G1WV
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1LhgoPPriWnpOoGK5S3nkk+zNGIxIuAUyccHNnAPYHgM9a6Y2krnnlIOLOPOrnxBf
4B+NdASVNLY4m5t71M38h4+b+VRm51PGSf+BE1ckhVbmDCgOucD2gcgBxVXiugrN9
77a¥hYgimHysh8S572654646VuAcVwlngVTa5Rm3mkeIvEYA7SQRNOgYCIHEY1nk5g
vT/PNczpTyQ2886k5UnDHN8ac9YnbQ120ivL220gHbJKBI3FV7bXorwEBgDj0rjr
NwRWHdazcpOVTBB6Cj+tWOREgOiFhjzMDPPFc5PbfaoiIpNsrPyzHjbjgdOuf8ii
coVyDkFvXHasq77gi0i4S8MixxS4H1lvtbvjrnsc/gK2p2vY4MTHIVOYVwYpZy8e/
Cuhpnm3MyOTN3HASW4ktoZF3pu2lgeozl5APStg3m07Vtamur2I6£fZAB1t4YixPA
Id7nVSz+Flfaun3WBxnzguf fBORRWRb+KtWtVcW1lx9nV2LssIKAsepwDlopco9T6
rnNTC8WwedouSoOyZDg9Tk 7RI 3yQfwrjtORG1I1SWMhc/d7/T88132uRefolygwPl
x+T/AFn95uo09aWd4lncfkzluABVEz5LVWvNolbG3aT20senytRINTUIM6akJYZ/8A
1xXK+LoHfRpJYzkJOrv2wMEfzYf5FdG8/B78cVz/AIkuF/sWSEpmWZwFOegBBPH4
k1cZ4PI6]j/INa+i32u2b+RpX7wOMmBY2cdvm2j+LgcllalgGoT2bJc3ssqZzslsV
PwWOPOrHnV0i2tIX59MVQuddinjHail59%9aKLB7Rd]j 6k8Qy6dNYWOcV1auvuQ7CKQ
AK1f8aP7f0tTg6jaf9/1l/wAa8nv23A89Cv8AM1Qbk+vNN6WBQTPaV1KyvAQcVxBN
8wB3Erk4yfSnKJIph5SU7Lgc+kTD5u446£59gqItSJ1+xzRhCWwvmNsDdA+PWmQ3£z4
LAY+WQg+vJ61afyZOEgCipgHAXIKYVIiUFVxjpkVo7Gkr21ZYZdsak8seK5viN2Wa
f3FuWUO031NtyMICR24H5VQVP+PV1312z3LV2tzpMUqmOJIWXHC9cHOep/z71UfwQ1l
BVxDbxq00Rfb82187PpyKq6n4 TvLSAtDEZguWLIwbAA54q/awb30VAKVEXcGCo3W
7¢c5GP1zn2gjJqTuCC+SaijvS0gLH7vgeBXkgnFM+up5ZBL33dk+rQRgrDEXWUNIX
uHCgdclXKijpWDopW5UWOS1WaxtkaFl1UIRHFGUUgfU8nPXoaiadnuIR583mEmPzPg
x/StKznhdMyL8yjDD+tZGnTBvtFuxJZG3D2B9PxB/OpHt3z1W+h71s2tbM8+pD33
qMgVBbz1VYMMk81c1ldhHbFVAAJC4rNGAUCcVUVpc TMLBIMsRzNLcDkgAEA1glFe
x5Mj£99UViHd6Y00sZ+zRn+YeOakSQAPIDVAYZY5gVZMjHgKgubOrYAHPpTgxZs 88
1YbW47VsGRigdACtZssAmYD7w5zUnnzmHMEp+XOFb+1TJdTkrUrSuupppcKUwEdW
ZASPzrVLQ7qUOWO04Lx7+10UGM7gcgcnGOK1A7kcitEJYABG/1Sq0aQdKCeM0OxCk
BSNExY+Q+e5N0OeeRFVUIAIye 9RxHTw9zUjLuVEbigZqWFr5+kPdKcTqzxhe 8rABg
DWLUOKGNYpSgKWBOwW8r09VIP41RyOpv286b9UVYS55Y2AJIQfwloXcObKEQSLDJ+1
Jrd4pkSOJpooMY3bQcFs+uOn55z1iuRiQZxjgCteSwqdWFSTUegLHj rUp4U+10K8 ]
JSUVdshJGeRRVhtG1ljPOmv8AINH/APFUVPMiH62zS/mRyQkms7h7S7Ro5U0CGgZmy
MI1ISHix+FPhf5cHqOKrWr54gc/LKCP4gGjl1ISvEMnTh/ rmphyD+10ZwQ30amztwe
pT/PNct3BrttUj/tfwlDgMVuPP2ieSXgs7Ltik4HQcI3HHHQAI9Iq6ZxYhezxEKvE
UYOT6HXady6d4MeBInkB8mlikRkKkBVYkbegIB65PPoa8/jQB26YNAt44V7K3sNP
1GSFYDH4kgVePhbVnRTIKkMBJI+7JJ1vyXI/WodM1K4sJ2MI3BwFK+vpXWQag5lhnu
CDUXmUR21uXB6ueF/Pv+FW40oWjcyNIXkI6HOvOFCivU8erVqTd5szrnR11nLpwD2
</FaceScan>
<IrisScan>
<Encoding>385</Encoding>

Intercede

1iktzLkcYLtVJOULEQ5/L/Gr+s20TalMkZ3wLI3kjPCR11VAOBxg56DnPAQstnGP
TLHNEZ8v/wAdorTA40p83kLkZ7F8WSZfGeiwgdrNAORL 5kxXdhOKx/G3hFdWlezl
Om+J9wcgsUm9V/ujsDzg4AAx0PrU+nnzZCqjkt0B6Vs+N7IWzwXgKxMrGNz256¢ce
9b68haWC3eaQPhUVSzN7/wCf/wBb41lnhePaXL1QzIwwVPpSULK56VOOtmdgLrYhL
Nm9Rys1loaVzP9rtNOkIjlAyDkMD9cVntc+TELKkkmEAMSQCVY8A890celWUgKEDbn
Z2gYBOccc49s5P40AKASenr SLcWAHYfbCEUGPH8gtaX4hXRNRW8to5JZBnCzhSoz7
GObRxnBJINR614rklyzJ7y3jEirsVo5WjOM5xx1rG+0xrNvF1Gx7GUMTH/ fRq7XWg
£f1i01v8ASSbeFkEjMhG44HDgn9Aaor0rebAQkggYznNc+pdrmrgliaZJTsUwHEOB
32JwBgg/0rgYcWbIHIwo+fBzk9ev41Mm9jOMKk6d+tx8+k1l/uO0aH+FTgYpkemwW
rViQxIy4ZRuHTPWrAlpLmOYuh3gcCs+3u2kZzKoGecEY5xVcoRio2uaC2kcHzRnnr
D86glpNHPiYr1focRZ2t5fTeRaQTXEpGQkSFjjvwBVi/0fVNMhhlvrWe2WYSEE02
z68mvTtJIs8DmS6GaQTgHIP50MD]of fNdHOV34gj0y7GLST/zZnQfatlsIJFVQG5YkH
dMN7+4p39p2YHN3b/wDf1 f8AGVNBLWM0eZXjzrOTvY640Uluel f2zp6sF+3W2Tz/
kfMquG49x6VwerWpt2kVXLR71ig5HIx6nvTI9LkjtTp9y6P1kC7/4fukce9TasBNBN
xzmrclwkkY3oHxxyM1K8z2L30ZIbExwtK81tFGGK1InlwMjjGecexr ITuLgM+W110Z2
eNcfdBP5/wD6g2L1i4PAbPTOKg3kxGJIJkRwsh3B1DA9s80Q0dzNUXWORyaXFzZz09r
xEFNOgbu4+bb06jj+fau+FaPU8iv1VeErRV/nJ2u7yEI1ZfpipJseUPmJOe5rqgYf
ipZIXikaOVCjgSGVhggjsRRV30f1Z26z9huQfmjwPUkAf/Xp/2A1iVdl4igMgggbtx
IckepxjHEf1gqCOOhFusUoUyMSfOUN1fbGfl//AF1VjuDJI8pIBcS5yPTsK1INyI9zhh
FR/n+dZ13t1SGNsnHzZ/z9%vxf8AHMzHOA3BO+1M1JShDAVYgkmWFLhAFbkHAXNB
6m9I10QDH37ZyBWEdNHHk1uKppDcAbEfMbBO9KkhsWaUeaxO0OTk5pg030VyxKyXEvC
SKmCxz0gii4AFSAH6dKUx18pdF4+RzjseetWINQAWxuPT1rNFOBHb86fKIxRu/21i
djUCNnFSgefamUh0rnzD6AD8KtxufsxHr2qgSSZCD3gzFXET6n+goB1TzRa6gs2P
9KniY8nHFUWIRsgcetSvItTgB30elTYwsUNX1Ekixrl16/1VOHAOKtLIXbJJ6VIWA
88cjoUUWKkEIP100EYhORIinxN296YeuQeDTc7WrIxbsW0f5se9WEPOaokkYcdKtIe
AO5xkYHbJ5rNN28iEFEGEQV13gGKK4ubgxmiEoISAN/IUowzgevIOf8AZrmtTO5r
USmOYHepY4wijHQelCigbulHmuSQOnGcqCCMcjp9PyquU2ztyTycZPsK7PQvDsa6R
n8KJAAhHPpgUWNWyMOFFDAF6e1KROYQBjvT 7elub9iLK31uNv31igGOfVix+tDsty
RjvXca90osWsWTAgBKgzHIOg//W9g87Pn2twIpdKV1jOOe9zwkgiutzzaWK1HI3P5
1BsjY8N3w0/xFZ3DFQgkCuXbAVW+Ukn2Bz+Fav]jyCM68LgLA89AsgLgkSJIJGEHBAW
R/0cgoVVBc4J6VGSX9h6ZpEIkb5vwEFbonhgzN141060PaSZ1YhuhVTuP6A1UVC652
a5dmw88kJk8wKxPBDEB]j1cZPpXGp9zPEfNbVLclkcOWI+w539ptliz0+7v2ZbS3az
B1CMAA/drJpjxVerTdlsQaR4Jjj182/K3B6CMp8ntkc5NdZDp8EUaosYRFGAQ]AQ
orR3DJyDnPcUVLppk8zP/9k=</Data>

<Data>SUlSRkFDADAxXMAAAABaRAAEAABaDAAABAQIAAAABAAAAAAAAAAEAALAAKAECAAAAAP/Y

/+AREEPGSUYAAQIAAAEAAQAA/9sAQWAIBgYHBgUIBwWcHCQkICgwUDQwLCwwZEhMP
CwwYDQOYMiECITIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
AAAAAAABAgGMEBQYHCAKKC//EALUQAAIBAWMCBAMFBQQEAAABEQECAWAEEQUSITEB
RUZHSE1KU1RVV1dYWVp]jZGVmZ2hpanN0dXZ3eH16g4SFhoeIiYgSk5SV1peYmzZgi
9PX29/735+v/EABS8BAAMBAQEBAQEBAQEAAAAAAAABAGMEBQYHCAKKC/ /EALURAAIB
0QoWJDThJfEXGBkaJicoKSolNjc4OTpDREVGROhJSINUVVZXWElaY2R1ZmdoaWpz

Lifecycle API

FBOaHx4dGhwcICQuJIyAiLCMcHCg3KSwwMTQONB8NnOT04MjwuMzQy/9sAQWEJCQkM
M3jIyMjIyMjIyMjIy/8AAEQgASACEAWE1AATRAQMRAT /EABSAAAEFAQEBAQEBAAAA
BhNRYQcicRQygZGhCCNCscEVUtHwJIDNicoIJChYXGBkaJdSYnKCkgNDU2Nzg50kNE
o06Slpgeogaqys7SltredubrCw8TFxsfIycrS09TV1tfY2drh4uPkbebn60Ong8£fLz
AgQEAWQHBQQEAAECAwABAgMRBAUhMQYSQVEHYXETIjKBCBRCkaGxwQk jM1LwEFWJy
dHV2d3h5eo0KDhIWGh41iJipKT1JWW151ZmgKjpKWmp6ipgrKztLW2t715usLDxXMXG

Page 159 of 175



x8jJytLTINXW199Z2uLj50Xm5+jp6vLzIPX29/95+v/aAAwDAQACEQMRADSALhST
WRdwrzgCtmbngazbhBglnU3FBnNXdvnOBzWGtruuHB/vGusukHasmGDM7H/aNZHQ
OpwVPgD/AJz3qouzuS9dD0rRVFFtf2zfbGitbiM4ZGE5WHZ1J65900PHPBMU3JXT
7180M6DLINzMB9BzXT9ZnYx91ir 7TnXS+NI9RkEJjtbWDg+arFpcnttPy479Qc+1Y1x
HPyt80mR9P1/nWbqze7LVOK6GKVIEkSGRPMLYtI20WYnJJ9T1p] 3UMYwzqvHAZZV
dY10XH/Aev6VWEWNndQltY3E/ODxsK/UNJ9K0fssI27URdowoA6D2 9KEhVPGeKNAK
9JkH9hWBObaP/wBBFeLviwRy+X5mZMZKKMnHOFeuafNjSLIcjECcH/dFWpcplNXS
OWadhhjlUAAPPvk/rXZRPjntWlF4S01Ad8LysSTueQq/pit 6NN1L2M52zUdz zA2MD
IK1ZUtx5hBXJ6jnvO0HauS1lbXrm4ulu7g5WSd1wXDBNoAYyAQo9z2xkGonKMW4 rvlx
WsEJj3AhTcsjAgFThgeuR71g6rTtY1VNWuJikxx61I0bISr/eHB4xzU9tYz3Ss8aD
1SEAfgxOf0rN1UiuRmTk9jiitgmzz+7F9GvI1LraPyCOVHtVvIr2bOIbVNMtV8tZU
r02eaVnzULHNZjQ1ljTA60ou5SmCqOpJwKiu7mOljLytxzgAZJ4zwPp/KuRfxBPe3P1
XVT7Itkz3FtGgysEfzkE43cjI64/HpzXHa5rul2buEaWWVxzHEQWASWScgYPHOPzZr
HSpjZ2UO0plBG3GfkDAISVLcc8cA++PauDufD9/bJFJaSFHQHe4YgsxOemcYxntl7
/TGe35Yre0rUTbzCKZJIBVX1T1Sf/ANVZNhrP2mH501i86phgSABj+PjjOTjIAYySAe
POHvX0alohO0SfyNsQVhuBjGAe2SPWrNtrLwNvtLsxLn5t2NrjjkA8Z298VQlrXYr+
S32zf7IpNcKjJ7I3bXc3s/5%xRXL/APCA6MOD90P/AGZH+NFV7OfYXNHuenXnhDTd
A8nnjisQivRxCimrHBSbadxpPNNwSQBIlp5Wk2+1cxsY2sWkec8ZmndozE4SP93/EU
1hjdxjj2HPHOADBOrmaad4+ViTwP4fr61d+VGIOHMUtPO5r20mOnZ3H1AZz+mPyrr7
z17As08kbgZT1G9+f/rVIDRmROVWR6e1ZV7p7mUSAEsoxQnZ3RU6aktTnob5Yp0t
1LhgoPPrWnpOoGK5S3nkk+zNGIxIuAUyccHNnAPYHgM9a6Y2krnnlIOLOPOrnxBE
4B+NdSVNLY4m5t71M38h4+b+VRmS51PGSEf+BE1ckhVbmDCgOucD2gcgBxVXiugrN9
77aY¥YhYgimHysh8SZ654646VuAcVwlngVTa5Rm3mkeIvEYA7SQRnNOgYCJHFY1nk5g
vT/PNczpTyQ2886k5UnDHNn8ac9YnbQ120ivL220gHbJKBI3FV7bXorwEBgDI0rjr
NwRWHdazcpOVIBB6cj+tWIREGOiFhjzMDPPFc5Pbfaoi IpNsrPyzHjbjgdOuf8ii
coVyDkFvXHasqg77gi0i4S8MixxS4H1lvtbvjrnsc/gK2p2vY4AMTHIVOYVwYpZy8e/
Cuhpnm3MyOTN3HdSW4ktoZF3pu2lgeozl5APStg3m07Vtamur2I6fZAB1t4YixPA
Id7nVSz+Flfaun3WBxnzguf fBORRWRb+KtWtVcW1lx9nV2LssIKAsepwDlopco9T6
rnNTC8WwedouSoOyZDg9Tk 7RI 3yQfwrjtORG1I1SWMhc/d7/T88132uRefolygwPl
x+T/AFn95u09aW4lncfkzluABVEz5LVWvNolbG3aT20senytRINTUIM6akJYZ/8A
1xXK+LoHfRpJYzkJOrv2wMEfzYf5FdG8/B78cVz/AIkuF/sWSEpmWZwFOegBBPH4
k1cZ4PI6j/INa+i32u2b+RpX7wOMmBY2cdvm2j+LgcllalgGoT2bJc3ssgZzslsV
bwiWIPOrHnV0i2tIX59MVQuddiniHail59%9aKLB7Rdj6k8Qy6dNYWOcV1auvVuQ7CKQ
AK1f8aP7f0tTg63af9/1/wha8nv23A89Cv8AMIQbk+VNNE6WBQTPaV1KyvAOCVXBN
8wB3ErkdyfSnKJIph5SU7Lgc+kTD5u446£59qItSJIl+xzRhCWwvmNsDd+PWmQ3fz4
L4Y+WQg+vJ61lafyZOEgCIpgHAx9KYV]iUFVxjpkVo7Gkr21ZYZdsak8seK5viN2Wa
f3FuWUo31NtyMOCR24H5VQvP+PV131z3LV2tzpMUgmOJIwXHC9cHOep/z71UfwQ1l
BVxDbxq00Rfb8218)PpyKg6nd4TvLSAtDEZguWLIwbAAS54q/awb30VAKVEXcGco3W
7¢5GP1lzn2gjJqTuCC+SaijvS0gLH7vgeBXkgnFM+up5ZBL33dk+rQRgrDEXWUNIX
uHCgdclXKjpWDopW5UW9S1WaxtkaF1UIRHFGUUgfU8nPXoaia4nuIR583mEFmPzPg
x/StKznhdMyL8yjDD+tZGnTBvtFuxJZG3D2B9PxB/OpHt3z1W+h7is2tbM8+pD33
gMgVBbz1VYMMk81cldhHbFVAAJC4rNGAuccVUVpc7MLBIMsRzNLcDkgAEAj1glFe
x5Mj£99UVjHd6Y00sZ+zRn+YeOakSQAPIDVAYyZY5qgVZMjHgKgubOrYAHpTgxZs 88
1YbW47VsGRigdACtZssAmYD7w5zUmnzmHMEp+XOFb+1TJdTkrUrSuupppcKUwEdW

Lifecycle API

Intercede

nNeteHLcReHLFSOse78yT/WvK1HevXdIONCSAP8AN3j/APQRXn0bXdzpq7Czwrjp
mOsNPACHbWTYasltgqvmQEw3kLH5H/1XPPQ/Mp/w6EcdhaxhSDXDX1tHASPVvB3KxK
EMXkrczg4JLLFt2YXxgEOVPOewPTnHGEfMkuS5LNhFd42dEnAwp 9Aw/hP6H2Zzip2VvYF
riWgXUSRz6ndPtfcGjcRE+x8sLkexrCN9I4U29ncSqTyxUR7£gGIP5CoFbV5Q4YWO 9Xvpbg3Ry7MNzdk550eR+Xf ]
+mjYajPbzeVdgGUoGQ/dDYBHI+6Sf88mpcU9Ux8s06NHTPaw6e6Q2gqIl4kUPthj28
madeTLHeQrKH3nDDPykd8/549zWKj yubvSXM3Fnb3Hggx1NzcCSeB25IZmwf+Ahg
6DmYYJjQOAs3A5z61tiJU3TOWpz06dWM/e2IBinBgz31rTY1lzLewLl/AMDBapJ4s0WJ
POua9kaWZ 7RGmwGwJAgk 7WHQ/hjtUbNmtnxFqVjb6ReWlzeW8U81tII4ZJVVnyMc
Yhgfb8uCD61xWoNtkl1Ci3imZdsajlxjnuTtJIx04H0Fa+s37Xc27BwGIZGI2HoR
0zgtYhtXOepPY1XghWOMRRLgf19atbW8vaVx6Z5NZczbPQjBIWRWuoxvJAyCOg7V
L6RKAJKSdAVIxwMeue/P5Vs60ZrrRrmW3nHNRGGQIgDYMDtx9PmzkYHAZ2rE1GIWV
1iktzLkcYLtVJOUlfg5/L/Gr+s20TalMkz3wLI3kjPCR11VAOBxg56DnPAgstnGP
TLHNEZ8v/wAdorTA40op83kLkZ7F8WSZfGeiwqdrNAORL 5kxXdhOKx/G3hFdWlezl
Om+J9wcqgsUm9V/ujsDzg4AAx0PrU+nnzZCqjktO0B6Vs+N7IWzwXgKxMrGNz256¢ce
9b68haWC3eaQPhUVSzN7/wCf/wBb41lnhePaXL1QzIwwVPpSULK56VOOtmdgLrYhL
NmORysloaVzP9rtNOkIj1lAyDkMDOcVntc+TELkkmEAMSQCVY8A890celWUgKEDbn
Zg¥YBOccc49s5P40AKASenr SLcWAHYfbCEUGPH8gtaX4hXRNRW8to5JZBnCzhSoz7
GObRxnBJINR614rklyzJ7y3jEirsVo5WjOM5xx1rG+0xrNvF1Gx7GUMTH/ fRq7XWg
£f1i01v8AS5beFkEjMhG44HDgn9Aaor0rebAQkggYznNc+pdrmrgliaZJTsUwHEOB
32JwBgg/0rgYcWbIHIwo+fBzk9ev41Mm9jOMKk6d+tx8+k1l/uO0aH+FTgYpkemwW
rViQxIy4ZRuHTPWrAlpLmOYuh3gcCs+3u2kZzKoGecEY5xVcoRio2uaC2kcHzRnnr
D86glpNHPiYr1focRZ2t5fTeRaQTXEpGQkSF)jvwBVi/0fVNMhhlvrWe2WYSEE02
z68mvTtJIs8DmS6GaQTgHIP50MD]of fNdHOV34gj0y7GLST/ZnQfatlsIJFVQG5YkH
dMN7+4p39p2YHN3b/wDf1f8AGVNBLWMOeZX ] zrOTvY640Uluel f2zp6sF+3W2Tz/
kfMquG49x6VwerWpt 2kVXLR71g5HIx6nvT9LkjtTp9y6P1kC7/4fukce9TasBNBN
xzmrclwkkY30HxxyM1K82z2L30ZIbExwtK81tFGGK1InlwM]jjGecexrIuLgM+W110Z2
eNcfdBP5/wD6g2L1i4PAbPTOKg3kxGJIkRwsh3B1DA9s800Q0dzNUXWORyaXFzZz09r
xEFNOgbu4+bb06jj+fautFaPU8iv1VeErRV/nJ2u7yEI1ZfpipJseUPmJOe5rgYf
ipZIXikaOVCjgSGVhggjsRRV30£1Z6z9huQfmjwPUkKAL/Xp/2A1Vdl4igMgggbtx
IckepxjHf1gCOOhFusUoUyMSfOUNLfbGf1l//AF1VjuDJI8pIBc5yPTsK1INyI9zhh
FR/n+dZ13t1SGNsnHzZ/z9%avxf8AHMzZHOA3B9+1M1jShDAVYgkmWFLhAFbkHAXNB
6m9I10QDH37ZyBWEdNHHkluKppDcAbfMbBOKkhsWaUeaxOOTk5pg030oVyxKyXEvC
SKmCxz0qgi1i4AFSAH6dKUx18pdF4+RzjseetWINQAWxuPT1rNFOBHb86fKJIxRu/21
djUCNnFSgefamUh0rnzD6AD8KtxufsxHr2qgSSZCD3gzFXET6n+goBlTzRa6gs2P
9KniY8nHFUWIRsgcetSvItTgB30elTYwsUNX1Ekixrl6/1VbHAOKtLIXbJJ6VIWA

Page 160 of 175



ZASPzrVLQ7qUOWO04Lx7+10UGM7gcgcnGOK1A7kcitEJYAB6/1Sq0aQdKCeM0OxCk
BSNExY+Q+e5N0OeeRFVUIAIye9RxHTwOzUjLuVibigZgqWFr5+kPdKcTgqzxhe8rABg
DWLUOKGNYpSgKWBOwW8r09VIP41RyOpv286b9UVYS55Y2ATJIQfwloXcObKEQSLDI+1
Jrd4pkSOJpooMY3bQcFs+uOn55z1iuRiQZxjgCteSwqdWFSTUegLH  rUp4U+10K8 7]
JSUVdshJGeRRVhtG1jPOmMv8AjNH/APFUVPMIH62S/mRyQkms 7Th7S7TRo5U0CGqZmy
M1ISHix+FPhf5cHqOKrWr54gc/LKCP4gG)1lISvFMnTh/ rmphyD+1Q0ZwQ30amztwe
pT/PNct3BrttUj/tfwlDgMVuPP2ieSXgs7Ltik4HQcI3HHHQA9Ig6ZxYhezxEKvE
UYOT6HXady6d4MeBInkB8mlikRkKkBVYkbegIB65PPoa8/jQB26YNdAt44V7K3sNP
1GSFYDH4kgVePhbVnRTIkMBJI+7JJ1vyXI/WodM1K4sJ2MI3BwFK+vpXWQag5lhnu
CDUXmUR21uXB6ueF/Pv+FW4oWjcyNIXkI6HovOFCivU8erVqTd5szrnR11nLpwD2

Intercede

88cj6UUWKEOP100EYhORIinxN296YeuQeDTc7WrIxbsW0f5se9WEPOaokkYcdKtIe
AO5xkYHbJS5rNN28iEFEGEQV13gGKK4ubgxmiEoISAN/IUowzgevIOf8AZrmtTO5r
USmOYHepY4wijHQelCjgbulHmuSOnGcgCCMcjp9PyquU2ztyTycZPsK7PQvDsa6R
n8KJAAhHPpgUWNWyMOFFDAF6elKROyQOBjvT7elub9iLK31uNv3igG0£fVjx+tDsty
RjvXca9osWsWTAgBKgzHIOG//W9g87Pn2twOpdKV1jO0e9ZwkgiutzzaWK1HI3P5
1BsjY8N3w0/xFZ3DFQgkCuXbAVW+Ukn2Bz+Fav]jyCM68LgLA89AsgLgkSJIgEHB4wW
R/0cgoVVBc4J6VGSX9h6ZpEIkb5vwEFbnhgzN141060PaSZ1YhuhVTuP6A1UVC652
a5dmw88kJk8wKxPBDEB]j1cZPpXGp9zPEfNbVLclkcOWJI+w539ptliz0+7v2ZbS3az
B1CMAA/drJpjxVerTdlsQaR4Jjj182/K3B6CMp8ntkc5NdZDp8EUaosYRFGAQIAQ
orR3DJyDnPcUVLppk8zP/9k=</Data>

</IrisScan>

</BioSample>

<Signature>
<Encoding>jpg</Encoding>

<Data>/9j/4AAQSkZJIRgABAQEASABIAAD/2wBDACCfHZEJMUWtLUx1Sj1KY1pKSkpKWNn1nz2dnZ3mBf39/£39/hYWFhYWFhYWFhYWFhYWFhYWEFhYWEFhYWFhYWE
hYX/2wBDASkxMT83P0ovL0OpgS]9KaoVgVFRGhYWFQmeBhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYX/wAARCAFNALQDAREAAhEBAXEB/8QAGgABA
AMBAQEAAAAAAAAAAAAAAAQFBgMCAL/EAC4QAQACAQMDAWQCAGIDAQAAAAABAGMEBRESITETQVEYM2FxFCKBKkRUJJEJSQ/ /EABOQBAQAAAAAAAAAAAAAARAAAAAD/ XxAAUEQ
EAAAAAAAAAAAAAAAAAAAAA/90ADAMBAAIRAXEAPWCO6AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARRA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAARABGLOrppoS5t/oFTbesnPaOwd+gl/8n+tvgBYAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAALS589cFeqwMxgc857zaQcAW+yOnrm3sC
9AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABStaKxzIM3uGr/kX7fTHgHDDp7Z2vHiPMg4dyDSbZh9PDHSBPAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAABUDLtg+mPSr59wU2LHOW3TUFvreNJpd4x18z5BVafF6uSKwDWUrOXxEfAPQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAARAOES/RWDLT
TAymbJOS82kFxtG16I9S3mfATIe65vUy8e0A67Pg6rTkn2BfAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPLA1HHGKPS8ATIK3RAfWyxX/YNJI1tGDHM/
AMre/XabfINJt2HOsMfnuCaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADZA3THMgyury+rlmwLfaNPOU9SfMg8bzndiMcf5BXaHB6+WI9VMglERX2B
9AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABXLbrmI9PFx7yChwd 5yXisAIMcYMf4iAZfUZpzXm8gutp03p09SfMgtAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAARQIWIEG6fHIR5BS03LP1c8g0e03VWIB7AAAAAAAABObzmi14p8A+bRG68NX8A17vgOinRHMQU2nwzmvEIBg6UOKXxWPYHsAAHml or 3kHmmal /pnkHQAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAFHVWX+0UBV4a9vV4)8gl1Y41i IBR6AAAAAAABEMeAZPVX68tpBdbXX0sHVP7BTavP6+Sbf6Ba7Pp+K+rPv4BbgAA458vo0m/wDM59VkzTzM
/4B122LTmjpBpwAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAATINIOQZTVS5VIWyzYHba6deaPWwDTAARAAAIaFXYSHIT3+AeNPuWLPbpjtIJwAIuuzejimQZitZyW495Bc7hl/j4
Ywx5BT4cchbxWPcGrwd4xUisewOoAAOeXH61ZrPuCmnZb9XaewLHR6Gulj5n5BMAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABA3PPOWL3kGaBbbLT+82BfAAAAQNX3HO/ 6
8fn3kFNEWy27d5BbaHbLVtGTJI/oF0ACN3rJ/WKAgbdStsnVbxXuD1g8858k2BabRpeI SW3n2BcAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAZUTZUVLO+0ALQXWyY
R9UgugAARdbgP4+0be/sDMTM3t+ZB09B064K8/8AtIJWAAMT7u9+rNx8ArueAd9Jg9£fJFf9g0/NMFeOeIgHyuox2niLA7AAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAARARA
55L9FZtPsDJI5r+pebfIOYNBsv2p/YLQAAFPvcz01j2BV6Pj1g9QNYAAADKay/VmtMgjAlaXVzpdnpjvPuDlkzXyzzaQeK2ms8wDW6e3XjiZB1AAAAAAAAAARAVKI T6p4A
pkrfvieQewAAAAAAAAAAAAAAAAAAAAAAVUTZU]FO0+8gz0ANFs 92 D3OwWQAAIGOYVvUWZ+AZ215pPVHsC+0u60vHGTtYE2NTjt210AW1GOVMOAjajcsVImInmQZu09U8g+
Ak4NHkzfTAJOrOEabH1TPNgVORyDW6aOnHWJI+AdgAAAAAAAAARAZgo090£f£2Bm820ovmnm0g7aDUXx511 PEg1AAAAAAAAAAAAAAAAAAAAAAAMS U2 £1IMVT7VB50WKO1+S3t
ATIANRt1ZrgryCYACHQ9dTTR38/AKLUa7Jn8z2+ARYJkHucN48xIPHev4B972/IPkxMeQIjmeAaHR7TbTFHVbvMgsYiI8A095y83inwCDosfgZawDVeARP+RwIXRyCXE8g+
gAArtduMaf+te9gRILulr3it48guQAfIngGX1l+09fLM+0doBEBKONOVNWIBOgAAAAAAAAAAAAAAAAAAAAACS+TOQTYGTVvErtNvkFpkp/HOfH/0Crx167RANbjr01iAJAR
9Xn9DHNV8AQMvkyT1t1W8gmaLbraj+1lulQXeLR4sX01B36Yn2BznTY7d5rAPF6YtPWb8QDNZ83rXmwPukrlZax+QawCZ47gymryepltYFhsulmZuDvueu90vpOn+0+QUA
NPoZmmCJuCJk3gqK2410Y+QWWDNGanXUEHXbnGPml1PgBQ2tNp5nyCVt+GcuaPx3BgAARAAk9PDaQZUAFts2Lm83+AXwAAAAAAAAAAAAAAAAAAAARAKNEeM/TT0/eQVGlxerk
ioLPeZ6alpHgEXa8Hg5eZ80QDSAAgbphnLi7e3cGaBaYN2tijpmOOAMV3nFPMATcWgx5fpkHcGE3XWerb06+IBVgsNpplZ+fgGkBD3DN6WGEz2BlwiWtddXT4Yp]j72nyCst
abTzPkHVBTrvFQWW5aviPQp4jyCoBOpr5xYfSp2n5BDiJv+QeQXezlpWs3nyCZz13LD]j9+ZBAy71b/0gEbPueTPTot4BAB6rXgqniAabQab+Pj4958gmAAS5M1lccc2ngFZm
3msfbjkHHFVVUE7x2BdUVF69Ue JB7AAAAAAAAAAAAAAABL 9xzetmmfaOwJuy4e85AcN3v1ZuPgE7Z8XTj6vkFOADSMcggZ9rxZe8dpBDvs1v8AlsCN12vNy/IIUTNJ 7dp
BZxuv/TOT9fyCtpWcluI8yDvrNNGntFfx3BK2X7s/0GgBS73P0wClB6rWoTxHkHXPp7YJ4t5ByieO08A+TPPeQfAdcOG2a3RXyDQ6TQVWV797T5kFHrdLbBeefHSCNFpJw
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Intercede

D3TFfJ9McgnddoyX+rsD1In2zLi8RzAIdgzXtIPu0845608g0G36/+RHTb6gT7WiscyCqlO8RXti7/kFRm1F8083kHrFpMuX6YBxviaz0yC82jURNOL0+AWs2iPIIWfCcsW
H35n8A56XdK57dMO9vgFkAAAAAAAAAAACDUWO 9HF+ZBnKVmMOuUPkGpOuCMFIpAKrU6K+01M9u3yC4wYYw0ikewOoAARAOGOZRhpNPpB1b267Th5B4Bc7To/wD9rf4BD3T78g
nbJTtawPuSam+PNWt fAJWrOn8ukf8A17Ar67Lk5722BZ2aXQYOP+Z+QUm6ffkEIFlott/kVvmlu3wD5/xGbq4d 9vkFto9DXTR82+QTQc8mKuTtaOQR67dgrPPSCTTHWNOxwD
2ACNnOmPPOUAgNbtc4Y66d4BX481scI9Ve0gb6Z2tXkzfVIOeLFbLPFYBd6Xaa07508gs611iscQCh3PRWpblK+IBWRM18A6W1GS3abSD15BP0ugy3tFuOI+QaSO0A+gAAAAA
AAAAAzm6a ] 1lcnTHioPml6£f1cvVIQDSAAAAAAAB2tFY5nwDObhrJz34j6YBABLOO1INUZOPb3Bp61ikcQDL66/XmtMgttl+1P7BD3n7sfoFxo79eKsgkARotz0V5yepXvEg
4aXbcmiW3944gDQ0pFI6Y8QD2AAAAARAAADZMC IPBWZ Inpknmk8A8U2WsT/aQWWHT Owxx SAAgAfJjnyCFm22zD178cfoHH/hcXzIJOLQYsX1ASgfQAAAAAAAAAARNEQPOXTP
vPgGXnm0g0u26£f0cX5kE4AHM1orHMgg9Nr758/THOAtgAfIngGE3HXz1lnorIMArAeglmO8R5Bpt DpvOxxHVPkEUZ4jkGS1FurdafyC/wBgrEYI49wV29£fdj9As It +xUEQ
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGC3TU+rk6Y8QDxtun9bL+IBpgAARIVgIenRzwD5pdIXTV4)z8gkgApNz188+1T/Mgqal654B5nsC425Sc/9tv8Auwecn0z
+9Y/J9U/sG1l2z7FQVm9£fdj 9AsdrnnBAJ4AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATWYVIUafH+ZBmu9p/MgOu36b0MEf fzI JoAAAAAOGyY+1jmwMpa3VPMgRb10OASNFEp
Z1F+Pb3Bp6UilemPEA9g8Z2J4rP6BkL/AFSDV6T7VEOCh3W0znnn2BobbXHGCATWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAEDWOYS5KGX1ufl18s29vYEzadHlz6tvVEAVGA
AAAAARtbinNimsAylgzWeJdB30+jyaie0dvkGiOmlrpg8R59wSQACNX9g36Bkgal3Sfar+gzriWTzlt+waDbgqzXBXkEwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAFPU2Y6E
+qvn3BU6fDbPeK1BgsOOMVYrAOgAAAAAAAOVSGO/elQeblivareghAcNX9q36Bk4jkGaxfOwRz8AzFv73/cgleCvTSs fgHUAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEST
VaiNPTgkGYyXnNfqnzIL/btH6FeqfgkFgAAAAAAAAAAAAADhG/ tW/QMpSedgG]jlebp03Me8A0ONPj OTIJFYBraxxHAPOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPkZX3BmMd
fqplGT8QDttWkIOW/XbxANCAAAAAAAAAAAAAADhG/tW/QMkC33DJ/WwCPjoDhtNOrPz8A0gAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAK3dSst8ePivv5kFPpdIbUW4jx7yDS
4cUYgxWAJQAAAAAAAAAAAAAACARXgx2]8AYyUxxPAOMXNbLxz7Atdlxecn+AXQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPF6ReOLRYBTHWNASCA9gAAAAAAAAAAAAAAA+
THMcAyepx+nkmAeMWK2WemoNRpMHoY4r/ALBIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABF101x6j6VPyD7p9JTTxxX/YJIAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAP/2Q==</Data>
</Signature>
</Biometry>
<IdentityDocs>
<IdentityDocl>
<Image>
<Encoding>jpg</Encoding>

<Data>/97j/4ARAQSkZIJRgABAQEAYABgAAD/2WBDAACEBAQFBACFBQCKBWUHCgwIBwcIJDAOLCwwLCwORDQONDQONEQOPEREQDWOUFBYWFBQeHROAHiITiTiTiTiT1
IiL/2wBDAQgHBWOMDRgQEBgaFREVGiAgICAgGICAgICAGICAhICAGICAGISEhRICAGISENISERISEiTiTIiTiTiTIiTiTIiTIiTiL/wAARCADIALQDAREAANEBAXER/8QAHAAAA
gMBAQEBAAAAAAAAAAAAAWQCBQYBAACTI/8QASXAAAQMCBAMEBgYGCAQGAWAAAQIDEQQhAAUSMQYTQSJRYXEHFDKBkaEVIOKxwfATJFJi0dIWEFxgzNXLT8SUOY6NDU30Cku
FVssL/xARaAQADAQEBAQAAAAAAAAAAAAABAGMEAAUG/ 8QAIXEAAWADAAMAAWEBAQEAAAAAAAECAXESBBMhFCIXQTJRY f/aAAWDAQACEQMRADS8A+JF2i0gLWX1rgleyR4A
T7sXQqwNh0ZZRvJ1CCjou5/HDEK/Ql19FUYUEDTvVHh8cCcZ3XTAEZYhegJC5+2Pw78A248D0NsSUOXgTzEpTp7xfBRHIJ+0X1CkPaCUgdQf8AfFDPvOCW8UCtAbBQetsJIsvP]
vOb1CgcQFBCYFpCRhiFS5IryukjUlCI3iBtgg3sCtmgCggIlGkIbW/IhS/qCoy67UnUAMDEYHHEA3J05fSbhCB4W6Y4XbYFVPOhWkITB6GD5YDLevZNvLqJQlaE6ehAE45
Eq/UkrLaIiQhN7xpG2Do5fsCDOWtq08pISEtQP134RmzFi0MNOeXLblIbbg9YE4CknkrlnlZbQRr0IgX2G2HOR31Q14vKkq5aW01lJvggThiWzbi8YM3Q0DqdaUIOnzQSMF
InkfBNzLgEplaEACTCAQMMYyG+mJOPZW1lxDaWxp/bEA+7vwiNuPxfgs/U8tzS0uUdDbCnOGC5SWEPpIiw7JsYgf7Y49CaWi6yS5BTTALSUKkmTN/H8cUg8)zK+hzdtRIMwY ]
xGDZDx/6US2nA70IKVEsmR+PuxI9yaSRb0OLS26YaxpJIMn78Vg8yy/oV51bbCIlMt 1xZsEDcIP10HO]4810aqpE66%2xK9QSUGZ1 9wJuIAxNIONcpD6KI1FPBpHS590nS I8y
JIxVSefmlNk/pQltWmld51khFjci03t0GO0TiRYqqyFkOritBI7NwYnx8MLo2dfA/ rjrbaQKdwnRgVMXk2Avve/djpM140ySat8oRFOVtyFg71iE]7ybbY6hZwpCglVhcUl
FG8RuJgRPQ3+e0O0akyaabopaBQaRxRSSEqRsbmD74n8zh1JnyzsKK601lC{fV1yvUCVQAMBlvvGwx1IGGdFeqrqdehdI4FGbCI38+6L4109CWWIWX1Txb5a6daCNSisxAvab7
nfDyY/IW2MKJU2sSATIIHTpgWTwz+xSvMuBzSR2j9m/8cS0exF6RZUSCmMSF21T4x8cPJ5f1PbDOgFhencpIF4vERg2T8VETPOt082z0R27sg9fniJ7s2kiTJKkKhxMK75g
miWsi2XdMOFNIWQFKShO1XUSBt3YeEYrrSDCQqT164poyJ7Z2F0duOnQd3ywujQtkgkEaj7afZMSROgWtgaGvIVTh5Ta0KzBUJKkLUEpsTNp79zGLkkwy3Q11IFfs1SuzZCSm
CSEyY6bYVsvJ0PpKODMRLPUEPAQjVI7rThZQLYPnUzumpNb2LBKBCbkRgI6xY+dsUI8kOFOhZW3mhQsoSb6NosQCLTEC6HSQZbmWkLcbzBWpSApRbSkwGxIJMR1P8MAESO
B2jCVk51KTpiAmw6onaO7AO05PRTIIBWYrhEKVZIISYgzGlxgB5JKFMULdazEKkBoIWgOSTGswNSPS2ADQqt 6mbHKOYuJSNVYEWQIEezHfh5A5SIVHGIXTluucgSkARCo3Jt4
xP8MHQFRzmUy01816kgTHACSZgbeBFsdo5X05z6dtwoXmDiFpVAZAEWFttsFIC+kw/QmCMxdTgsAYnfu04DZefg5Rst8nmBOVEZ1BwxJI6QLWFsKkJmsLy4np3EYSyZVTI
untx07sKjUkebANzIn2T+HhjtByV8KVNE+bMIwwCSbL1hxCCGWxH2EyDueyMMkTuxXMg9VMQGx7cmTeL7YWGNfh+POLUOYUrWGnAVEM5049/XCqjXmwpIs+ckCAOz90G5x
VHk1£f0Ur3kMmENpl3tLUUg3FpiPyMK7NnjYehVEbVWQ20h0m3b7Pu2viHJ182PksGm8zDjby6d]jSpRIIGIKZAEECSYk/LDbMNMmw3XBwEsMoZJ2kkhN4tH44DoCYNdRmi
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G9727ZY519SSfZASADF5ucGZDWSUdpg2 riWoS1gErhSDNkQJIgxvM20GeMReRIXTnM1 rSpx11LRuUMdQF/dhCvZzkZwoFSkMEygttbpEEzJiZ2woezy287uAinSACCBMGAiLX
ItbAYVROt5kXwAhkMg33Kike6JPywUw7BcnOSrWUMAAKgNZOQLC42n5YPYWwC2M2bA+rYK1GVel fxw3RJ1zzubsrhaWYMFR7Ux4W+/HOy+DHsLR1rxc5ak6gbEncfLCbL
ZMehzmgFg0z1Tg6PNvIsUzGucZgNiJuVbxfy3+FbNnjYFQtRVzri0tKBVO6jv8Yv78LLNObBpFqCBZO3UdTix5NXOKrNOTVZH2R1 ZWaLRpESNEfs1CSo9fZH iuyLnYtmF
CamNKoU3YA2Hx6d31iVno+LagXospW0pLzgtEXOWIPN3YCkbyfK11ipsWNo6kdMVTPLcumAqqIVEEG4tB2N/1/DEZzO0MNckaHL221/rPZN4AJHAZZd1lpTIhNIJKRYDf87YL
MYU1i17DuwNDFfmGpDkG6F7HrPdjRIMMYqS1QcITsLjgMadHn02TOCVCRymyYT1INzgekp+TTIoz0sFytQVOhQA+7D+pCPyKQZGAd1aAQD44WsEJR5GKEP3NQ5qQUIItiP4
OmmfOY/TZhTvC2+8H8MZrws24vIVEOM52gDMEeWI /UXaX+FbVUhfSXSsAIEMBGHHxXZNCzFBy18xd1D7I1g/E4bQ2TyhsobnfxPfhtmPkWraJNRcHtJsAdt8JISNv]ZuQdFl
RaUHXLEXCBB+J/hjlI3keXsfLaRfpse/DowKUypzZ6aof5RhNF1JZMPtIpWkKICL1IRpBN/ZGDsScTCAKIgdOgwRgkk4g+7p44Z2GbIBBTrKE8tagHD7I6nAotgx0eEGW30
w64BWgwiWsD1FCOBCT 4g+X £ f FHEWeWIVB5HKKOSqIk9re SEb2gb4KQdANWAhIGtgkbk6vwtg60Fqz 6WUwdS2JITdJI7V/ yMVgjmKeoXmKnysLbCTICDtEWO0 zvONUHN2LByv
kDWO1lyQTv7NrYoQ4SCBrMdWoLbiE91WOxc/HCjeuWFDFcQBzG5E1UeItgdIZYjrNLmDiIDrYJglY2CesTadowlWi8YBtGVZulZioYkEgk6gQTcfLENnTNC8N/40tDiNo6
FOOyOCNJMzfp92ItolRDksHOUCHHCO6ARMA ihmhJT7IJWEFpCSTewm/n0OxRINUHJUMI 7BcTrVGm98IzRhxMnpURAUROWEx3+0QpIMg2w6M1lrYJ60ZT9UpaeYdu84FMvhad
1dXo+v2Gwx2ywgH1 6EGLBKYNZz OH++JIMITHKO0XeVOvGkkkyDEG/dbDweV51i+jBWooM2EE+dsUtmbAvpm60pUtDjgqXHomNI1G4Bk3v34nJ7UStDIFT062ktgYfWESEXJF4AN
jMm9r4rJg8ocQlkua/VHIYTpChuBECBKgMMzPJ40dCpBS)LnkhAKgo2mNhAVc4AM2LE0XpWUsNx6go0eypJImdOlUwZ918FsRVojUULOGLrGXLOOmU6rX277C+DBl /wgzSt
KgCXaUneV/ZNrdfIY1Sjzbf0ByUQD61ioRt+I33w+hGHFMw6FrVRLCrgBtJPx3vhNFIY0O3RskIHOeSoglSRFoI8YgnbridUXxosaajYQ2GjliuOoapIAkdZmYucZgo9DGyg
mhh5xThyxazcAiACBYEAM1gMIOMdSyytvSMrUGPpBNwAYJENGY kmMKPOTdpqRhyWsuUdHsuDTFtiJ00QtClYw4FqHO£9QJ0RIgbkgT880J] /pS8hPNQPVYKiFFVipg2tNz
F/1iTPWx60aHL1KNKBcwTY3/HBSPL8z+h1luKDS+0YOm/uwaIl+N/TPOLcKpBJ7j1Pz9+JbPdxwtDLSyUCSSfu8N8AzlrZYU2WO0rjDLhSUKIQSBYGQONTvth0jM/KOhxsNJ
GkJAQPZSLYdIwXm7Z5ZCbJFx1wCsfCvzDIPWHOC24WwIHLTZMI9Ta/wAMMjU/J0gJWXKkBLIGXENDYJCQRtedxt78PoxVm2009NUJKCKhegSCCBCpmVHxvtsMLOHZ401Y1B
T645JvgKU2gRAt78FMDya/wA/Q00rDgqgl 600KUgRBIFycOqJutlfUirZY5K612R2YOMI+GLzBl1y+T/8EDTvLU20vL1vgI7R8fdjRKPPef6DZ01hJQ19¢cn2CdMi4mLY5sZ
ZQgonTY1LgQgxFtvhhNjrKWVHSOLKAK11JBUSsRNxaQR4YhkRr8 fKWCKRWIKTVVSOhRXafIWtOM+j0PaeZy50StIgqnu3BKrTERALS5YVNLKG+11uSVVTydRIOpVCY6ANWTs
ThLKjystPt+tviBvgA/DAVB6MnxDnDgcS5WXVbkxoddkXAEANz3KsN2CR7JssXWOTARUKfacFiNUBz97THXDSUryOUXTLfLbCNwIAnwtOw2 JDWTtnnFaTA2FsIy8fABogV
1£NKLi5AkA+YwOS9+S0hTMJI58I 7TKQkWGBYQWZ11RISKRQTU2iD7h8cMkTy2RgahmmHa 9o+wBhnQcPjdgKEMWggwoaXTYdfD3YSWbH4 /KHSGgmCbnugAYpyYbZBDiW30CN
ZUJCRew6/GMKwRAWYs3ne4ju9+DKDsk5BBn/bDadJVIF1gAEMw64ZSJ/BWoWw819ZEDu3B7sWndGa2mvvQzylRMpI1J6xjTL2ef1lDavidoG53+/Dad7QVtxSwEk+U/xwiN
HSLagYAlWrtDcbR7JJ103ePjQXWZnp078JIBSnycQ9KoO5tfDVIZod56W2C4r2Egmwmw8BjNSNeMx+e8TVGYn1MyzRIEIT4qg/hiRo0FyXh/LWmkVtadhbphSEH2ADsVHZWK
whGjuYcZMN1aW6ROUNB+sWEtDfs4T11w5X0yGOLT fmAKQnwP3d2GbDh8boCzmDVQQF2cVZ08fdI9+E2bK8X5seQGwPPcmww2jz6v/orczbmg7IJtAwBpLC1lnl1NkH/ wApHh
9kYaSORCmc07rugoTKROsi5HUx0z0/BrRUtpbLyAagMltQUpU31/j74wYRp8iloeW9SpPZzDS1UAAASLADC+U4008eltkQ44t1JYzAWmUrVCTEXxfbbvjCNGmZ+Bi9Rc4c
3MdawnSRaJI3JA8sGSNSLuvsMNIS5WZrOWBSYPhNxIVIXxWIIWLEF1VNI9S1dWuEpl IMEKBkSYF+7/fFOD062Jc6hSWwE+uKcSkhQPINtvGb4ZrYj2gb6W12VWukNkEkxXCSTa
bb/nphp+EaTZBZpCokVKhpOyobkbd3XFGyaxv/wYYpWG06jVuhKpAWQONtgoW8IxJ0alg/wDgVmspmAhol rgQmUpWN4P2ttvz1IwHABNYyxbROPOpgvdXKgknrgMgDaOhxn
P6NVEUBK6PXzfX1kDT2BMECBe3fJ02CmTIYxTvURI1sd+0pxQlJIgDcmPZABtGJ2jTiRmeJ8opactlTFQ+aapns/srFoNtiT8cQ5NDKOozBx9DACgoeQw2qCkm0g7zHU4b
QZNFkXDtEx+tPvuOVHRSAFKZOkK2gm84dSZrWyXEOc5ZRPt6nnXXLIWOLgGmOgqt3SbdcJZu8V811kzK6nl1VbMFhUL17CPC2Jor5GfS0X2QsGO/ FEzxmvux0OsVId5AY 7RV
DVE4fUGjOzal+AwEzls7qVg3vuSPvxzKdHKpohGthtCnraQgAPORikohlysA39JuNnWwwiJ0pmTN4G1hMXGGb0UxtsgUZuUwEU6drjVb5d2AVokEZ zEOBFOYsoSZggbW
t3/£g7Is9VIZAFQOMlg6gAZk7xNvih4ZmyFQUZs2£2%/ fV2pnpt7saEY6JqTWrCZDW+o1iTAtBH72++CL8PLbzNS0gDj SW5JQk32tG0zGFLaRNtOZFUgGMKUBI TKtpN9uu
C2GdDNPV1+mHXGC52QFiQne8jy7uuJOSnalvKkrCVanWe3/ci8G/£5RgyCp2V2bZ5nWV04Quwiy 67 7CwFFCR181bYTKymKADHDWE ZpWpVTKUWXU3QSDgVa8jvBxJMuy8Q1ln
k6wt]jSLae0JwlMrDPVVLMtQz6vgZ0Fv63WJI1Unb2YG2/4YCQXZ8/2z3J83y+sUhSO0FpU8pyDtbx3GDrQvQ2niriBGXCmQ4 jmxp5xBnzH)54DsaJOZLw9mmZPiqrF6aQ3cX
fWtXemenjhUilPRtWazZmlbSwynQ0iLYdGHIbJOHSb3tY4FMphliFQqHLAGzQpEU5pUL1gAKBCEGIFrQAPMIMIs 9CEGTLELgtbzdcWntDu703jDIweX+gzzFFJJuYJngjD
vV4ZIXTKN/M61TgVISRIKW/PAd/tiTez18XjpII0ImON+ygqofmChkaiPPoCdon3YMGTyYOWzD5ElaJdKt5idr/hijkwphOTKQl1YhRVFsSANArGDXQtnw+7FPcS/HEq7h5h5MK
JSDcxIv34£8gX82ZitPk2WpgFMIWhb6NK1thR1IM6TE+/He8p6GEGQsBKSWISODRG6SMT8Dc3x3uF4Z5PD1AgGKK2UOYNISATjveFY6FuZwqyeXNkyeylSkyYk/IYSvVILT
haDV2VZNV5cagcoNgaklKVRyz4yYAvcYn/ANFN6McuoVRIkhwNvtKIsEfI4XYeDccN8VUUZUBcwLgWx9c3IJA2mE2TgMHOh2graRqmLhOgNzrUen5GG1CX8KA0ZZEXE2/
QrBS4mVsrNiY+0P4d2Ax8clF1luRuc3nVtygkJZ2TY6ZMm4 7t8T2epjwGwoX1LY5hjgB8vhiiMX1l/gqHWshB8AT8sMzL1i/aiggMyql PBRIJ1C+KWF+6/uxFs9uPHSkOh9x5P
MUbnx1fGMdsjWH6CcpslU4xTqOpMKQ1StVolPlfBSGXmaRa0tGzTt80LJ6k2F/IdLYokeb5GZWyZQgJvTWOpgxTpmVzBoVVUaLLV620yKh0GCkbEath4g+EnEz0V5GkWuU
02TUNCKsuJLaUlQePZbSnY1II2MeluflhkYPIyuhk5vQJdKNdOt111wRoaR0LhPsz0G5w/YkYCuPFK1PO81CltJbKkPVEPAMIRGOX3EC5ibogLVvBa5LmNZVthl 1kopFBP
KcVIUtU3ISdkRsTc40yXI1mOa0lIlYud461BUWk3TIA6QOYRAN3TgBRN281YPpgGW3EPZrUSp9wXQ3J16UpmVG/v3JiBgbKJIDgz/K8gyovVdSrUl2Xdzlwug/80BbVI2Rttyg
bO4MuSxe/xBWppG9Sda9LNKnt HeApWmRA+Avhdh50WVEwrmVESGpcKVIHthIJJKEfkMdoADhjOVIzn6Kp01i059nkKu03AnU5+CRe/PHISycduyejeE1JVMSFEBmMnToEA/bV
7CZnswCfE3wRt6MO1rr1LV1ykUFR2HUOwW4kJIkydlLk2707sckBstUvZpmlUKZKFLCIS5aEHsgEbg9numcOmyeRo1mRcNUNAgOrPMrIuo20+C£445hhBns1Q0XByzDf2gZn
u6bb92BybPytIdpgamab5Y2F9R3k4pMmDLk72IxDYSQdzY7xgUdjnl1W5kTal/Vner7QvVOgNrd/d0wnJ6H5mkScomadXLT2u8mZwe TP+ZQfKkg+jmSNi01J62G0glkewyt
KSSUuABUTbFGZZwtsrMwraWglU6XnW50hZbSn2eoBNOz+10G2FSNyw6E/09Xqy6J])6qjU+nS00yFMxbVad+rAjqgdzhuQ29AKjKTP6y+6azadbidAckgFuRsABAnoLJAUCE
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yS1bDUuW0S2UF1x160UplalobSGkx7ILJIsbySTN8JyXqdB/UcvQ+8h5dU83zHHHG1IhEOLQQQCQO0mMbhIt4WwVBK2EZzHMIUIS5DVvrSKSFJALcBwiQBpJFpmZ37sPwJMkKam
pGwulaXUmk3HYQKEJZbkBRXH72/dtBalsamHC/w8mo9XHrTFc60ppSkKCVKAKXPMOzqUZ033sRheQ7KbjDhDLagmp32RW861Cm+W1SSnRGQYSmMAY 7r3vOA4DNFZwImNPk
Ve09StOJptAQ4hG+1RBmYmbe /C6DRpOLuKgMscoaFay/UJASwVrCW1DUYEelpsJ64ZoVFNwl1PLgRUD1hmiaSuAiFFbvsm5FyoKmTOApC2adgooGahQpad8tKUlWoqUUL
UxrIiZA/JivAl1SUWCS5LVVWCcF1hl1l1hwpQ854gmVJITHQEDL+7B4F1Fz1LdL11KW2aZ99gApSisypRSAYUGN13CE/vBOkBYm20U2ZJgnw3y3kjbUpRjaz228cIzRxpH]jVPhMB
h2dwnWegUe7934+e0OR0O/pB6ULAWVNVGFRZRGJTIVttMDDE08d7GKStbamEOiUqIktr9seBnE2abwb6G2UqQCFWI2nATMIsr69Ke f fuGCKoYTL3IoKebgNIv/AO3HQxM1MW
zpz+60kz20+XjhKPS8FJidEtXrLczGoAR3z5+7ywINmESkvt Sh1IMHbF0fP230JZ0pX1cKIN/wxJs9LwOAoioPt7+0Ijvnz/IwEaM+13Kz02m198XR4tC9fglogmbx8sSs
2e0UWYZ6yzQvKpajS6kX0iYOquDHkcMSLZIR1XM3ZQ0san4dWSFSqdUquDMdfvwEFJInZscn45061CG31gVbKZdRBhQCAQVICvaFyN8csR3r2UfEdAT 1bde5VOhCmFghbSQrsK
UY71iYM+AxzxFOACWXZh1lJeZNc9003yYUJi3eegtjljIVslr+d5KzTNMtvBLYHZbON3ECPU6YP61i2HGCY6tYgXgWl zpUEKEEXn7rHCUL2RFCxKu42G3jhijzq/opmax2I3v
ibN3iCtIf1hHcVCI75/PuwppzFnzPH8CcWPIv+iGcKu2RMi fLfbELPT8NidAgKpreNYge/HSJTnlyXocQPtbW8cVPDe+hWuBLwKCIOjChbKpGXPEVErQ5NNw7UVFO2A1u00Q
41KVgCJucLLH5VAlcW8aK7K+FXinuL7f8AHALR+pBriPjZ1i7XCjqQftmgbJA8528sdIM2ViI4p49WZ/ow5piZ9abwzsgkiR4k46UIHDS1IPT1pkD/fClo+HGM+48QCKEh
dR3n9%ob1 fP8MFC5M]j JVHFXHLLBegqeHNCEbr9bbGG6M/JVi01lcYKcULIXDf1VtP60mf4YHRWEfgcZhxBUMgLPDLKuYk6y3VtrP1g0wpQmLEftYPsSDAv8AIMyxT8VV1d6o7kCV
VNOI1VDftImx8N8BUHS5S1HFUWV/MTkSUPNHQOF9v/KUn3W8sd2cshgoNziqtoi5ScKsqZUCLQFUzPQkftbgYbsDyGEzDh7jimgEU39G5Q6Zp085s779dxhegg0zQ5dk/
H7VEhp/hl1lxXeahqeoAN]j8sMsgOx5hj0g0wUKfhxpoKurTVtgk+fXA60rKHZV6SVak8PplDp623fAgxInYYj0jud0g4eTH7PrbcHCAF5ehX1ekhhUI4fCZFj60hU+BI2w
yYLzHQVO1E34eFuvrSD8YwzonMdEVuekhZhfDvZJg/rLZGEbLNE/gqeRS+kNkQjh8BKrE+tIJjx64KYMTKwpb9IxXByCSbhXrLcfnzxzonKQelpuK3EFVZ1ymHZsjW1VoF5
85x37ZXkt6X1JKcup0QkOaQF60kINU7xwkstj8Zf0fpM20Km+1TIjcxYz49NsNIJHPCn6GXmNAICtICIAHQBEkxt4T44dS2z2J062ngnjirRI9U314bWkwokhc2/jIw3rN+Lx00
GZ4yg3EF0ZeFgFwkGeuSMWNjbB9Z08fJaUmEfNPtagltLbskBKBMDofxwrxGO6KniWtpMxoww3CHWzLa4mT49yThHItxYFoxacxblaXU6VoMKEfmMLoncpBfps0C2n6dag
Xky2pv33iSoTEINY4ZQLx0AZ4ySvNGa5Ih5TpVBTBUWZ 921 6eODyVIWHRoeJswyiuaYzKlu6/CU6RIAAKSD3iMNWMRYJACPB3FJFfFI2t 9taQXmkJk8smAoX3F/HECZIKglJ
4zy9aqcM+2+SGQUiSUWIMT7Xt54f1nThCU/GuVP8gNet /W1tOm5LftC+xGxHfObAOYKxHRxplqmi81K1U4VpU41GoIiJlQZG/XB9QixMg/xgy2paWlkcsrCyUgmWOpKkm+4
CgYwPWWx4kTp+PsrcZS6VHSpYbCo700zEkmwMG+2B6wljoIvjPLkqWHASSEalDSJICNfLk3sNYOD6yXqoTc41DVINN2W31igNEx29YJTueoSfxx3rNOPDP+kmOPaFa2mnCo
PupSppATJUCCQfCQJIHX4jBWMncL/AReY4s032QttWpCgCg6TthXInr+6K6g48WFwl2EjcESEfiTPQixvmyaOLjVpDgamLE38/wAcHQv4AxSUzdQunQpuV9YBgi8d6ebdPLA
hFceeV8LKiJpOELVAUEAKSQBfrOKwjF5eVP4Dz1i0SvLHQUKASYHIStKVL7Q2IPnigsz4k9ImScpQtyUUVYRIVplgmNck+UX3w3J6cZ5SFKvNKahHgyaBlypOkL10Q1MbKI
G/1f8AEfwjkvov+D87y95L)aWFUTOphtawrV2RcK70ruwKZjrGWj7DhJKZVIk90CJI9/wA+T7ETZ)zSkUnE+Vg5HrVIOXagxXdSkjtIvlincHDaI3ctmdy+sQlUJcgadamldl
bIdg98pgxvcdMOFVovE6N0JUjMaeldKyog5aajgsmVDtdbThvg/uLD1FtLLZCHy6IhvlgjSASbHV338McrJ1InANZbRssSmhLDiF606Xu0doOpJd6d07DCgzzVKh5MIYWIT
SpaQKnUAJkkQrs3A9+02VIWQJIT0bxqUocpgqhIO081NSTAX/eHfrv44HQ15TgspQxUlxFGt1IiAajcDSQFAM4kCBtg9irIxdendeace5K0ITUXAgpO0jSYS5gNAAgXnATNEWh
JWA8ThACczpFtu6Q8gZkwgAASLcy8EnywvtOdsi5n/CgKwMzp+yYR/xRiVokrt972Y67363wfaLllRGhrKaugNGVVHrS2tJPIr23C2ASEKhBVPA1GDgdl5aX9LFGTgD)AKH
YSBDiX4LcGQO8gbjuwysjWe f8ABMNXWUVL2KARcC1KKVVBaoN5B8SeuAyVE3YganN3AeXSFV+riRb4 /PbE3Jv]ylrRdZVQkUvint zcbxYdcLyJ+WJI0Ws IBH) 95w2Mx2U/
FPGrPD4LLralPvIKkiAQIne890mKSiPBIm+Jq/iNmsfLyadGXs89SUgnsiSYjrY+ffbFEVOQn1BzrPah2no6rlvCnQ6628ShzZLgMNgTB2B1bC2D0K5MznCOIMozT6Pryp
DrglwVSJJj2pIIA64nsroezOpzPIMwCX3tTmlLiKwSpK21 faHde0d+EO4ANfwn6T3H2UU+YoK1LVPStN7GAkD333xwlQbm)rEv05eY10pXKewIJPfdM+GG6RCCcb2ZPiPIVY
VzVU3RupbbXMWOpWgBgsbjribSNPLLnhxGbUragespXOUP70SLDxk907DzInI09mFS2tSE0ji+gSIiPfg6QkwFRUKGOYWFtgJuVQB5b47SC8YXRZfTUZz11BoBxQ0269wm
cK7F2MjmzAhAN4vv0OGF052Q002ChxEbkHuwEwW8HHaUVFO6w420U6hSHRIF1pIPvvimzoMMPOf/AEbhcKy96FSR+sO0bXtvOkYR4yyysGPOe/RoQf1d86Yn9YVATtE5fm204
H7ZecGejPhrhJ+ogqMoZcD1SgNuKcdK7BWoROxnHShXey/55dUJ0ki5n5/xxQzqWBWgKUe 0 IHZIJBkWHNgzRXhk 6VpHMXq6WSehP5GO0pgZYU3L5ZhNpPf8AxwghTsgXyURO
mI8zhsaKUzPcTUWWZNTF3M49YgpZUNUx/1mCMUTOCWYR6hzTLahX0aXENvjQ4WoJUk7pWkgpI8CPLATKICVbKEVRU61KcUOhYSSXNMrSn2AgEWA2Gkee2HQEI170c5i0V
DtUgglPqt9CiEDZsDTKQYna/U4FIdF8z19dmmVNUFa4 6XmFfV62240RcatI0g9Y3wio7Z2ecNcA7rZRrdbIXI7TLY8L26YXQt2h+0TXJIbFIOXGXXSAQjex1XH7JjJCchxNF/
QZZTC1BdgXDzkcp3Sk3mCCI+1MX93THcMOVTLShpMupDUKQFOOW6XCgN6N7AAdQIAth+WYssggqnN6eQay0FoA3QWzt4W2weGGI0Jz0kQUzPJIV2gvST4xbz2wOCrxh0ZrSO
vpbalpUVFKSUEbePdhuDJaDKLovaBY+I++0OuFZXEcaXUawB2BIF++RbCFnHwWOtt0ne3aA9xNvihkjHX9AVIeO0SFXTcX8PLAZP8fTFM10Ohy8gix+Mx88Ka61DpQCqEWN7d
PKcOee60LZgt4MoVOMgJ8PH78K6NPjJUJMUHNI1UpJ70Q08J2/DCpmyktFsVtA6Qib7m/XaPliiPJr+jdEt3k2FpOF2Eon6pglyxT7ibIBI8TIgfHDI7J/0Z2CnbdzPMBz1lg
Fw+0Y7pgDyGGH5/UadsrctdXyMlLlbaFVa/q20ZpXKj1MIALnD6F1HzIgrc2e9Yqam6zIJ1TfrdDwGBs0TJagdXe+3Fpb0KUOOFQdkwd99pOEphOWvAmaB/NKbJ8yJACXy
23dyT0SZ/a6HVvWEStH1xunYYbFOOhKGU]YeO2KGhbI9C2YNocolN88UbjoAFQBKtwT8gcK5D])sr3KasbSgDODp7QJCVau2bB850/Qe0J8s0110EH01TKVZMOC10Soaw5p3
QUAOOJGER3HHCsn1synGGQekLMM8gq7KOMEOGWPEKp 6FKX1iGxXpAIEJ2mTjnFF1RUPCcHelt10Nu8cBLkTBS7t£92 /XHLHRZyGUANXMuUWZQ7T8S52nNa8uqczf0rEN6UJRB
SnYgmcOoIUaSmqUVDcspC2jdIEm4tM450TrQYUS3PtGIM4E7bYU08x310UiVRNZze238Z2wSe9niy0tGkgRBMeOFplZrONFIplUxriCIvipQ2XMT1pUgkphQAvsSR4e0GI/
ADWQPJAhSDs§ rJ64DRWMmiTFChkA8rWekjbp0673wORsnk7C1 9wIJLe8GRPTS8JDaM6rZxmpcWkm2+F4G0ZzPyDkqkt 9pSTqWkdwInHImleP92Y1dI6t8VLC+UYUP27/AG
oPdItfDI5Vyin46XUVVb1l6HCVGBYEXgARSMMJIALT /UaeahSUG2gLfHp78DRY1WQVIMGNUQJLY2ET7QVNhsMKglU31TgM9p302aRUIiDColzPfMjDTIK) 7TW1rKCEftmTP£7
hh2Y6WzgWjkJIcStAOkpHMiAgGPHYwvVQZjQudaxQlLamQJICkAaTInvA2vGKAFG+1JU/yZTUoOgFK1CCAGd9u4juwvQ04QrTTui PWWIlnt JTOMdUSBL OwvTGpClbrLSG2KthL
7e000K0mMZMyPIhk2TFHPXWO6xpQVZellERcxeN4tgIFFJZMVLAaCw+32Q0k0OKS0ABdhPcIMYVkskBSukJGplAULAKWIkYUnwCafpA/wApt1BUQCAIm/TzvhDRixjLbLaxqg

Lifecycle API Page 164 of 175



Intercede

SUuwAUZF7/fEHAOHL8JFpQVCVTEPEXuOse84Yi/omutZBAJUR2SFht08Y7ZePEZJIsMvOH1ghPj0V3YKFyRyM811sgpMmAkTBY/yx2yX9En8x0ANjb2Z2ED3CdzhejTi8TZ2
ngEaVAKiFGdh8sHoPoKpxp2NRG1IMCbdfPE4Zg2tFecxkuVuEcx01SyQlIJAJgm3TocalUkYskvzZmeMKHLaPOB9hMJ0iehTBgm/TBZ0Iz9Q6kOfgqpKUL7JVeSFWi+Juiuisg
yTL1ssPU6VKEFxKNRQgBa4TbpgyMkMmlpOuIKyVlvtle5tse+emCxMiPp7CgWgfskSChbiYxzZ1i/0SzdnNW+GapzKaqVuqgzQNFVEFSuwUrd6JIKk9/eMTZbrZ8+azz9IMRHC
FAqJBugdmzj/AJnbC92GYRacLZ16W620fYzr IKTLWOVLTiTqClyOz/f0OdL4HVFk0azJsvz00gTmdLTNO41Ka5YGrUNOki8m04M0JkY491GW8sgaYRrM1x0kXgd+K7MvbE
xQUaZHKTPpMFJAGn7/LHGgbCooazaVNertgmElATPZFx8wMdsTIyScqYU4VrZTITRIGWkXwSUL 5yqnQrWGUNKSUAQL ) 4YRmzHY 9TUTQULJH21i1MKg7bXwESz1sI0ahU/ZF
+1£32z0CZ4grlpcH94mxkpja5md8K0epjpB8vpFcmF9hUz3+VpxyM3k6Y1lyX0eyeymIgx0kb45sy4/6ULlY1VNrlcgDbY995nfE2evipaHMupnCx2kxewUb7DDCVKiFL2kw
dpNjebk4gtHnlbRmg/IV11SFtvEvTIUKKUCUSBUD2LdR/ 94PI/t+GT434Wz0ngE1aQDOtQ2txRvBPZN7nuOG4BFgaahbaZRoAcc087DyjCOdFt1xQNVFMdakoQ25fsyPl
0xyseA2XpFTxHTOwGtCzrcI6JQQT8bYfolmZ9JUKHTFienWMFM89sFWt /wDD+alhVSpISpDKVFKidQBg94BOFOoWLJ0ooGaqlp332Vtu6BrZz1gKh4dE9SAMJILH7YVeW0aldT
KgkDU2Qogmw69dgcM2MgZyooWFspSrUrSkhrtGZ/wAOyJthQKzK57V5u01bJgi AhQkLWQJUATE3uDGxtggigaB0uazilgq05M9C7gAcIJUeiVARVY TNWMGrCTOZVWQhXGVr
ONrJDZWOrCrosmJOn82E4CYGRRW1v0eXEF5WomgSQg0+papQUkhQV1GsBIjbrhl1QONB28wrGeelugfWkvISI1lkga3U8CsWIH2Rvt jmwplgiiZCVHtKC4Kgsg2kHvt£347Yn
QRAHRH2kGCgJICIRHS2A6KSdp8vytBCWwCHMOyggg3t4378Bh7Y2mmIEhYOxNrTe fnGF0SqmwVUmoBgGQLWMiR54aWMDZWAFQudJBgiNxF/PHUNVMap?2zy5KZm4 PhhROmV
zDgDabXvfrEnDSHIX0zNdxH1leUBblc8hhsExgNzfoBc+7BRTnaPnXFHHb3EuftU9KpSMgZMt tmQVgAkqUO/004YdMaZzGKSqrqUw022NgZBj3YZofY+vOlPpCFfVkWCrzi
XAetCNTnrmVZtSvsklbIDgd95Gkx337rY47/02+SemTJapSElrblKo91Lg7be3hcfDDIz1h+Gqgc9pHMhbzVt0ppOp5iKhmCVJINhY4SmJIgw/Ramdgo/VOPKgntDi3GgpU
BWpBuoiJtt0O3kcL0jQ8Zyp4syphPLcgKhaHO0JdadSmyTq) YpgmD5+4wypEmGyyup8lp3XaasfKG3QkhcJITIE2HAChjujuTy2ahTg9NU7pVPY1CI7tsNOVeP4FR162b0Ovu
uEj2DEx3kxbAdGdvQL60T7fPfQSCLKkFMEGBtaJxyorH01iuj fhDXrL402V2gZ3ulWxyrRXXwIz1b6HAfW3ghPaKjEET5X8sHrZ1p6LBltxLetKFGbCSL) /ACAmMVxY9sztf
XIyx1Bgal8pXgAAvVUOCIA/em02wejVWHSFO8V5C1t5011RGTLZDZIMIMAXGIrx3YZUZKIVOf5dRICMXKypFQygFD7MwDFt51Rhastix7JUWdAtVIZyKaueLplQbKYECAY
UU+XfhZrRd4dIuWKd6ncu8taBICDGnxItinIMFvEWNJULVQehthdHFc22ktJk3k2P8AMx2Nhyf0/N/EAZUVmbVErDpcWl5xKVqQUTYLIEeGA6NcfwTy JMBQZk0+4JQ1XbT
+6RBj44KYrPolEqizGjFRSLDrR6p9gedjocP2LoXzyty/JUID7s1jv922JIA/aVHTy3wOggdmVezMczmuOF95861ikgBMAIHTC7H/glS1IASkrI6eyI6bePXecL0d/h9g4X
epG+AMucJFOylkFalArEFRABTUbxhtGVXpjrVV1z1KiocrGOU4pxtpZQQFLBk77WHVOO/UreQGInFIHWOZWM63WwFIPIJBQOQo1 DHgbfxwy5IBKZTWYMLVQVgfgl1lK11rSk
qgHaL2UL9cEHQRNJIWiyqhviWdIBCLb3MeNhjt1HkJoZzYv1SqhsKPtdjx/DHMnvYR5muU3pS+1KhZRKbHbpO0xyHV6BC zEJbUqoRSsoKhHEDp5RjvENTQILTZopQIqWIR1 g
AOWkC3uxzeiS/YTWOWbepFLbiV1ZUkhelKRptNjgE747Roh81U7TT8ZEQpijUpIICOZCSItHXpljA1DSM5FtviCS000S4FKsQUjTubv8ihzJ/SDIJPFDIMtJRS88rBbgHSE
6DIM3J1x7sLyWjJyAX13F7bhWl 6gtAO8uYRJOiT2BYawT8rYGi1+RtFzRKzfSs5ryQ/KSCIMEaRIMIZnbFJI+GJ/WWFG+gNmBIn8BgaHEM1 obRQWQASQJIsd8MmM8R+Z86J
TndUd4gHbbj+80JmiJ0XDmX5eKMVHg+skJOjzIH44m6NWkWOWgp8mE5tPOUkghYM1IBHQOK9+CrBWMVeomal7119GpxfaW4SFADYH4Y52coSK3Pcmabp011Kj2£7x04g9£fd
gghL1C1JImzaC0VJVzG5]TpOmdxfphyW/h914LgaUe3LSWmzSKZ10N1McsJ1He fFGMURiufpaP1DHI1PULCG2UqIclEISTfpYEXP)juzCORQ4y4EUCNO0KCP1dYOmOEAAT
P2rRsD447UhmAVG/Wa+TSpowuSXkNmboISqw2iwk4 f9QcjqfpgkFbTWkelCjIE+W+0/UDC6s0MgS1ggNhrJANt7YVnKTw+118gPtsJavVGsoWVK)vGOR1 SMuHmbWAtpFzh
RUdp3Q0vtEAG4V3HVIuwGPESZ 1MW vsgqBhCjYGpcKrJTUAJIGWHCO/ zw8kn9F1PBB1k 907 TgsachbPFIWfq479J3+PXHINFAXCQIVEVsiCEInuwNE7+1275 ZMOrSkqud /0
206KzgJUQhsiev4DDAB4ZXPqUXFCbBR+/bfEEz fMFMx6NeCKpbrr+WtrdV21KJIXJJJJPtd+Gg]j5PwcY4C4SZQG2gBCUDYSVBAFWHGDIPkPYsTwfw2h5Q0TSIie9Xf/AJsd
yejjraDUnBXDDgVhdC2TYX1Red745SRz5NB2eB+E0/VigaCE2ChxHdvinJdkXkMr 3 fRzwQHFacqp7E3hXE/mwGa913QZN17eUKytt rRQhIQGUSENMkwLyL4KI52CZ4U4fa
S5hTTCXQUuzgMjUFwZPeAcHSMOOKvcH5Cqu9ZLN9ZUUydBXO8TOiANgOMFO0jTIYOWUZfT1L1a02fWl 6kgdK1FUOK1kX00gGOMO+CZROGDIN3dMNpEEYC51GD5jCGmAjerl
nffrgpC5DybGdu/BZFVIF3SdRHN+d8A3RrQWnUeWreZAwERzSEGongR1wxCStdJIJLhj8n44Rnpd 0hmiu0o3mQI8YwUZ/JOHBIthmzNHIKA5Stdz8e/44mz1cULQ/1S1CnN
z7X4DCT704R20LTd0886k1LOWPRTZUIkxh4kwrNSFxn1MOE6mHGSUBxaFImxWGxc+1vI7ThecxIwUi0S3Q0G0o4qo2WXni0sBtDTsSFKUHIiB4T+bYImpB/wBJKV20dZWwogZX
0lggagNVwevsm25wGWjI00t5sD6v6slgS66plSQtPYI1IXV3/AN2fHDaISMmzINnrTiGXAygajmKQR20w2T7JG6JEhIvgbCpBucROri0JcplDUwajmAgQA0jS099riZHud
x2yktkF8VMobdIY7DbSHgNaRIWgP3rDv3PQGcHZItjDeftc9aCjloSehnmFYglaNYVEYe/AAzyc2plhs6CVKeVTgII7Cgoo+sVIkGLAT77Y4abMES+khwu06W1ZdXApUtK
4DZFjA+1eY937heylRs4n9JXhPlavo6vDu8Q0QDfrg8umO7B6Sx4Z9N/DnEOYjLgahrUVHKW7/KkoI+rTIJEoVMeO0XtjtjcbNa5xC21zCWlwly5iNIomyv8g6r2w2yN1RN
edtpUpPIWkh4MEMwBP2jPsp7ifa6YYBBOCNOrQksOJ10rbGrskFA2V3KPRO58MAPNHGs /QoIhhyFIcWE6bgInsxlct7G4x2hbeyZz50Nagydfgqef20laYhP7RH2yPZwND
IG9mzBl1lbClFpCFahsdfUHgqgdV4XRScxNedNtqUnlKCUupZ20pk31HUR3KO5SwyRNVZAS52CsNpZWjW6pgVCNJIJH7U+zPQbnvw2hf4HDLb57YuL6rgnwPfgOS059D9Dp5REA
QdvcMTOL7iuzHNMryfK6jNcycS5dFT61PL01UJ1xsBJuRYYaWK2227z04ei0iDmK1AiSn17Z4/wDt9mIwOgLDQL+u30YHtGuiQNgd7V5Eaen3Y52C7wI636avRS3tXkglCY
pnY29r2bx39PHB7IVFRIem30Vi4zAgqUQQKZ4GE2j7Cdj37+W090F451n04ejFNvPpHQ39kBh/v6j14HZZ4tBP68/RZy5+kSpRBJT6U/P170+07J+ugSvIn6KoJFas9kSnl
dyT+77NyPhg9iLFRz+vPOXKKwuuIAOwo0zx1ePs3j8zjuylYSTXp09FoKtOYKSZgk07wnxsmSPP4Y7sRYDv8AXd6Kd/pCl7GmekWn/wAv3YHaG9JAenXO0WFIBglAaSQPV
3LOfZI07nwtjuONWMB836dvRchOsVi5CAYFO4Cemnbf5e006F9dFxkPpF40Q4g568pgFPNO3LSs1tae2901KZ2FyYIjDAHcMthnGXqVy9Z21czkIABVLM5S0818xYY4bgk3m+
WHQG3NZcKO0oIBOkN+00GPZRsTtgk2jgzrKtCHOZLa0KdBII+rH/ATIh/dtYnfHbONHtkP6Q5cA0uHQE0DgiQeyk2SVIWsTNhucDZoeH4FOb5e0VhSiFN6EUICTIWS7KI/bM
120RAgGIM2XIJT7epQc5AASTIZuUUxAUe THNNY8WxFviKkecCFIWCTpSYBGMQA032JUP4DHK1 9+PotEtBB8do6Y0z0/g7Rp+rMbT+AwoBR7LKavoHKasYRUUJupLjLgCkKG
SMFA+WOkGQQH/AEbCEPY5beR5£qsB9Q3qgeJH 54LktgyCaPRvwk4 60fQ1Fq+1+roAEXHSBE5Y1yaTpID39W/AyVaxkdBKiFT6u3ELi20QPKIxSYPOVK2wb30x4I0AIySy
1hRUJYRMnfp8jbHOCV]2wCPRxwkpz/BaGUkiTTtgX3+zGAkaboe/q24GCRGROGGW/wCXb8u7xw/BgvKyL3004JCC1OR5fJgH6hsGANt rYHrHx5SWChb 9HHBpKh 9CUIO6ppm
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/5¢cDkvVhl+jrgcmRkdBpBKRTN/y40jLWRKT60uCA]QMky+fGmbB+7HcjxZBP044Jm+ROHZ 7N6dsCP8A44HBZ0TCcI9HfAYypIyKgg2MUzYt/8AG2D0oz9sboeF8)y5h2noKGm
pm3yFPNtNpQlcCBgAEHHaHNTHGWMqUo 1l tNykr JAUULEMNxOwCvs0g5y+nKt fLTIXzAQkTr21bWV44Yz/8AR5zK2whIQ23gQVKSNIBBPLEWtM378LsvhiWhZnKUAwlpICAU
1UgAJO6dtj3YBorKMuzdTdGOFJSERpHsSDZItt4YZGB1sXr8uadTAQgrMFcgSYInzjpgM0ePfIhT5GxzNSWEgoXgqlERCu/bfCmrJk+Fud41JJFwdsOjzq/ZhaTlJagkTJIwd
hM5xzxbmXBFe63STaq6V2VoafSQUKVVCkEFNVA41N1bxoxzn6QGEfIJP+GURImM/1n82KPITWM7 /AGhuIQhKfouhtPR7/Uwqo54tnP7RXEKfAXQfB3/Uw3YkeO1iH90biT/8AG
0Pwd/1Mc7KrAiX907iewGWUG3c7/qY¥YXoS8J7+0hxTvOGOFvVB3/UwPYxfXxUQP6RNFEf4bQW/dd/1MH2B/GR7+0hxNATOFO0EeT3+phuzvQRH6SXE0V/hdD8Hf58Dsf8dHh+
kjxHVIFUP/AHP5sL2J+MiZ/SN4gNj1lVFb/ANX+bA7D6Do/SP4hSE8ACHI2/wCr/Ph+zvx0Q/tHcQAH/hVFIm/1v8207A8CPL/SS4iNvogh/wC5/Njuweg8n9JjiRIn6Jo
dv+r/ADYHYceBHU/pN8Rz/g9B/wB3+bCIFFhC/wBpjiFWmcoobf8Aq/zYbsS8IVH6RGEOg/8ACQMW6Cc3+bHOZzoxk0+nHOXDfLaTb/AKNn82B2NwMt +mvNyAn 60pNuvMP8A
/WAQD6tjtH6VM2rHeSaOlRr+01K5/wD2wexZ8dH1bhzhdgpypupfeUXHu2dA0pEjYCcJOW4P/9k=</Data>
</Image>
<Title>U.S. Passport</Title>
<IssuedBy>Passport Agency</IssuedBy>
<Number>3234567890USA123456M</Number>
<Expiry>2100-01-01</Expiry>
</IdentityDocl>
<IdentityDoc2>
<Image>
<Encoding>jpg</Encoding>

<Data>/97j/4AAQSkZIJRgABAQEASABIAAD/2wWBDAAOHBWCIBWOICAOPCgkKDxINCgoNEhQQEBEQEBQWERISEhIRFhQXGROZFxQfHYEhHx8gKiogKi0tLSO0tLSOt
LS3/2wBDAQsLCw8PDxCcRERCYFBMUGB4cHBwcHiMeHh8eHiMnIiAgICAI JyUmIyMjJiUpKScnKSktLSwtLSOtLSOtLS0tLS3/wAARCAEFAMgDAREAAhERAXEB/ 8QAGWAAA
gMBAQEAAAAAAAAAAAAAAAECAWQFBgf/xABCEAABAWIERAMFBQUGBgMAAAABAAIDBRBEFELIEXEyJBUTJhcRQJQOGRBhVSOobEKMI TBOWIykgPS8BY0Q20C8VPT4f/EABKBAQ
EBAQEBAAAAAAAAAAAAAAABAGMEBL/EACWRAQACAQMDAWMEAWEBAAAAAAABANEDEIEEMVETQaEiUnmEycYGRQrHw0eH/ 2gAMAWEARAhEDEQA/APrZ3K8LsaoorPaeAfZf3vQ
2B/JIxaPzVhJYQMa51SSSR8MVgAD04m9yrwi5xrH0/Ckikz2GaRpiFz3Az6KCidk/sHsrKeX4GtfeK4s4HNo9VSFPWCNrL1HKAOM8Vzbr41DEpOrKmBznOZPLm2zuj01lv/
APIONPtM/wDDP+sf+tMLyftNR/Cv/wAUf/2K4EXS1UgLGwuiLhYSksIae9g+6gT4sQLml1QloAs67L313+izhMSpmwyeWokmjgnRcQguaO0dG2FiQR2VE34£fV0OId7UQ5pd
Y2606ThmhrNS2s0e2XOWgkCI9POomVXRWITSXPnzmxAFrNF+tr9FBQ2nxVoa0lTDYgudklIG/wBVeDlextcHM4j43NAHESCCTrcj8kOWefD5pJZJWTZDILEWO0FgDaxtam
UWwTKGtYMrKuzLaNttl0urmFxIZR41x881ZmiFrRhttu5UzBiW/m7BZUQ0U7TKAVQHCOBUVZz+0cM+2z50L0418vzy6pEx7oy2xgtfcwNdy5AA618wIviu24WswmIStieYkmKx
tpY6dOVOF5V])753PA2sG81r3377JwciQYxyGNOFwPeNs 7KTmOtuRypwcpF2K3a0MhGnO/W177DW+ynBy1GMOMzDLwmxtvnay93Xvbfa2ivBy2aLlKjRAIUEST80iKV3910Q
ZnKB5nKh511iBRQGYVDUQIBAIEUDO6GhRDVES4IFcKKLhBAYNHVUL1s70M08szKkSQh0jcmUx 7Mvm8X fMqyqdiFW8uj2T1rg7xeVx301CYTK2nrppHs ZLAY169+wsL2UVQ
2vqIY5XyU73Wkdct2sSAPp/IMGVvt1ZxGEfs5yPIBB3bcgEki+gvdDIfiL2SuYKaSSzgGho6WPM7yLgQEWuQ2gqqnSNDoTGxz2XJ1sCNW6fqiZbbhRoXCKdx3RBAUPOOb1A
ZhbRRC4jUEgdEDUAqOO5VAOGVAQESqalzR11PJI+PwyRycEs097Zr+habq4 TK4yRhubMLbX/JFyiZ4M2QyDNelvPZDIYGMe50PM/31vXRBF74hKHF3Mzky+b7W/VA+AzJ
kOrc2b879gCy4RUWxMa97x4pLZv]1oEEWVEL3FrHXICcWENOouUTKT50mGz3hp8/ 9+SGTzxh+QUACRCNI1t3QynZAKgQIEZ1 OHmMGpHrsoEx7H1 7THBW2uO6CSAQIopnx FVAOKK
2jirac08xcGkg3YcrgWmd sVgdwMME2dpo5nTCpgrvNy0z0y73Dbdh0V3MAbp600ZrAS5zgY/C5ps7S39FMgTKIrH5xNKE7JeS36JkVHCPjOmyniPN3uzHU7JkwbcLo2uB
azLbYAkDQ5v1UyYE2FUcznOc3V1ydT8WouTCFThkdROOULMmsaOWLHW1aR1FuwUymEFjMNp2PZIC70y1lnFxOwtrdXK4aCB3RVNTRioDLvewsdmaShsb7IFDRCKXi18aR7rZR
ndew7fM6omFZwik4jpOcF2ps7vuhgvugAS52HNINiHZua+t 9VMmDbg9GCHcxI0Fz03220bte6KxzYa2ad03HkYXgNclpGX120IViUKLD5maurZX030wF/RMphUSmHz4hbj
P44sTY8pLdh811nSvFd20EbKel jpmFkRIbe9ibrklhcsgECIUUzuVpD23+SuEZa+rdROxnZTyVLgWjgxavNzgqR6DVIglhd9omMkYx1DWG7byPbES1jt0OTz33G1i1tTLY7E
AOMcYJcjhcecnLg3£fQjvos7TKVPXxVDsrY5WdfeRlvephWeSgrIa6bRgikmhflLDawbym9j15gPgqgEMRMMZxXKSR73C7s063269FMGVN3168bTSzc+tW7sujc3e3a6YMINiMk
VUG6EU8kJOBYtHrmdvtsNtOwZEdZPLO1nCdGzUuc5v1o0Hvec7gYGvM3gislVicFKQlwe57gSxjG5ibeisQmSGKUS+CXp/wBMncX/AJLWOyk6rZPSSuidgIFvC4P7aDdzZwZ
VMrakxx5aaTTR2bc2u3W/1TCZWO01VVySFs8BjadR5abKK2XCKwlWKw0sj2ysfZjQ70Bdpvvr5LVazPZHFrftRDUng0pe2M/H1PMP5BES0ek2 /VomXObFTOtUyWKcwPezc
NZo6+mW/YLOvIMRmteViHcpauaaaZskeRjDZp0P1lsd7L50w3DZustGiAgKR3K1InCJIZ16xPRatbKRBLKjbragmAwWUwWEXIEgaBC6BcNgkMoHO4BpPkNv1QQ4rTIYwbuYAXNT
X2+tkEXSs3zaDQ+RGAWhEPbewIzfmgtaTdQT60JKAUOFdFcPHRU3a7Nen6NHR3mvo 9FNMY /yc7QxYW+mjgW8doy/CTs09160pi80+1K4ba/GL31pTYbO1l/0rz6HSe9/6/
wDWpt 4 SwSngmvMx 5 YXDUH4uxHIVOsvTG3vaPhK5dt fPbCBKAO6GiwVQWCUQUVQZgimér 2vbM+PKNWtOjullcphSyiqOldLuSdGOTfst ZTEtkUZYG15eR8Tt1nLSWXzTI
MpGxQGqyOdJh2esknzObo2lups4E/IHRaymDNF+ztpxKcgOYndnc2 fU+ggox4aGOLuUM/MRZzjubW/omUwshiMdU88RzJkGY021JOgUlWtt1JU9e6gL320y0ofN3UEZIWSX
mMKTVrtCtVENZzHeB51so5KWYxu23Y7uFInS1Y1K5hxmMNODwO0s5E2rxrGw7HuuXVWviiv09vdau3VVKNLHmkP91g3K+dp6VtSeG5nDmUuL1MtalLtvG/l4benmvbgdLSun
+Y92Is7i+a6EgRIzanc6IJKguEQst1VGQdkCIsoBFCAZKCNOALkWAVUQINVLuUgGtEF83XugmorHislTBTZoB5PflaPJenpqUtfFv4Zs5GG4g6omm5zeKTx+v417uo0NSeO8
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dv/ABziXpAQbOBuDsvkugSgzltGyrhLD4hgx3Yrto6s6ds/2zMPI1dLUtgGls81LLAT4LanoTe+y+zExavmJcsHFhWLYJUF/wB4Sk/E8tZYD/CudtTT0a9v4MTLImH4dF
QwtjaTI+3PK7x0XytbWtgTz280kRhgXFoIMFSKgqoAa+mIDX5iBKzW3Q3C3ise/wiPCqgSJIGyU75GyWuHTM6drWV+n7vg5RdS17Y2P0oi4RABhM7b2Hmr9Pn4TCT4JXue/wB
kelz/ABFtQG6990gn0/d8GEeBPp+yyXbl90F+gl7+FPp+74MA085t+yyCwDRapAOF 7beqcfd8BCk1BYfZZPdkF16gGltt7px93wIiielmQUsuXa3tXT6px93wImChm/ZH
noQXe /bOGVMV+74F4krWgAUZsP8AusUxX7vhc)jV/Si/zWItr93xK5Iylx30/1xWIiv3fBkxLXdKP/NYmMK/d8GUZameJhklpciRIMrFqtItOInM/tKZ2c932jIdZtG5w78
ROXqjoZ+6I/tN7XT4hIJWRNJIS5m7PazGdedXC+16c82/2u7LhYhS11LJ/wAseE/we8afkvpaGrXUjvzHdzlswjFaptgqWSnuD+6JkaPkuHVAPE/XE/vwtbO1x6wC5pNB/3W
L5+2v3£fDeXLn+0U7Z02KkzMB53cRuv91e2nRRNfgtifZibrgmnkr+FP7KR51RNM1c9PVILNc//ACVnlsidUwsEcdDlaNgJWLhaYtOZtmf2VPjlv8H/AJrFnFfu+FHHrf4
P/NYmK/d8A49b/Cf5rE21+74Gh3jPqVzt31Y7CyihzmtBc4dhrRuToPgqVUPQC50HdAAtsCCLHUHYQyzYhXMogfiuF8zmxtHIpS5DREyuUiEKormRVFPTgZnTnfoG2JvE5K4
GjiMyOeCHBt7212UVRFiNNKxsjTyyZeHtd2e3wjUWzCI0TKAVWOILSSVkhIhiGZ TmDPpsTZu9kAK6k4nD4oDrZrATQalXbS6GVNGh24 ) fqPT9SgzVIWIULLHmzB5Pha03X
XS0bak8dvJIlwHvg8SgLWzHOObNC+1WunoV/713mVIRgk8MJI1zB+XVzR/JYpldbWxjGV2gMNmdBWRkbOOVW8jouvUUi2nP45ZieXpamnZUwuikGh69j3XyNO80tuh0l5a0
P5KaYxP0Ldj3HQhfal07xeuYcpXT4hV1MbISANrDdx81imhSkzb/oXMujh+CgWlghc9Iv8AUVLrIX/jT+20q7C8DZ2RBZAIEIkKfEfUpPeSAgqa6SCsp301Q3PDIbOWIbEO
sforEowQ/ZvDYDKYuKHTBweXSOfo6w2cSNLadlrfKYXfclERZudoHhDXuAAtawHZTdJhokod JYWwSAujbawJPTabmzZVXUYbSVLoIMOv4OsVyeU9/VMyIwYVROSELPElwi
mLNnSNLNG5f4tyTaqmZVTIx4bHgGO8RA43bu36+SZTC8UcYp20uvADRHW/L1FirKskmBYXI0sdGS2+2d3XTTVMzCYQGHA4JJIVOha3LK21yxxF9c2Ukb69FuaXiu+Y410Geuw
WCmp81C3KxniYNrd9veull/8LdvZLR7s1FVyUkucE5T4x3C%etoxqVx7+zMThl6/E406ciOTPJKOQDOD1IK8GhO9ptzxES3NNNwimfPVEtf8A90M517zGwXt6rUitJj3nhi
SPTNv3K+06sulOAg4tDavVvgd/Ir0dPrenP4nuzMZRocLjpRmIzTAXIVRXW612px2qRGG2x7rzNCx70HbzR1IJAWQJIFRP1PqUt31YMKCitnlp6V80MRnkbbLEN3agaWBWoS
XP+/pCx72YXWuDdQeG3m3t15tVrZ+YTLZR101QbSUkIORUZQLX62sfJSYMstP96wtAmc6Uugl3fChamly7fgnBycstbDVyyshkmjJalouNjg5wb2F/VOFW09ZWyStbJSGK
MucHPd8IAS5dPMphMgZKvEYqqoEUJgIGNnTuCQO05W/UgCT6go+7hM9p4j36s1BDc+jRbyOugMeM4jiMdLaGle3Mcrn7btBGvgTf0Xp6WtbX58M2mXn4 6mtDmuEb4nMIs9pA
JsNd7r6s1iYxPux16nC8Snrc51iDGNFi3c59Nv7J13C+Nr6Ppz+PZ1i2WHFaEUSnFjHUX9PwnsvdOuvvibP60o+WbQx0zYZJ2M1dkYTq6y761rRWZrGZZh6uGOGCMRxNyt
HRfEtebTme7gsusgMwVBmQO4QFO0BcIhohoEUVE+I+pSe8rBoKK2sgogqWiWrgDaKFuZ9hc+gHUnYBVGOT7SYHGMO1bG3QulvsN+1i1ssmYSg+0GDVE]YogxjpX+GPW/hLyPU
AKbJhcr2Y1QyPa20drnP2A/35KYkycdZRTSe7ma57Gk2B+HS5/ IMSZUMxgheCW11tLHLoQ4hoI8r1NplCbG8Kom55p0Fne8WI1lmaOPSbrpTRvecQmYZaf7R4LKyKN8vC
BJcx580jtbv9TZdtTo9Svb60SLOtxXFcLfSSR+ONLiwyNt/YIvr81jQzXUiS3Z2wYKilgBL11GeOlgfi75e6+re23Ge080aVFi8UE7XxSB1z1LPxKa2lF641Y1l6wOgrKe/
1ikC+LIWnExMO3EVNVtK6kmMbvDux3cL7GjgxqVz/b1MYd7C31BpQKgWt4Cdy3zXz0pim/6£5dKtocF51SuFQIBAXCBohogzOsRa9+q6RaIhMFZc1RPiPqUnvLUGEFAS6
RKLNRR8WQeBm2vz 7bqwzLCO0yvkhfLhYDy3K+S7DkBO028rrX8ohJUYizLwsNboSXat80zctutt048ibg+ojGY4Y/TxFpaT5WDATATEeRY+Wdjn8KjzMDcOYADSTYde+4s
1gnVFSYmCXC30LrXaCw2I5v1Ce/ccXHWYhnNS2hPDOADi05XE823Q/qvpdHaVxs9/9udnMfLUcCQMZQ141AN2D0t fuvajXHiFfRT8A0QkZezw+2)PngvPbRpgRMIxPmFzh
GhgqJdYgpj2UN78uRxalh922zdLaXWteu7Tnn/AKCO6/EaCSGOrMOMcBIDmMjKcpvbNv4VX6bX3RtmeYWYQw+orKau9zE+dk1lm804Fupc2/yBCvVaUlWru7TBWXbdUlr3N42E
uOTmaeIx2vkvmRbHae7ouigqgt7Jj7HZ8ZYGw5xmIcLud6DyWTKxk1XLBNmpHOShvugXtNyWIxoLFBGP24WD2k3eLnQ8gYL228TgUATiY1e7KHxc3DjFg74QwZv8RPyCVA
zugsTbU1RJpDPG3SFwcAOUD11092gnA01Mlc3gtgp+N1gHEh1k12b6n6KCiOoxeCIvgKEiWluHtYG)sfRVHSpIXTUOMr 2 5HSMD3M7XFTLIUQJFI+I+pSe8rHYXQZ6+/sr
/ANSrYXhF5NSPDZWECWV]YxPeasccuQuMN+GR8Q0texXTGEDKbJHuUpm3mgyS8cN5hs8cpGrbbddVn+hCGScy8EzVYdKDeWSNoaHNvtO0FxtZJjhYZqvG4Y61iLJILUMK1pM]j
A7wX5]£XXyXpp0d5rniJ8JuaRW8a0CSOpgW2BzZYc2Yul5tLaDReeazWcTGIMmMHSTMEH7TTO4BrszXQjoL2Jtv5JE4AnPurztbTT0b20M8xjcOUSLEXWAtcGo+voasalfzH
dz10MNg4sQzQ1J1z803D2WOBNgTIdF5tettKd90094ary6sGBxRz53vL2N1a3Y381yvl1kzXER1IWog6cjWvaWOGZrtCF444nMNs9LRQUt+G05ju87+16autbU7pEYaQukl
HGxmYt+M5neu38kRNUK57JgK57IpMYGg5R4iXH1KISQRKYySNObxmY8WcPIoiTdtriW6IJIiKjQPiPqVZ7yQEDQFOCQY8Va91DLkCcRYXNUOG4+1i9HTTEakZZns8yxjpHh]
NXHYL69pxGZc1lkFRUOk12EscPEQ/zCxaldS0eV707RYxDPZknupf PwnOK+drdLanMcw3FstVXTx1UJjf/AOLux7rhpak6dt0LMPLyNmppy08skz3/AEIX2a2rqV8xL12e
loaklNO2Rzcrtj2PmF8jWpFL4dolouuKhQCBohqgQLRAroJIG] JOBBFRpF3iPqVbd5I 7THAQNUUVNXTU4vM8DsOvOXSmle/6YTIJULTT1TM8XQ2LTuFATStpz1iSIyufGx4I
cLg6LnEg8i+NILUKDROTtD6HQr 7kTF6£i00LsY193yUzZ5f3kjbxZfF/wCl8/pdla3msdonnwoThwcunkFINzbaPE50CGOVKzbL1+RX11umrbmPpluL03JQ01Vw5ZWG7d
gfOcvnllb6eaxP/fhuYiV+VrdBouOZVMNbOREGXQF1QZfJAWwIkMol191QcNRRkQO1IKQWQSRBAQCKiRzN1Ktu8kdjCg5uKYj7N7gHO+dz+Ef1Xs6bp9/1W/T/tmlnKpcO
gq60mvVzuU7yP6+nde3Ul6aXHv4hiImXXo8KbSScRkribWcLCxXglupnUjGIbiroC/deZp57HacsgmyjalUa+rdP6L6nRXzTHhzszUVBNWyZWuslvicegXbWlo0o/MsxGXo4d
KGCCLhDavid0+K48XqvlX1bXtmZdYQgwylglMsTbOO19beil fgqL2rtmUwl2d3/ACXBQLOT+SBW13RUSD3UUWA3QHN3QGV34kQ8r/xfkqH1d3VTIFr/AMX5IDK/uoos7um
RIXRDsgSgR8ROSrbvK+wUHIMOqIs8szYzNIX/ALu9t3W38gvv6dYisR+HGXTA9pGupT 7THTPZI1zAyOUZRkuMx+114I6K829U/ylve2 fHCUEMPtGZ0ruv7aYWF7XJ72Xrp
OunHtn92d00Uv2grnRy8ETBzSG5ZBrrY3F72tdNXpaWj2iTdLt1rKappHSyjRgY+Pw/Fcu8PYEDS5LwdLbZgY88NTCVvAWZipL2t90QWvd07hejrZrsx/17JV6BEMACRUbuU
QK5uig3QLmORVFbVmMmki43CEMLgFsQzP162SsZRimxw08rmSUdSWhwal8cZfdpaHZrDzN1vYz1lJImPOmNsxpatoeSONdA7NyjNczvomwyf8AXxBGNDR1efT14W99LB17Js/
ZGukxKGgcWxs1bYXvIws7d/VZwNaihAlAwgLhAKVE+N3gVbd5I7Go0Ji0ESmVO1MMwdg5nUHyX0en6uMbb8Y92JgyRATWvOrMg7uP+yu9ug0498/szt11KbBgSMX1967z
0HOC8d+svb9P0w3scWgbF7U9tPrHezOv0+a+jpzbZG/vhz16eKEC1ZA/XkDHD5WK+Na/1zaPOXVZGxkbQxgytGwCzMzM5nup5goFnagWYIoUFHtcftD4CCCwBxd0sQdvp
ZaMr¥Y3slYHxm7TsVBLM1TkGcfRVAJECdKxrcznZR1J89FBB1XE+PjNd7sEgquOnhNjv5q4F6AuiE4gAkmwGSKimCgFATIInxH1K1bvJHY1AIMNdijaSThvhc7S7TsCvVo9N
OpGcwzNsORU4nU1Xu23I12mRub58rr3afTUpzPM/1mbTLdhmESMiogqBZ41Yzt51lefgepz9INe3vK1lgbwK8Dod1lEKWVUrBQFh2TIxPrcz3Mp4zL18ch5Yx/wCR3+S6bPMgzS
0tRVe9eI+XUZXu0sD+IEdSk7fymIZo6KGapubKcZ7AOLWARVNA67gYwzhgpvs/S07mubJK7JYtzuzajL/pCm42ulw3agGl+t1GINPSTQ5¢c1S6QD0o4DXb576/NMotlp2yyg

Lifecycle API Page 167 of 175



Intercede

B+oaclvMag/JBTJhsM1GaN5JidbN+I2dnl1PmRgqrlGnIop5T0/RBggcOuyodmfK18b2ez3NjmbltugjbTQCnp40AbiJIWA/wBOWUKkWrKhAiOY+pWp7yR2NAOGerodgtmST
Yahw3C7aWrOnOYSSpaCmpt¥2c34zgfgmprXv3kxC8riOVOQlGkTmOLMQZ6yS2WLWztZLEh7fNbrHuMO1XDFkEkZ01bG3pflDbDvdarSZMMkX2ha2WSIxCzfCwmxA219ba
LpOgul0Ig2Ksjtly5T1£3Y70R5LNNds8pMNUUJnAgImYcrvUf1WcCwE31Cyh3d2TCDn7JgAvEVAYTOCB1/ZMAUT7sqJDzUZS3BI+alFZ1MorLSJ8RI9SrPeVisagalEUroG
gSCN1FyMpQORsUVzZ5ImYhKZ9GNp2uDtRbncNwuuM0jH1Xm8Z fPDUPmc/NHM4ujto5)xytHLbYc3ndevRiMY8N1cOYrHIJFRRDOTC6SOSSYZJLHa7hpa+3/tdNvMtY7u/gt
OXxVBbHkuOWJIOmrhkGtu68+rXmGLO9RUBqqto6FgP97LgvPbtDDbZYRzqyqaWTcOKeKG5ybphdoOu220Jcd+wC6ViMexlymZXmtgigL3zN1dElpeWfEXj1sBfx9As 72yl
uiIUS10vDAexzXj95FCecu3yNJtsCLnvYLUVhibK6DGIjRUzquVjXvbZ7n0aHB5PK1ze+XUnZW10Zwtb8cp4hjdLTOxfBKySUUEPAOS570IzXIHZuqUO5SmUvgxXxELG6fF6AX
m9Uw80zXyvswOdlzXF7DYE6LM6dAvC7g+V]sWwx189XC2xIN3t3aMzhv0Cmy3iTfXzCmpxukij9w/wBoke7I2KI3J55jnddGdT5Ldd0fhImG/bRcnQ74561LdA5WOxhQNUJ
AkUaohoBQCgCwWRX0OxSgZMYgnKXugvmY02LmHfbgNwuunfHH1Yn2coYWzEGZnniQxOHvCQwuaNXNFtrba/VdolNnbulnDBU4 JwJWRuUlPDmJIDHSsDco6A0aTmXSNXPS8ADUX
aqCBINTixPs+fNGG8r53DRILAWI1i%ufz/pInLONFTvhi94byvIfKR+I/0X1vbn8MpTSvBLYtxa7j3d4WgeaQ5zKmbCgKfmnbnflcOvuQebcjsfNWLzHZNke6tmG0og2S
QjhtpvhaBZz7ButwfC3TRWbThIpGWmako3t1MO0bS2Sx1vly66+11iLS3MQ49ZLh1NM1sVHG582t10tzMMZabxPwhrLDUei 9FItMd54cL2rE905a2f80MiY7LTtbKOytOA
Bt1jJsR3sFifU/PDWdPHstp48BrONDBBBK2M++AJGTM67d7WOg6LM7475WNstf3fQAWFNFbtkb2y9u2izunyu2PCbaenY8PZGlrmggFoto4303mpmVxCyyioHx09S1u8t
x2MKIjNE2aMxuOh7KjIMJIiu0+0VHKb/vTva36K5TDW2 PKLBxPmdSUVRPQMMKE JpJGkWOYco0vvIUy)VqogqgOnbHI +RpN5NXAM4v5DogtOQNAKoy1GGwzNkDS6L16SZNneo
K1F5j+Fi2FM1BPKxsZgGlrPAeE27dLaXNt1d/4MrafD4oJDKS6Wc7yyaut2Hb5LM3mVy1LKIGBplEtzoPDOvOP5gsp2UVGONkbAXgs0dPXUopS8IRvMhsyxzHYyRJITMrcO
P5GP90ZxDJuH6m24ue/U/wD4uk2n2Yike6cWHUERVHAXVh2H4CS36EqTe0+6xSseyyGlpobCJgaAX0aBOLVEFZZzMrFYhdcKKaBILuFH2Xr9KvhjdJ8NnZPSr4TdI4TOye
1XwbpHDZ2T0g+DdI4bOyelXwbpHDZ2T0g+DdI4bOyelXwbpHDZ2T0g+DdI4b0yelXwbpHDZ2T0g+DdI4b0yelXwbpHDZ2T0g+DMjhs7J6VEBuk8jeyelXwzZkuGzsnpV8G
6Rkb2T0q+DMjhs7J6VEBukcInZPSr4NOJhRI1£Tr4NOJhROk90pukuDH+FTOq+DAI4UfZPSr4NOJhROk9Kvg3SECZ2T0g+DdI4bOyel XwbpSXRAGEAGEAGEAGEAGEAGEA
gEAgEAgQEAgGEAgQEAgGEAGEAgGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAGEAQEA
gEAgQEAgQEAgGEAGEAQEAQEAGEAGEAQEAQEAGEAGEAQEAQEAGEAGEAGQEAGEAGEAGEAGEAGEAGEAGEAG/ 9k=</Data>
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7LAEAQBAEAQBAEAQBAEAQBAEAQBAEAQBAEAQBAEAQBAEBkY10zbM6htlzZt2gqu¥YWokmpO0UjnQQCgcUnlpWrealTqUyjtwByS3rTyCAFYENLItVIjPKikyjuVT5algles5
tKkP3rXLuKyQJdYNoyIzAINRzgNppwONpcAICwDRWRz 74CUAQBAEAQ7imHM1SXZhCSnJQJ8tP4A5QERIGGE21Z2QTUjI80kpI+kFIgIIxzB30x0sq0GSx700HNMBNVGMMdS
pTcyhaUOuIOlxtT5zAWMT81MOKaYeS44kXKSNQO+AYgCATIAGCAzZMSn35V4ABC6JIHDsSHHe/0qCICleJT421iwt sNpXYAWHr+dK5julEBNNGQhsb0FrcXmnZMOJFNKUVU80D
WgCAIDOnpSZceK2UlyRbVZAuSogzA+gQCS8LxAuUGY2aS+skLKJIh1sUKgqg5eTUQE+g51xSXFoKSridtmHLkkkXBKgR11pSAgjD8SsKi2pDibVJISZt1ldxGgSeHKoHKAY ZwJ
rY1W4+y6sVW1t9ZS1Wptgf/ogLeo5W20vTICtQavuzl784DRAOKAOAQCMIDEZLjqwtB+4V29bLefZzgM13C8XW5MObvIrUuwtKWk3XBQu21B72tCNDnAR6sxy9P1JCwkKe
gjiuIOONRzrmP3wHWsDmhMp2spImXKgXCloBwgiiuVNQIDgcLxhkJDDU1LinbeLKQOM8g0aVvVZ1l/hnASTIY6worlUSSXCQC5ZaS3zBKRrXT1ALEjvu6036wz0e0LVDONTS1
fIJAXWBAEAQGAOS])7s41xCTY10Sg8tviB96nKA6GnCmlgrcU42tdbkIdXaLu6Al1SxUnav8QoaPLHCcOR8kBEKybUqQFBsgNSqgblFXkyrAXwBAZeIzDjD3CHF3Z20DgG/ JRIXA
ObgfhnftfygDdPn3ftfygDdPn3ftfygDdPn3ftfygDdPn3ftfygDdPn3ftfygDdPn3ftfygDdPn3ftfygDdPn3ftfygIPMFCeF9y9XC3VIWV1IKitB5ICImXxIuOfUEte+Q
60g8mROBAM7p8+79r+UAbp8+79r+UAbp8+79r+UAbp8+79r+UA081P1VZNe0SKpVtXFI4hUHSOVACXL4uK2KQrPK51Yy5aIMA2iVXaL3nAgnEArKvkgIDu6fPu/a/1AG6
fPu/a/l1AG6fPu/a/1ATbYsVdAtVg8ijULfwgLYAGPHY10ubMsYmtmZm3EvSiw08gSTr6eb08dt 6WznRQORGLGVCZOR4AWt 6mFuU+JzNxprlsoCaPCVOSX2H5hVDQgSkl1WtKeb
LugIp8J305SQpMy8oKrbSUmTWhoctlyOUBO+Ez0i1BcVMTAQMysycOB591Acc8JVRBOKLsxMICOOVScOAPP8VASV4ASuiSclPzAopSD7Dmul0g0Un2rUHWAS+kzohbcZh8J
tK7jKTQFgaBSs2tBUQHD4Tuh6U3KmXwn3xk50Dv+CgOnwl 9EQK1+YArSuS5zWvooCma8JXRIFpSph9KW1BayZSaFE2nP2rywFw8JfRFSrQ/MFXducl+VAB8JnRBKb1TD4S
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NSZSa8uvivJAXJ8IPRpZASUZJOYAkS5rMavoq74BWZ8KNnQmMUALM10OuUMOihLbktMJIVnmMi3AVEpe8H/AMpn0D/5¢cBTL+FvoChKwrEzmtavaH9Cokfg4C79L3g/+Uz6B/wDL
gD9L3g/+Uz6B/wDLgD9L3g/+Uz6B/wDLgD9L3g/+Uz6B/wDLgD9L3g/+Uz6B/wDLgHSG8IVRDG8Qbw3DJ4vTblxbb2TqK2JK1ZrQBoIDO0AQHjsU6JYP1pOzjzkxLifTc
tTD8yCXdFEOb4QCAkZZ5eWAy2uiXR1Te8vTFzRK/Fvz5WE1NURKgitBOUBqyvg96MO1U03vaVqUar32ZuVTKpg5XQc4BWY8HWCNTaN1 3hDSE3zPsuZCi2oqUol tXWpVn
ALzHRPo2txwzEzMgqYJg6lyYnuwaVBog2A0UdAui81lwhU8tpxtK+KdmuJJOQKVOeTnAWp8GVR1IPZ3x0d2U7MjiPP2zX0A1MeDfolNGsxvbpts4dpyY70WXb8ggIJHwedH1 JW
1S51SXE2LCp2ZVVOt0JwI0AINIBMCZMEqQLk9sG0gu+zZpSqLKk8NFk/TAINIDMDSNz 0wt 1JAV4+EGXcULdOUATh/Qf05NeWOnVudpbom5xuqqlPZW4FZUgG) 4NejCg4lW
9gqDotcBnJg3AZgGrkAHWZ 9F1drfDzznInvu+E7xWAOMEBNOKmM3S /NSz7 7ppVxyZfUo0yFSVWCE/4H+hKWkiVkVB5arU3PvU0Jz4j3QCh /gt 6EMTFi5WgTbtE3TauQralG
kA614TI0g6hslyStts7901562giacIdXXKkByX8C/RFKk7xL7RIHEEUPJJPE7YYCE6H+g])zTmykVoWCpCSX3Tmk0r20DiPA90JZ11lrmZIulRcrxbz6Q0MxgswHX/AL1O0KW2k
yOoWla8bryh+5wGAIMB8GVRTAP 9jEpCWU3PMAGObVxSeNJQrhWpQ0 JgPVWBAZESIYMXn3mS 9bLFELt PCQkit 9Rsyaac4DNS5PKADEWi9aZIWE /ANNIDV18Mc2f/qEzdU7
S1SKX14gVb74Czgld9+/zVxFK3N6D/L8sB3gx350mvO3+XAKLwycM+kNY JMBASCIOUt1KeOgT4v30AstIE25pMarFHb1UtJRkqv1S3aIDSOHrThdiMyCo0GbeuvwikgIdw
0/KE152/y4DnVK779/mriKvub0H+X5YDvVivyhNedv8ALgOdUrvv3+aulpW5vQE5f1g09W0/KE152/y4A6sd+UJrzt /1lwB1Y780TXnb/AC4BWfw2aCG9jiExtb+C5TdK2
g+bgISdIgIScOmwb6QK1ltCakciWhAOdUrvv3+aulpWsvQf5f1gO9WO/KEL152/wAuAy0szMvML22ITG6rUsNBFgl3hXFARgLIIDR6tLyFDrCaKTVKs2/0I9rgJjC3B1l1hNfa
b/AC4AC1iRWy4FmbfdA9w4UW/uQDANQBAZO03]k1JrUh9LwspVQZcUnPTMAOO0BWOKMHKOQHZWtViXM6ZmnDygCVxVsIUd3muJalD205001HKAu63a+LzX3dz1YA63a+LzX3
dz1YCjrhhM4VKYmQChCR4hzW5WXZgOjpJhpFRtaa+1L5fVAUzZHSHDzsV0esS5Ug2S6DhPONnl1gLjO0kw0a7X0S+eY5QF3W7Pxea+7uerAHW7Xxea+7uerAHW7Xxea+7uerA
HW7Xxeat+7uerAHW7Xxea+7uerAHW7Xxea+7uerAVP4mhSmSJaa4V3HxDmlpHdSYAEXNCIMkSO1lwruPiHNLSO7ywEviW7Xxea+7uerABxhgUgxMiuQ8Q5+EDSgXxNCErCpa
azWtQ8Q50VE]j1AEvViaEJWFSO01mtahdhzQqdHKAtL63a+LzX3dz1YC1JEG33A2GX0E+6caWhPnUKQDUAQFMxLh5Bt0zcNKOhIJFpgOODALIw50PBokwHGOVNbIsA/XSsAzL
KKkKr71lakinckOEBJAEAsSW21z9VpCihtKkV5GgxUQCysKmC84sTKQg5to2DZtqa9qlTABwlzaXbwLDTaI2LfFQU1IygOdUv3I09cI7adilxUp/y9wgHgtWIKbIOyEJUBSS
SPIIC2AIAgCAIAGCAXMS1qWTxZrPZQIrNtNcWGl/6fLGLk10vimavcgadjLmOvQitMVEir/wCt9oLDaQ4arpxERu8u2t8eE0IEAQBAEBlZzyMYS8881NJblUpCkJIKb1VFbw
eGtNKU8sAkxOY1IMOJaRNpS60Eht TSWwTbrUgQKQFxw7FVEK1 SQKQfbkZEB33dnBpWAKMMxknixNaU09zYTWg983pWsBAL4ZP7P2TiLxcrg3swKctW4CEVL19/WE1CRStWO
B/1+WAlla980TXna/LgDgl750mvOl+XAHVr3yhNedr8uAVMMNmM7yZXEX94AFyXCihRxUGTXfARRhuUN31i/EVIWVF1La286eL1gHOrXv1Ca87X5cAdWVvEKEL1S52vy4A6te+Ud
rztflwBla980TXna/LgIOYe6BTrOZSpfCg+KPFT/pQGXOS3SKWav38g5XC1BIPBFbTpvgxxe2pZ205496sX4gQpfaWighAP2YxelP41/GPHpvNyC5CW8 fPvB08mtnn3dpus
bcVebg+a3+6g9g0Z29yZTbOzKgcrAWIPROJOLTt1W6ekU/yedw/FFuVk8TcLY4VhyytQTdS1uNnnG+rXv1Ca87X5cBYxJONOBapx90D3D11v/ahdgGoAgPOT/hB6HYbOOYM
9ijbEywbXW1lJcqk68kkQC/6U0gXyyl9131ICMX8JIVQRCV3Ywlmtauy7oVE]3EBd+1DoF8stfZd9SAP00dAV11r7LvgQB+1DoF8stf2d9SAVC8IXRBtVrk+UnLIsP89P1c
BD9I/Qu63rLi97sX6+bZwEx4QeiJFwnzTWuwf8Ay4CgeEHOgHL zIxDxNgRtN1/SQSVKFdnyBEBcvwidDmzRe IWONM2X9e72uA7+kLohcUb/AMSe0Ni/1/44Dh8InQ4Vri
FLRVXiX8h3+1wEk+EDokpKVJIniQtViDsH81HQODxesBDII/QypT11lmMiNi/Uf8A3gKI3p700cS2k4iUC64q2L4ITaoVIrgLx+nvQllhba80ONjgtrsX/AHQ5eL70J1idTuGA
504 6HPRQZxVtxHIVY/WB/DGFo09XF176/fsf7cOFFKGOXVtIOVUHDQfZ1iI5WtaKVmWrK+EXweSyalxhogqPaXY5U/ 9kbxXTy8mW1l55RR4Teh7WScQQsKcUpSrXBwlROgmK
zdrTprWjc8fBn9KHOMadwl Sh31Iu55jXEm8L6dIEsSXnm8Pw7EKTEO7XZtJSsE2ggqPaSBoIleggCA+PdIuhCsR6aTsx04IsyLru0dxEzOyZ2GyzdK87SFCltunngisP8AB
b4P518y9FbUAQCWPplLxIBpWgSCIDr/gn6EtTD7IaKt1bQb9RzMA8aC3wa5451Ah+1roXc2N3Xx0r7PR1U097n9UAHWVACwggqMuoHUVN00IzBzt5UgODwWWIChQssLFbi 2
ejOmlOHNNn9FIDRHOXBml1JZbmplKyaFrrUplrxaAcznARbO6EYG68gMTc85MOI8aBihuBAOESAk1IANL8HrSheV4AmV1oE9Zr0oc+z5BARVAOZRx50L6x2b9xeWMRIC7hnVA
SNADAMM+DLCVpg9MAm0pIBSN+cV2c0kHYGAt PgwwQpPKTP40UQFFJ31yhHcYBae8H+EMMbvvmIONrBGyXiBRAomOXDMZ 5] SARf 6F4FxFULPO1iXAJ/tQ1SFjhCaZ0pkKwmV
gql7plHsqOjWDtgeO+zgELVCcR1gsKcoLAVK/dGXfyTp6WOzUfu+Wp/sNOeUltSsUnaOglyuJqyCh/3A6Rg8+Y0k340pZLSS1zE0OIIShAxJdAImoUBl3UpAIDWP8ARGL4k
XO0uLBKgzllFZ68GfKImNr48k0tuCH6MsDQ8pgY1lnW6DXb3Z5Z2dmMPD1g2i0b9SSxnwcdHZORL+GyL0zNIpawXjxHny5DOkWm8yxp09azvz8DDOgWELZD2LSK5ALAWh1D8
1sFraSUgO2LQVDtaRNafLPN1OuK+£f1sSXgj6ITgkgEudprMPOtz19gx7mlmeVDnGrgmdvQ4B4L+13R/FGcVwILAmmLgl 925PGkoNRTuUMB6+AICuUZbWoypCDONnvoRIBgFEF
wgMpGG4g2QtpyXQ5pk2kcOXMIBgLZhtcvIOTE85tFOBKkoS3RRrwAXIJgecvrhEbJZS8XwlhbTU3VCIOBttQQOquSANKEFV56REsmfCneu62wpSFgBdU2ntK2TNtSLgK10ph
2Snvg3hyZXEGAqgKSGYyWyFIZyNOMDxflisxpMTs71laldfebhmFWNVgMhns4hJd+UmNtbJvBt4ALUtaGzUGopwoBgObtj3xts5e991TTs6VgES5jFnmXjapxxhCy28U2bRN
URVbYBSuQzqdYt2q9yTuLPoUWg3M1+0gDJI2I0A0CqhGdwH/APIdp3K149UqaY31x4A1KFfEOr2RyrS60ory5xPYjvdaxivVnHUtnbm05qdSwLNLjxCuR8mEKK2 jXmYXpFr/t
1Z0vSrC2gS7iVLANgJQOU3ZrF4CO8RCO1tXzwwZzBMS1yL3GS2eyUtjIJWvNMYWrp6WDN3xz5gSz01KtbN9KH1LoiXbOhHaJ0JUg8NM4vinlLLgsW47g+WmxjjMwEoYdeL
611KWzsreLnVKTwijvpG/Y87ualU44JN1Trky5kCQIxdTT/AARNM6bY8drzgqCExIz09LiYamAV51vs5p9yk8AzBlito70bYskdrdtvCpODTzTDK1zI37acBoCO0kOPIprCtN
IzdRNuK8QmyZmafCXng5YQEK2SM7gviSVPpOVURETMAS 7Ny yXxMTOzDCxtHGmOhJgOXDUFGZ00idI21guKLnJktLmC6dmHkgJCRarIX5anUUiZrMEWiWS5FUL1A8R1US509TO
idaaYDeDBwWzCbSAxZVThVRa7gvK23MeeAOWFYu9RaJIxxbNaFSOL1n/AMP77931gBbGPLCUKMFKQ0eNCKE8zkBu+£fDT64COIMvPIYgX3t47koAR1knPdgbQFexxW1L3Lba
2/8/d/uenlgOLViLGzvmXGmjS8k20J7VPY1PL5YAS5iDglhmbcXZyCgolroaSUuWUBJTOKBanEPv1WQSedTIrkfYuUAZzLtTam6zM3NtucOtpCO+TMyyYCzYK+Pz300/kQHF
t2IK14hOpSkVvUS2nID/IgMmYxKXuXueJTClfrnQls5DTRmsZ2v803D0vu/wDBIJ2vEJ2YUVazJgfo8XUxngXV+pSs9udhBgYaQ41xGIv1lSajJP0fBQidLXpF41LcUSITD
HF1i0yWzkcm8j3HxOR] fzDyYmaW+4Yb6pdldOsnin3K6JoRI0zJCYOIXHk1ddwEYxGsvwz00twZIJULIKCmn10xMX1/Dmt0sTfccVLOy83NodXvUOshdgooy00yaiups3tam
Kv+CPRxzp5tXGMSYclGdnclYSm3bbWlgCgPE020dVAG6NojTzemSbzuW/ scbUt00mHbUggSRWocobet27PfEs1IDOH4uy01LTiml1BV5ACaXafF66QDTeE7Rhbc5MzVXHNgG
sNoNCrLizZrWGzR3DsOlpWYK2XZglfaS4gJQcv+kmnnhs01YAgMib6T4DLza8PfmUmaT2pcArVpcRRIOAudNaQFbXSXAGzs21itBUa2J13RUNLSyABOwwBSrUzCiglaBpw
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5d/ZgLP8AajCNrsb3drW2zYulgcqdiAZ62Y+Bmfu73gQCop+WemFFyWnEFt2JACPZ01i0oKuRR5YClufkmyS3KvoJoDbKujIlaalgd9bMfAzP3d71IA62Y+Bmfu73gQBl1vL/A
zP3d71IDPxid3h1sNMzNErg6jd3aFNDrwxW/h0dPasX5Y1JqUbeaWJRwpC6udJ2CxVNDrw+WMIelaNxqOHokYhhOzDiZRwI7V26uUH12R0bePNZi3b7Yb83JOTCINSrl1FH
gGT7r0+zGE+XrU4rG/UNImZwIDKEGTegALvYjutKe8jeHk3ndpn51TOAWTDGzEk6kpzR7TECPX7THOItG180Xst9eyEmhgt FSOw02NQmWdz8yIzijty9TWsfjzLWen5ZMody
zLTIghQSBLvakf3I2edal2ncrkYgqyEgbCZ0+LvepBDvWzHWMz93e9SA0OtmPgZn7u96kAdbMfAZP3d71ICXxJEGN3A21t9JPNx1xCEtKSBANQBAebxDoj0dE69]]jB3qu3d
vXs9UEWB40FRUJ508sBS0t940b00WMwUKQVhIAYy160rAXIk31IzbU041ASNXSCCcqgkkS/dX1SA7s8QFVIGrvI2AUoAQoK3etxVIWAN/bAUINT76kAIUutCqtKim78s9ICQ
0J3gXzAbGp/090rTL98BEHF1KCV7dKebgUajOpNNhn3QEkOYwDx7YgIUBzJVnaT4gal+gkA1M4jMMpIM6srbPjarShbeot KAhRWRrCVgV7rRHyzX8Unn3gpMypRQCEgKo
RQO9umz1pHPNpl6tMVaxpp4di6Zmin8TWinailViD3BrSkbVtt52bF2T9elc60zVTzE644hagqGxGSFHipkjujO9fbr6ebN3fjPmCW8BOKYcxB4VZsUAKHVPYO6KOntje/bZ
kcOCWg4ZuYK1UU2tLdbR5DsyDWNgl08/P1Hd+MeD2yc4qgTsln2ataf+0OLuVISFKVdvc2PIGsta]9VAcLazb7MmxQUPitT3nxUBFDTobtcnpparrr9iblS1uTdPLIMBLZg
tA32b7Vbt1lnT3vtUAvvkojatOYg6FggKuSApJlp 7WNRS5IDsVMMBWE2088U1g2UDOMZgEtg5QF7GM4W1pCd82xpksglSganhSIBuUXnSWZNGE7TvICgDnmaUgGIAgM6aWei
c2y31pk20Ud19jVB7VVEynlHmgOy81hd3sVsX0PtTedK59kd8AzvaPg3fRg/CANTR8G76NX4QBvaPg3fRq/CANTRE8G76NX4QBvaPg3fRg/CAXexFhxtllsLLtggEhCglp
EbheaWiN64ULncFNyXkp204XLkcQJHOorWkSrE6nbzpdZMyAWhKnBVK+H] tGtMgxzaex3Rr fpKVXLDWHUOtBFARROvVEyiYnSL01i8altOTMjNygTh42e1URe21dastgAKk
JIkRv5h5VotS33DHMG2INYZnFbZ2YzQ443ag06ZERJaNPTw5e+v37b0D4ogtiXsWUpHi1i1i1BIt7sh50vS3py9Vil+cf3am90+Dd9Gr8I0cY3tHwbvolfhAG90+Dd9Gr8IA3
tHwbvolfhAVzZEOFMOpS27cUqCEFglp9EAQZ7BrjtUo2gKBy IHEFUGtRWsAOTOMTtJRttUyM]jcghVglFOKwA31i0BC1TYbzqU1lKB9dKCAakn5FdUyiAATVViaCv1I5SwDcAQ
Hn5zG5J00pk+s03JFruFpalilGilapBNSCDTuFYB5ucw503NS)zZ0gmUdGRz5NwEvIWOv8EFM/ dnvUgDraX+Cmfuz3gQBltL/BTP32711A621/gpn7s96kAviGIO7uFsIdS
g9slpaVDzgUil96dHTRSbf159MF1+rSwlL1xBpwgl JF6Z2yWxJpBG8S2271Kad/tUi8X1zZ0mrbmOJUTUw0JIIMIKMe 6BUVNKKAYyrQ01JInnbS1J/T7bf0N4hKyaaTUvLEJO
agMkUrzGXOLXr7Y9P1/wCFvMEMpnYDZyyVMXkmOLVbFWGSHLazZ0rFa200z4u+PuGwJdp+UCI66cdzKzZnd7TOmgaCh5RtMbe £S80ts3LGVIWG2yy41lI+bV+EIJSL5IJv0O5X
b2374N30avwiVBvaPg3fRg/CANTR8G76NX4QBvaPg3fRq/CArmIkKYdS1t24pUE+LVrT6ICHSNVFL1ISV81Fkkl1+mkBF9aE+OlpWr+1VtKFU8xcE1EBNO40ooUyhSRpRkj /4
WFssZdJKGWC1dmfF1Ar5chAMOBAeLn5LoMOKLg3H1Ixfa7bYtqcVhNFql LwbFU7QN5/vpRAaCZ2TS1susby66t5avdkLazt6cz5YCS5E/LrULCI6CcWoAMOMEk ) PPIqvMQDU
tPoZSQ4gcfPeuWdH/taEBY5jck2Kul£SD3y7w/+ERM6WrSbeOXU4 1KKNEomD1XKXfOPPSRKQLMLMONLDTT61ZpF0s/bXSh4IDzM3MzzKv8AdVPQqtFBDxI7gXNCsYWrp6
uDL3x9wY151p7ZNPbyVlpcJIdXZocjRuusTXU8Spl7sf5V8e4dWrCqgulLUwpJ93u7w84sh2SR1VIjc8EfTWowbbkOkhp9xxKLU3yz4STyB4ANI1iOHBa27d0ccsZoPrcG8MvM
ovGTLLyzbQlreyKZ0in6fLpng57f/AE2GMRQ04UWZz SmQgWV1XBQINeyO0OVIOcczsx1tL/AAUZz92f9SA0tpf4KZ+7P+pAHWOVEFM/dn/UgDraX+Cmfuz/gqQHDi8sBUtzAA
107P+pAVy3SHCZtCnJZ/aoQvZrUlKgBdK2nLuzgJgxrDkqtU7aoUyII1yEB04zh4IBcoTmMImIA65w8007krQ0/+98AwzNtP02dxB0VabcvLpAXQBAeJewroyemjr0xhT
m8tJ3xyeUpewvDYG12fY04a9405wG4r/ZROIJWrdVpNEAMOjOpAZzy5QF8sro9KgLsruzSz4sqRaFczblnyMBd1xhhQ1SJpo7T2viGZzgQwDiKJI51RDocUntAe5810Wke8zt
TNKVrGodYn3Z0cNtxBQKpoVDU92kItMKZMVb+f5XNTm+03tJSClalWOB+6+4/B8JHO0xtFol5+TBan3HyudkludDZbTZQi4iaKhXLIke9/fEzG2dLzWdwx9xallWvJcDtM
ynb2/4axhMaetSO0Xrv5bUmMMmgVLQ9tvd02/nAGkbVtt52fF2T9SZMjhasi2+R1QeyKZCn8NYswIVLYag2rTvDQpoHxpQDT6ICWykPePapJ4XtUVpy8sBFUthyk2gbepV
JO0fB4K0zGEOAhuOGVgEPjnQbxAcGH4V7yY88zATclcNcpeh7hSEJptxRISZQHTuct JPtspdAKVHI S8VvMIvIWDASW7BCcLKkGFNSss1tDtCtPaBoKJHFXIDICAYM1 JHWXbNBa
OBOndpAdM1JgFDLtkDIVONnlpy8kACSkwAkS7dAagWJl79ICxDaG02tpCEOYRQZ5nSAIAEBXMXbBYOKKrTQIpdOV2VEpgMdtESEKPsyqQohCO0y5gqdMqUSmogBTk72UImVE
Zgs3W4csweeX74J1LrjM7aDSbUtpXCoCWgbk8tAIIYs43Ny86eCZUDx5hkXd9%ac4wtHL1cFu6kfXDX3czyg4d0EhzZJC1KJIGYU0OZOBi+ub6HNOW2K8x5gwlUbeobpAcSou
215S5Q03eR0Ocz06JI3BYTxXxVOoWpWsOJNKVIwg7MBIzpnrGkX+XN16WJI5rxK99rDHWQsTCEFaeBTk05S05HIScotMd0ObHe2G3K1Mth8s23e+1K1ArDu9uIuBOtQOnSsTFdAKZc
03/p8LL8LtJDzPjSQ1lYm1Vr21BKrcj9EWZJI1yQCAC83boKzbmfZX3Z280B1lhnaJC2KOBNUBYmMFg5WnMoOeXngIpwt SVIKUrFtCE729TLvFMADgcMUNRCsyTnNOnU1 70Cbk
k64sLUglBrQTDgHI 6BNOUBewiZYaDSGkkJI5qdUo9+ZKICMOub3V6rSOwr9Ye7+5AN07CfoEB2ATAgGCATIAGMCcnukDGMVXENt4GhmgZoU2hdoKC1VHM1B4ANOcJlatZztOoZ
buMYzMFKNragmikoBr59mPNGM2mXo48FaczzKyVTJTKwohxKORCgc6omlPazElrKmbNitGvLUM31iBBsfBUKApt90afN/TGrz2ZibuJLSFgcRejhORyr3jZRnkh2dJbmalT
MzqCUS7i1JcAChS05V+bMZ790yaV33T5g3JyMyklT4NCSWOmt c6mp8T30yjStPlyZup9U/kPSLgeNtwWBRUChbQZUz2RzMPOOR1c9vMctBkTSGMOBuOe7ATUDS1Du+fON
IjTltabTuXdtihSati7uzI8+7QVSS5P1zFAK2m0/w3fKALS5/1iy0rszYTXXUbAUOEBLIT+IpVRkKsyzItzOuQlzAG8Ytwf940rI8gex4DgmcYgq4ZUNIKS5n1X2P3wHUZOLW
8QIX3Z08+7wHTMYnbUVr3Z9w57v3wEHHCUW2UmtFJopPFzBuord/wDSA4ZjGU1SkXJIGSTxDLyjdzAd3vGCnIBSaaKrkf8MvASVM4qOyCrulHdz3c86wHDM4veQBVGADmMD
T11lu/OAakHZta6TJUD7kW8JyzgS01i1IDQgCAwukC1vV1kmgCedCCT3gljLILOOkp+Pd8lcIwOWSztprYAZ91KaglPvk5ZRNNal2y61ib2v2+k3W8NagiWbBgLSbGwKA3YrC
cnwU6SZ/dwXS1LVodw2pHMBtseT3sR+pLiWekrriZaj2CyM5LKcACy4CoKLbdbvKbIvPMOSU8eTnlLE18N1UPhdo4jx0QipuyV7nmDGMeXp5K91Jh6I4HIm20Bs7HA31zy
4T6HJoKWIWQYSPIKAC2CoUQ3Xvy4ICyXYxPaEOTA3enirQm8dwIsppAM7B74yvzN+pAGwe+Mr8zfgqQBsHVIK/M36kArNJIxPabKTmONKb1bYJtNagdlFARASKZ9DDYcmPZD
hs4AmwKoSDmitMoCjYdIszvLOmQpzrriWzugJFjH7cphg6g5ZA8x20/SAaYYndkneJg7X3WzChbfquRWA66h1ttbhmHDYCqlG+WEfvIBLY9ISSUZLNhVVFU8VnceGlYDoY6Q
UNZlgopaadrvrwzQHd]j/J9k8I8NFzIxpANtMTWzTtZ1W0px2hFtedKogLENOJVVTy1j3pCKfuSIC2AIDE6QS7iUKmmyRQCRArSnPO5R1ePbu6XLGu2 £7PNtzM84KoIUO
Sk1P8GozdpxuVx1wA22d94V/0lnF4pLnydTSvimUZpGIS6rSagpdTQ9ryjZDKItXS2HL+pE8al0fwqYxYSxygKm21R3£s58saY/Dj6v9/91kulPNO7UpzVUB+E50A9]/RE
xWIUvntaljOuMljeoSD3J4v3nd/9IsxDr+KLStu0lKhSuYyIz/4eAbZcd2YDr70WNbWsv3tQEIp+0P8A0f6UADLT90f8AQ/00A2NnT7Q/6H+1AUUTESsYyS5tHZx1tSxaCtsAcN
Tzb8sBJTzDiEvb28UI40rDfDoRWuz8sBDrOSqR11iqoFTwpyHo4DVvIWMNQONrBVBztTzzHO6UAtRMIWMSEO8tPJISWgj zhuAFKLOpCph+1ihQ+K7/APKgKOSpECPWKUE2UtTW7u
9r1gJDEpMgHrBdDpwD8uA7v8ga+z152ngTp3+1wFiX0rSFImnl1JOYUGQg]jO0UBayurgG2dx/wAg27R57E/xgGoAgIPLaQ2pTvtfusg5eUCsAkmcwiUHDayFmuTZTU/UmI4
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Intercede

heItbxuVT/SGRQKNXOK/ughA/eIrN4b06W0+eGYma398gKiffKtVRIB0Z8211zNMNEI5bbM7INNIQhZtTRI4Van6tTG8Q8ylpt059rTPyolUof4F/hBVzrGTpW8077Vc90
UB3f5YalX2F/hAG/ytaXGolFi/wgDEf5WtL1V7rF1l/hAc6wlaVuNP7i/wgOielzoVHG6ELOWAXCVKVTKtsOXGrAAFsrUKINAUwHXHIYJZaabUGkrdkJaWE20VyCe8wBZhVK
bamndsD9PvIDtuGUpuwoBbTYKOGg7EBa3MSrSAhtCkITolLSWBIQTARMIptUub6EBy40UEObclp/dgKwnDeO0gWBWc1ESKgT3ngg024Xxexhx0v8AEKzppXggOFGFHWVSaC
0exzoNB2ICOM1LpSEpSpKRKAGLgAfZgJomWlgt TdXyoUP3kCAtgCAXNWTJvUVbwHO1lw05poawHIlnJRpltbJbbBUrjtlnc6cz4rXiPkiJja+PJINLbgojCQCsPbLhPCNg5m
OE5VLWenKsZxj+XXfq/8ArH8tNLSWgVpS1agDYg3dy7izTU7LkNeca6cdrTadysllyG62TCCL1G5DUqoo8h4mYKr1YUbkpwdNJ4UOEPNAZG4ckVB+mA4cEn7CiyTUnKje
zABt INTYcxnAXS+CvIf8YGN1rchACThpkUOygLpiB5LZFbiQsNpgBY3okadnyQC7mEzpWVtCWULtoO0pxACgeGlallygBjBHw+FPI1ggXC5tAvofpRz5wDjODSO0uStWPEFU
e/ShsH/ANsAzsHvVIK/MJ1YA2D3x1fmR6sAbB74yvzI9WANGI8ZX5kerAGwe+Mr8yPVgDYPEGV+ZHaQwBsHVIK/Mj1YA2D3x1 fmR6sAbB74yvzIIWANGI8ZX5kerASQ061V
VPQWPekJ/0SIC2AICieBMg4ATMKZZ1ryOVAYD0i807RK31KuJs2j yBTKRRBAINCOB6WMI8qt fFKmWwNUJaKry/UCAa2v7S96H+nAGL /aXvQ/wBOAJVOOLm8v3IEBPLXIZ/B
+WAlt£f2170P8ATgDa/tL30f6cBFakrQpCpl+ihQ+K7/8ALgOhygpvL3ov6cB3a/tL30f6cAbX9pe9dD/TgIOTbLVC700NhRokgbAgqdaZtwEDiEoBU4gr7KfUgO1ifliuwT6
iv3tiat+ayAt2v7S96H+nAGl/aXvQ/wBOANr+0veh/pwFJIxGUC1JOIKCkZLSUIJBBPeLIA6x1KV6wVTTsD8uA7vOt8fVOhPL/BATRMIWMSE2 6pJ0Ulqo7tQ3AXMOVCA2z]/
wD1U3aPPYIBQAIBeZmZdCVtgWb7cONBS3AFZBVOAVEXSAzdurZ2JInZ0KrksyayaZZHx0ekALfKgQJIJydTxVEJReW1B7R5ICWI8IBmpv1VW60OVNNE1POA4Jkgt750E55mUX
3UGJI01gATIB/3ycOfOTXpWtMmIDgplshXsicBNLSJZ71ivzX1z+1iA4zM1DgUS0TqQa2GTcFfpozA0%ayvvX/ALtME1wBltK+9f8Au0x+XAHWsr71/wC7TH5cBzral96
/92mPy4ChU7J0vr2yFlkoSnxrLgSVVUaUWgcoChXUwWsMy6L/AHYQzn3GtEWEOowlKOrTKUWNsgEugqo+g2Q0DG9t+9c9E56sAb2371z0TngqwFUxMpUw6EJduKFBNG3Naf3
YCFJBRVXLVcUBeosKINO82wBs8NuKt041C1R2Csx3HggAt4YQEMUgELICRUuSyBlpwQFrb8ul0gIlbaWhAOS1pYA+0JgLUTCFqtAWP7yFIJHNIEBZAEBIK60YcrFnMX496dbU0O
qhoKKS1BPfW1I50gGU4XLpud43TcACC409k1lGsBWcEkriqrgryDigBAMyOmxLEZbug5S4rUpemnaJgMR6Z2Q1x5xDrYS2pYUN+KADVXaTbkT+6AYDE2pHsdtTrRBsd3xzMK
5g21+iAkJKcQLUNOKSaV2k2smttDyOQr3+WA1JGe0S21UIvgdxyoXkLezp30BuM6421LjKkmgz3x0kaqltBrWgrAdVITigFTK7g+5m3BkBQe5zrzgBMhN7Ta7NSFg3Wia
csJgD2QONDn50CcujESWANSuUOuUAKLIPTal551AuQdDANIvmHV sz JKLUL5KO2NSAcwOUBe3KyzSr2mkIVS1UpAy7svogLYAgCATAGCAIAGCAIAgMGame khxd+XQyGsMDAWZ t
NCsuUTaP1lhzUVA+LyArWA40rFy4drNuobpwkIQVVpz 99 98AbTF6KIkO1Qpbk2ArS7/hTTnSAPpXOY1lmhE4ovZBLai2K5¢cf/C89kIChbiTJISRVxa7qFWKS1S6v/AOINTHAGL
WMAACYWnXKiMu4d/7rAcLuNgV2zpyrQbOv0OCsrASK8ZCjSZcKPcngB+v2JAWSysSVXept5rIUsS2vPn/AMMICaH23Da31761e9DbROXk2EBWTLJI0x1 7LXxXxbOXLPXEBOZzDQ
VacYeByyLbPPTORARC2bIOMWEKIURUNtHNkPaO8wFqipKSpWJIzISkVUSy3Q0DvPiICvemBT+2XeIOHAZzrrT2nyQBvLONXL32GEfyYA31nXrl17WnYZ19DAWIK1IC5GKTKgdCG
WyP3MQENu2K1xh4UNDVtoZ+ggObyln/bL3DrwM5f+GANSZ+WXvRs/kQEOL2nteKzC6a2tNH+DEAXK37YVnX3tfFuNoSnzpaQf3wD8AQFM5XdHga2HVRONPEDMETAYCJ1J
UtG8BQOeU4VFKdbgkN1y0gNXCcRbmmIkXW1Pt9pLbulNPFEOT/CAsY15dy5xxtK1odWUKIBI INaUMASAEAQBAVTRI1NiM) YrP6oBdcpKty7j 7TbKEPbIXjUpAX2ffawFCM
GTtFPIeKNrSgQ212cuG4orTKA6vDMStgi LGEFNUKCVIbQrIBITkoEZQFgk2rjKpS1FraSHEISk3XGpO0p 7mA6GWHUIZbmHIM3u8RWE1gbVcNEGCkBA1fIFKk7s1avNQsTme8
S5QHBhmHAAbG1112E/hASVISKulLNHIMhONnmgB5CGZJIxDSQ21DarUpyAy5UgOCSklgKUw2pShmopFT9cAJw7D0dmWaHfRCeX1eSAG6QRkIKUVLEGV31CSF4QE2peXzILLaW
TgXWgCtNNO6AsgCAIDEFxaemZV8pS6A2UXAKS0JnXNDSxT6YBCcYJN705byam50TTmgQDzY rTvgAYhNOol7jr2gwuloplSiXO0AkmYxBto2veYWraDZL0alGlvig01lzgO9Yz
19G300KkiuyXbnrlsqbwHUz8+tYaS9Vz2tfAqmlNafgaWZalgGtlj4SEGtLV1bnb9P6s/VAGzx74RrT33PudggByXxpaXEbVsoUCES5017/F90BDdsdW3s1uNBKuFVgswk
5GIWtYCTc)jQfIXiB3YdgpS1tPIWrVIC5GGZzSAQNEX8yVHhY10Z/VQOB1bNbQudYVv3EW91jQZ/BeWA71fMFaFOT7ywg3BNrIzoRyaHfAMbRz4y55m/UgDYOfGXPM36kAbB
z4y55m/UgIrlVrQpCphyihQ+18/wDBAJdEU4BTeHMv+n6kB3YOfGXPM36kAbBz4y55m/UgES55vGEFKpBwOgA30dKUknK2hDZpzgDD+uVbNydCWgSraNXJX10WGqUjOotaia
00AgCAIAgCAIAgCAIAgCAIAGCAIAGCAIAGCAIAGCAIAGP/9k=</Data>
</Image>
<Title />
<IssuedBy />
<Number />
<Expiry />
</SPF10>
</IdentityDocs>
<NACI>
<NACCaseNumber>12346</NACCaseNumber>
<NACICaseNumber>12354</NACICaseNumber>
<Check>
<Type>SII</Type>
<Status>AP</Status>
</Check>
<Check>
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<Type>DCII</Type>
<Status>AP</Status>
</Check>
<Check>
<Type>FBI Name</Type>
<Status>AP</Status>
</Check>
<Check>
<Type>FBI CHF</Type>
<Status>AP</Status>
</Check>
<Check>
<Type>NACI</Type>
<Status>WR</Status>
</Check>

Intercede

<CardIssuanceApproved>YES</CardIssuanceApproved>

<Comments />

</NACI>

<Photo>
<Encoding>jpg</Encoding>

<Data>/97/4AAQSkZJIRGABAQEBLAESAAD/2wBDAAGGBgcGBOgHBWwcICQgKDBONDASLDBKS

Ew8UHROfHh0aHBwgJC4nICIsIxwcKDecpLDAXNDQOHyc5PTgyPC4zNDL/2wBDAQkJ
M3 IyMjIyMjIyMjIyMjL/wAARCAFTAQODASIAAhEBAXER/8QAHWAAAQUBAQERBAQEA
MUEGE1FhByJxFDKBkaEITOKxwRVSO0fAkM2JyggkKFhcYGR0o1J1icoKSoONTY30Dk6
magKjpKWmp 6ipgrKztLW2t71i5usLDxMXGx8jJ Iyt LTINXW19jZ2uHi4+T15ufoberx
AgECBAQDBACFBAQAAQJI3AAECAXEEBSEXBhJBUQdhcRMiMoEIFEKRODHBCSMzUVAV
anN0dXZ3eH16goOEhYaHiImKkpOUlZaXmdmaogOkpaangKmgsrOO0tba3ulm6owsPE
+111gA0000AKKKKAC111gA0000AKKSkZgBkngUAKap3GoQ2gsXbkdgb7xT4wtdDt
15JHmabJsP8AEjVS5FL4ujhB8i281R0OMJZY1SExvLI215pCOnynFZelkX7NHODY 6v
ryoe09ZK7i0IX2FQf8LN1aFiPsOUwHYjFUg8WIO0pHrmaK8ssvi6WmEdSpeAerRNm
11igA0000AKKKKACIFFFABRRRQAUUUUAFFFFABSGlpPyoAKTeAcZGEfrUc8ywwSOx
3zQrj0rlfE/i1ieTVTFDIQIxy4B4JrF1dLGsaWtzPvr6eW70gXrh5nY+VGeQo+1YF7
cClVC/I6jrV2RNzVt78I+STj0zWrGI5185HIfsAa56Fd3GwiWrONrMpDxydO2aiR
Bol181Au32NUJ7wSNt86RWIVSF1JJJTs11dU9APprRhWFE3KCx 9WpoTRG6F401 /QJEW
BJ6fiWim0YzpJInl0JARKEEfWnCvCEB333UvD6C31VILg0cjaC3zxf417DoviHTdd
KKAC1ii1gBM4HNUbzVYLJGeUMAO+KtyssaM7n5VGTX1/1jxFNdXtyhnJ2HCRgeCKi
I206NjFcl2z0jFIel9PGCIC3tiq0t0ZgcnmmPMZMgx5+10eUwJ0eKVr1XE87GUbO
JDAFm20vSr11M6yDeCT6CgEa46DDUlriaN/lcg9ghg5adjulexTUbYk800T ) gDWV
5qu08kD7Wyp9DVCwunhYRgSCOhrpIokvICbhAOgGHBNWIBKLZkm+gXiYnJ/u8lasr
5pV61zYtIBKh4KE8/WCNZY1GVenL+nWp40e5xLKxUjsKpRaldme7fDndnx+J5Bpm
ow61vT130ecLHQgUtA6UVsZhRRROQAUUUUAFFFFABRRRQAUUUhPNAGL40ovPseg3LK
kC2Z2dS4YOPSqzygrkyD6EYgdbcRx4JAz6GkaFDbsCw68DFZ2sa71MgES5Hep44zn
O0mHSgGGOVd/skMPugln7U2VFH1Fvok8gO5GIFMmOiaHhkbFeuppIQHKfpSTaLFOg
B1lU9%a0HjcXAR8neOleoW3giJAGbkfSsnUPCsx1JGEeIVBwcelQ6hapHFP4fugA6L

Lifecycle API

COwWLDBgNDRgyIRWhMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMily
AAAAAAAAAAECAWQFBgcICQoL/8QAtRAAAGEDAWIEAWUFBAQAAAFOAQIDAAQRBRIh
QORFRkAISUpTVEVWV1hZWmNkZWZnaGlgc3R1dnd4eXgDhIWGh4iJipKT1JWW151iZ
8vP09fb3+Pn6/8QAHWEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBgcICQOL/8QALREA
YNLRChYkNOE18RcYGRomJIygpKjU2Nzg50kNERUZHSE1KU1RVV1AYWVp ZGVmZ2hp
xCbHyMnKOtPUldbX2Nna4uPk5ebn60ng8vP09fb3+Pn6/90ADAMBAAIRAXEAPWD3
1TkzLIP1UcmvO77xHNd1Z7+doYm5WOI8vIWU61iSONIwujO0uXxbHuZbeLcw7McUkX1
73x2QyfP30Q9%9av5r57j8RyRKIred1D+zVs6£8Q9YQOBGUVkPS8At jmmgoW4vZPoe2UZ
ujtfiNoNyVEkktsT31QgfpVgpEhwkjsKKit7i04hWWGQSRtOYHNS5q07ki0UUUWC
WEXNcHgPjC6LPOht45AnJIdnxUuSQ0mzvywx1rA8Sa9FpWkT3G71Rhfdg4Z/HepST
gs8krkHJIPDH/AAGTULwzxAgG8DgVkSSERLJWWINtERZOWOX£§61GL1IE6Cct61SkuTI
cWzbglie3IWUsRO5rSS/t71B80oUnv61lgLvmIWYkO0alUpCPlVmx6c4drP1XQ0uzze
2kM9gDlopud+vaviWEDnxGOnXNsUSN1ddPLm6E+xrw2eVipIxwOgrJkud/NCRBgxP
thNY3Cv/AHKPDLORW8aikc80otGrmlzTRzSIBWpItFImloAKKKKACL1igAooooAKK
bshpXZ0utfErTrYyRmF5FwVG09eS3+0G6uZWjdlEpLKuTjHpUU87FD5gZ0c561ny
Kr3bfumAgVoy3TrUEgOChSNWgMyAbVdu4 6Z2g5bHZGGPVuajakEo20xpzoQgAPShisS
L511MQ4IIPLDpUNnh3Vgu60U7ZMcN61PrEsdlbbujDrisVzJ2NnZ2qg4K0k8e5Sjk+g
mOORHGQT3cdKoXkEVo+c7hnG4 9gpPdyLggTn+HHemldEN20puJdbUwZY519gx4PEF
or50pIuVPQS)/GvSs5r50tVSKALm2naG7g+aJkONx 9K+kfBviBfEnh2C8z1icDZMv
cOUIFfO0l17emSVnMnf5j3r2b4jatBaadNG7EyMmlFz0PrXgYEjyvsCsScPjjmsZom
GOnPoKmsrSSeQBVyOnSugsdCVEDM2 friflUp20inSb30YWxeTkJ1 6DFUTNRJI205VIr
DxjP009qV7FHIH2VkfpSPYmMR1 fSvV5 FCEMJHA2Nn6U1PBUSkJqTTOqT7FH11VZTRY
gVraVOIgba7UiTHymu7t7NTbok0eCo54g2mjabcjDW657timodQvk5UeU61GXB3L
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]
PSsqyzuxWvEzxXKjsZbRP1gdFIgGM1ZUAIigRmPB6VKKg5z0gZASKpEyZKgzTwaag
kOWm7mJIg6HyCSK4S+hADSNtYD+H1 rObUF3RH] jHevPddhvvdlYgDt60luadDmXIi
AA55X8a6I7HPLRITRNSmMOy 7W4IKvbOG4PJAPJr6m0y9j1LTLWYj /ANXPGsg/EVS1
AUUUUAFFFAOAKS57x7K0XgzUGX75XA/0unFcp8Qgf+EMvXXqgBpPYD55uFUO0zCMST
2He3JPrXBxM1zfJECSc816Z00Iit0UDHFclZ9Duox0udFacEkCtSI4P1lghYjIB4x
xTd1O0FNEMF6100gNcA1KDkVSREMIQPS0znNSkgDHUO3I0ofkJNKXNI3Ap+5£fUUxyC
elYcuovbysrH5WAror2VbjT/ACwcsp32994++GI9C+ORzXTTOerozrfCrY1W1CcEz
KACuT+IrY8D6hjuAPlrrK53xrbC58JX8Z6bMOAfMNABhI16k7m+1RPKsUL+p6VJIf
XoV85j051T1ImXgz61xT1kelTO0pog3/jC3tZGhgIyn3n9aqw+NtuN7kAIX0rwg9zI
1LGXkXygB948Cubu/BFnESOO0IAPRXxT5dBKSbsel 2HiGOvVXy51LEdCalI51fkHi
KonGB+NXGSMpRs7CzXkVsub6Rwo96xdQ8baVYEhpw7jsKzPEH2m6UxxkAZ67q4/8A
Iev73NdLYeHVvCFgimOaObHfcDQO+Z7E2iDconxXNM3cZ5GKvob4uhKBLncCeMtWzF
VrU075IzEvKLyADNnj 60mrxfaNMmjAzuU0lcFozwAXTqHR2+f03FZ82zNBKS4Gew7U
L7T4s8px1EQSLN2r6NFb0z1mOFFAOrYgKKKKACi1iigAooooAKztbhFz0l9Cf4oW/
WQYX941irwWPOO9ZN2uaxV7Hb+DnNrAryggyNsXA+9Xottc7LaMSW8LSAkbnG7+dz
delK6W3s5Wiz93AHH41r6haS3beUy/J1Agxpfh6BCSYwH7HFKE771citucLgtzrM
PJq7a6Hb6am6FVy £GGbOTIBXRzKxgqT5r3PM5bQ2EZzW00ZG5ABY8/SrNpHYW21TS
+paZzaafHPML1wwBCROWOPoKvV2mu6RezxW6200hpDhW1VgB+0a0ONAOg2itEIjAY40
0Qf8s0+T+JrotOMcGoXsBIUTESRj6jpUO0Ll1A0YLDznINFrji7bnnOseHnh09LpAk
U64FAEGrWMK173TPOtP8S67pFtbS6tbQ3FrNyH8sZArutLbRtdtzJFbwMx5Z2QMEV
TagN/gtwx1ls702BnUBS8n3FyM5rclyl11J8nJU8+1QJbKIonIG4oN3HX8a0ZW0Ije
tgbM6kTu/gtkeMbhW7QEKa+gRXz58HzHF4vVVMXLxXMMVIBg1l0030cc9wpaKK1ICL
/O0vS/irpH2DxDNOg4F2d4xXKaRbIslurH5ncbab5asrX02hG9j0+yCxLCMcKAK2cT
aqCfbuP9JifH95atedqWwBGts /7TONNWFyMuLa7DkE4 9zUNyoRCTg+xgqBpNXIP7y1
HQVI2jQt0ZS0ksi87pWyaZ5bCODIJISPgP6VEZoVNWOUOWTNUo9gl5D1CDOIXWPp
IppOgzmkMuxo5T/HGcG1iJM91/wDZUPVOaPsxHKsQKoLp93Ef30gTBEf7rgEVJIslUc
1C27puAkcYQE0102Q0Ku0i40j063gfzQGkl/vyNkilncgHO0aivkvC9zhPiFbiTRQ
nBY7h7VIHV5X8NtAVbhL9k+VY/1PvXgneu6l8NzzK3x2FooorUyCiiigAooooAKK
23krHG4jHOrz68kp2PVw0£3fMdVGeKvQPxVBO1W4Tg49652axNOD5] 1xWhHGExgp
as21LPMCRznvU8M/2hnncZBPGasWnltccgAM1KOnVI6ebT4ysK/SrjqQKZasgRKfa
kVAQAjOKuLuYTvF6kIowPepSADTCwpsi5GxI9%apXD9at02Kz7hsnisJGsUUbuMTR
1zWx01YEGAK3KztLIEYHtWjXgqO0fgR4tb42LRRRWpkFFFFABRRRQAUUUUAFJ2paQ0
EQ9+56uFmvY8pGDtOPSpY3JYVATEGIR8EVhIOidDZSYxmtmOTCiuesMlQau3F4La
yJz+FU7S5vo7hncl0J5RulbpgyCAMSgWDTd2cKOfWixgSgxp6frIaBVbgBVxruVv0
P5gVXxOHNChYmVS+xSZGt5M5+WtC2uNylFJ1iZCpFV4AOUMzPAgX7r0J£fvrU02cdO

Lifecycle API

Intercede

0600TEg) Ynv71NHgDeYACMEW11Gxe2mZHGCDjpWeg2uD/CK3TucklZnUW10jAKVE
eZHOkMO0600JBLE]j+IZgqWuxO60N7hRRRTAKKKKACiiigA0000oAQNFHXFBGRTWYKp
YYH2+bngEdSaw4Wt 7BNinz5CcHA4 zWD1INUWLDRZGIklche5J/pUtzBEJVht 7YyMD
gCo7TWL5QMcVsWkG4DOK5JO56ENTiWIMC3IrUit1GO1JHFt6Yg7EnA6UkgbITakKxH
J2q652fpV0IMIqlVAY8U+RMh1Wc TNpgJO0Cqv2VoiMD2 6V1TQKelU57XDZA4qzUz
V5T0aztzfWoSZbkrH1fi/wALDzmmiUZrzS6spIWKOuCfavorxHaefC2AM/SvLdSO
ZYh/HH/UU7SdVHkNayEEg4XHarlFvVGSk9j6R8Fabmg2ITOHUcqTyK6zNeI /C3VY
HryXcVxGRkdgliMlz/jTnwned /uOm9APnXUZmLPDbPtBJ57sT61BbRR2EfnTDAKT
I9xcgvjA90hrLu7iOFAXw24YVT3/AMKOtADSzb379R6VhW20qgitTr7JMgelbUCAD
P3SrMmKOalXpgVCDTwDVIhpEpPGOOQuUPWNHNMI JpsSGeSuc4 FNdcDOOAKmpj / MMV /bt
baCozG9qcDsRVC4sNLeb5XhY+gYcVLjLoxqUHONcSINGskZyr9DXPeMrT7Ro7kj 1l
+9cxaxPE3HJA+tPkiMtsVk/h/irgpnNW3NrwSu/xFpzLul88EgdAf8K+0oxXz18I7
1IWjVa9TfZXCjgYmHO6UAfHugt 9nmdAc7c5+uawooXulhpM90xrZ1dSdSukP8ADMw /
fhnTktrCz3Iu9VDcjPNbZtSik4YgE4rhnJdbnfyvYS68Q0SafaNK70FUcLGgFchdeO
1peHUdSvJIfKU1IVPBPbgc4g3o+j3F8ulRRuwubgEyTo4yFNelDwxb3GJZIR5pGGI
SPAC6gbznJkJH1100s6RZz1pZCS/X0elZ+nWyta3yFRgRgYYckZ61g7NnXdKOhgW
OMY9g2Luwj8hnRcPjOfWoS0JInJX10aOn6fgk920tswiW8v1igEYjelZmo2Vtbw+SYI
Cu4Vo4xyFPUSrk4jeW2p615EkscUDD70xHLe /Ne4RWMcyCOTDJ6NUqeGrByTIoRE
eutFtZU8po02H+EjjHIKgweHodO1lWazGwjqo6GsamjONLxsTDTYtPMtxZgrdj7u’
588+J9NULPX3+1NvkJI3FgMA/SqTMEjAzxI09d/8AE3TSXUNOBnJAOBXAX8Z 8t HXi
11gA0000AKKKKACMOUISOXxBFPPpOhoA+SfEWNntbeI9ThY fdnb+dZNtaNNcQEfdWQZ
cdCPLb07VjwAKOA6+IWYbMGZpopZIpG4JB4J+naukK51tMlxpcR+YDBglFp6oFeS2 £
T/gJNULm31CZP3+plAP4YUx/0rcgjTdzJ1R1TcJ2Cxs00eTUOWMBZ5D+9m2gp/c]
MZSFTWgzEjBFVEFWRz1F7xh/YEe81uJCAd8DE4HATOrWgkt 70ZhdHHcL1phQCTeBz0
C+gb/ejrXQwdy35C+5P1p31g8YqoIdWbrfiWw/wB2I0CyvGP7zU3wOyIBUtXEmyab
5HzKleP3DExopr3HxRBO9rOmZeu3JFeNalaeVJIFjgxpwlY6Zwuro6H4a20sPjKylQ
KKACkNKaKBH1vxcsRcxWT45UHJrzOztDcabZ7fuxfMRXsPxBj81Y84wIyRmvNNEL
Zg09a8KCnEQTsRLEXHNRTW/GSK0doUVm6jcrb27yHjAgq21YiEM3ZHP6nMInZEHJH
rErI0OfBArvVLQ4py94078P3jFWU2sBk4gBVUgmopJvKGahaFuLkaCgg+tP21DbXIdc
yI33SK8rvrHzOWggK4P2gr07V606gocIxXI3mm7PEShNgbGOSMd 6] ZHbTtZpnovh
Acb43QZtnI+V1ZDmvONMO6a31J5HGI1ia9W8X2ZutHZ1zui078K4AdEYW6MT7Z2J9q8/
LBPzHpSTsN67mnJche9YOr3HnRsmeDxQ90/15J5ghM51I12z3g9xxSTuY73E10hSOE
/dKST+Qqt ZaUkWGY FhiWz FAGQFVGKQzMG4 TmBEmMr i+DGVnj JxjGBW+LYSqA/3gkCs
IMY4pM5A9a] kkx3aqmzGK1IpmwCO9U2Aap5W3Gg54NZN6G8URsAHQECE4qull5ugL
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LjKx9KulIvmzgvoatFdm5gKFG5S1y3NPS+ULdgcVpVSO0yLy7UZ6k5g7XqUlaCPLgO
JP0r0zFZupaPZaj+8ultzq0o61l1Vp8yONgNXklgeXyc803djFWAShWC91ljQEIGWM
r620eglBXGDzUpZZGBHasW90ucsxtmCOOQ1ZSa5f2MxhvbZo3BwrgCQaljgWgb6H

Intercede

82LRRRWhmFFFFABRRRQAUUUUAFGKKKAIpY1mjaN1BVhgl5vqtv8AY9UktwNgA/JIn
IWYfLmvOmrHowldXN/RxvTHWoNa3CI9GM7Y1yR60miTBHGTxmtbWLZZY14A5XBNQ1
dwxA44rUtY0U81lclxN1g803098HOWtGO7THGWkzI9DTdylSbR2brmP5SM0+BBGNrNX

L22s0hZGnYE9AVqdtWt1Z2Q07ZPtTuZzugzpiBjrmmFcc+vQVhJrMSDavidGPcUS5/EVtL

GuWkGB2HJIp82hDoyRtk459%9aqg3cgijCyDsearQXzXuDHGwU/xEYqzJHvtth50RUSdy
aFixAMzMxAwWKvggmmVBOJrPOuOlvrY3UTbTnao7Gtgx094H3ykE9g6aNKV1c561W
554wtPs+qrKAPLmXJHrXPRsCSDXo31jTf700p9igzRncvgK8zcmPJIwedrhrws7n
oWGatSridlH3TURh3MD6VKbRVESS5LZRQr0Cg/QVsSRRIB1IXP1rES2dTkfzg9CsmMZ
/728J6xp76UsemWiN1YYwfYVNHuxzUo4zScrmbnLuMWBE+6AB2AFPCA4FO60JMEBN
Q0rShK0dxcKMA71U+vagpQc5E1JqMS/oFk+naHZ2snMiRjefVuprUxSAc57U6vVS
0zxrmCY5/wB1lvSvS65rxgA2jIP8ApoOfSsgiuncOpNgSsedRuRw3WrMU3kngl TmB
HceuKrvIWcYNX4BkZgoDexLHAE65qwkILcUgAYGamRcVagkc8pCiPEFKVpc0ES7Um]j zWjRRvwO
zSZ20zVW5v7e0QtNMiAevithXewnJLctAOEl1y134zgQlLSEyn+8Thaz38aXuSFhiOe
wVvKTu59BXXRwgveRzVsQ/smPg3iHUdQINIzIXVn53H)FXiMAgkAr/DXMomklpglu
XNN3RSVyW3LRmrpHnjpzTI4QTmrcaEDAFebicNCrHVanbh68gTsmUtjW545g3FJu
L8jWlhwnJIxV2ES5Gai+wMTwKtwiWrR4JIxWTeolYsRAM4gV2VELkgAetR+ekXUcVVm
uHw8aegPHr1nN2Kattnyv8JzXa2cwltY36kjmuGJI2yE1PBqVxZzKwc7B94GtMRSC
yN74gu3JESqgi/XmudvHe5JacsW9c1dZQCe/NQTICO1levCnCPQ82c5MxpU2EKHAPD
dzHVUgtCH4AOWICSujIVEKSLGGx+8B002cT2¢CZ6+X8r fWtLXbAYMW7Csaxi+xy+W
0Ylziuet7gg9Ritg3uNwrnnE6IyuaCg¥6UirhuKSNsipVPriuSrSUlZnTSquDumT
S8rSMEQBn7gpyBUsVuC3z5DV1Sws6ktrFVa8kKa3uOUO5y/SrIAAAFO2BUxSEYFel
4+zWTyLwxdVH41styGNOm9uLO6YkMgZuPpXe2mrAqomI57jt9abKG2NysRZTkKM1
qJdmrRmoo501GVY fnTgfpWVrGiaH0UmaM1Izg20NkjkZ7VVuNOaSAgZIJfK6njNRXFE
NKxzylgdRpg5UY6VrNEAMA Qi pMeYVNasy4TNYTvzGsdjHvVIVZYIGWOBXI6rYM+nG
5rHs20h+Jns3G63uTtVuwNda8AOOOR1g5PUZz1itDFFuQalUpitR4gRwKgywYA4NCkS
fPmX9wfLtolGXZj3A7AVYyVmMoK70gqlHnaSE8R+LAN8OypavIsl9IDmAn7n+057Vzt
fUp3a2CggBVYoAMeiDsPrXnfXb01j1gWXSqv3Szr/jO5spfNOULZ7DubJzv9Qa7D
ohl8t1RW59SKRggnBBxjlpjHiuI8BeL5dTQaFrQRAWgX5JV+7MnrnlrsmenKtjIr
7VyniJTceINEth/z2Ln8KgD1B20ts08uFc4yBg05/mPHWnYAiGKRvkUGsXrIsiDb
eyT6D9%90zXg8Q30dsir9RV4adP7p/0sdIVMQOBmMo InviWboQfQtVWUJutVIW+/j tRRX
DO70UVSBnLeO7aE6YZTGPMjwUYcEHNbdgxudM06aY75HjG5])3400gmRHYeQO0eKgl
4kchgEOkur3cDyMOUYyik8A10JEWOC8gHFFFeOfYZfsdX4ZsLW708XVxAkk6L8rt

Lifecycle API

OVxL6tl1Afagql0xyeOlTfcjATgVW1JILcGhkIYoJGTUMrbQcVOzAJVSRWSOPCc4rN9jV
OupoRjaoUduKfSAc5p1d6VkcAUUUUWC11igA0000AKKKKAC1I1i1gBKQII/nTTtQOB
fhp+7YviWUpinX69K61i41E11CO1chuw6sK2bC73ptY8VyyOlbkLYLGgOn1tIAOStNn
KmtIyYObsaa2sRYHyk3HvgVMt jA+Mxpkf7NZ0UcwO4SEkVehmnHBx0r TmR1KUuUSJ
0z07ZHO+3AqupyeadK+5giZvSpkykgkYdKy9TmaKxuGjBeYqY40H8THoKuvJgHlr
53 zXgxMmloopgFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAMZQWIIyCMGVNVEeinTr
SU+40V84zXnS1i7npp2N60QSgHVViFATz1ismOmGdueK1lYpwGXnpWbTNU71lvywpgWO
O07G1lW1fDYqy544gnKcnNQ2XHUaxqu8oBIpsk2AaggxkbioVytmXtOtvtl7sJwgHc
RQAUUUUAFFFFABRRRQAUUULIBMArl/GzH+zIgMf62zkZql4rlptGOp31i5uJoIx/Wy
W2ASBXn05X3PTkiaCc7uKlLeb0Oea5s08bAcl10212M/M3NXKFw] I6WN/mXNbELgqg
5VHegDXgA4I/00Li/RVPrRYiyLOs+BlrOnvgoPzVnTajIThaauZR83Wp5UMmEzSt
V1ikw70tFFbomYUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAULIJUN3Otrb STt 91FLUWuU
EOV3ENzx/eHsa769BvDWRzYetyl7s6TYHUemaY0IIIxSW06SorochufpvmPSweK+
gc8VC1iR61tFpkXaAXjydHINSpNdOUckfWqvklDViCR1IOCDRO1lhpsnV71+C/61LF
m2W2LbW+xeRUsjeWpHE FWEACOKhnXLfhStchs1dIUCxUg9TzV8HNYPhy8E9u6D+F
VzvjO/8AsehugPzTnYK2bm9t 7RC88gRgOpIxXn3jLV7£Ubu2]t5VeFFJ3KeM10UK
mRUhS5NY1jbnHSrEEro3SvHxuWX9+metg8wS9yobbjIgIRrmn2x8leaWlUeW/tX1i0M
VvIrrkONJjREY2ZixxWap+UVArqodpwiNQwIVGTU6JjnioELZ6VaX7nvSWomKWxiqg
nJ/GuzBzXFW80k10J/uoGA4rtB6161laHJZHmwl zMARQKKYNAOOOOAKKKKAC1iigA
1larD1HOM3WidtNPHBGX1kVEHcmuS1rxisEbJY4J/vtO0POrAvdRvtRJIe6kyvZBWJId
VJIADc1l0G8NGHz96vS9mopWRyczerJGYFMCoOOKUcrSKMVaRmylGuasxwmgO0J5rRh
XkVOLcMPmGaRbfPC14NWIKk7dD3KVaNRFCAMsWXpUlrMygBnNWZbF2U4NOt t POBW
LXMgbOI+4ralSdR+6Y1KihuMkke9Jz8sX94d6a4CxLGnCL+tTsuMADCDtUEpyMV7
7NGdOo07ndfjTqzNP1eHUEB Pz 9xWinJrzpRcXZnYpKSOHUUMaKRQt FFFABRRRQB
Rb1HOCeRVi5hOCQVFZZn+zSBT1bpXSknsY3sbTyIoC7uapSTRN80oU59¢cVICvmxDC
7£fu5Tx9a6Urx0MOalrGgPalpwRgcYpSpIKSGx8RxWhbyVmKeatRPtpSQoyN63kyK
gqslEYKHpxUatj6DrR5rsDtQHJITHPS5VAMIwkgb0Vz16GIjUWS5ZeZVHVVVrw5IBg
SpRpg0TyatWVRiISHC8VSNbFTyNgGgMjbjjNdKRztkcn3fekcpOnJfk4p5XjlrNle
0iILGEz+tYYinGbN6UNnE6+0OVJOUYH8akzXIwXMlucJk/UltWughlAkHNe fOhKJ1R
5Hg/IWPSKOtHMFE3GS5WDjAHfFcxcyfaNTDrxFEfzrbvd9zwg7F71zvmYutg/hNdd
RF+dDuG01dxs3RsDONUJLQEOPUEMMY riWnOxE4JmEFpUy6hp0dwB84G2REQ1YaAhcY
41eM1TW1a3GD1lglsIHS1iBV884pSsyoto6i2k3CrYYEr6dzWNayjjJdpuva8vh7TV
h4iTzJL69up2ZzhSpIV]/sjvUSnTdIJgknlY297gLnLRykFIj/tt/Ef8AZFc7q/im
WT8R7HxQFs73bbamox83R68enBn3NMxyeMdgr2mlX000k06JhKhyshG0D8e9DxS1
opS510eb0LjuVpH5Igsoy3PNSyKSxpUTkVOoOwEWPOfYVzvilsR2UHQzXKCupRchh
W5gQZ£f7px9KicZGaSOXbxTHAFkGRO] sPxpGv7m2+a0Ut 7 NUEs4AznighvEmbYBzU
YjAbMo8n00a4+UAXeR1LcOUV0O09ingbnc6QPIGWLKUfubKK5n8RvHYpJ/ rGHbFMc
AoopolkDgYqJfvCiigRPUuRkhzj2rzzxpe3K+Lr2QTMGgEccRz9xT1Aocorhxp3YT
1Fd/pGmWU+jLdy20bzY6kcf989P000rGO5yl192eZ+INRux4isLlhZ2Wa3ugkTrgFR
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Intercede

npxXuk7E+WSeTHk/XFFFephNjwsV8REvJOaeAN1FFAXxwEKYGTIK50/58faap6CNs CiinDdkyOv8A+WY+tR3nEYXRRWFUOGR8w81AfvUUUySOf/Vn6VRsObls+tFFaR2A
30/9XVenmiisQUE/2Q0==</Data>
</Photo>
<System>
<GUID>27d13f46-4a52-46e2-86cd-6849c29632b0</GUID>
<CredNo>1</CredNo>
<CS>1</CS>
<POA>1</POA>
<ICI>1</ICI>
<UserStatus>NAC Verified</UserStatus>
<IssuanceNotifyURL>http://10.10.0.42/Listener/Listener.asp</IssuanceNotifyURL>
</System>
<Actions />
</Applicant>
</Agency>
</PivCardRequest>

Response:

<?xml version="1.0" encoding="utf-16"?><PivImportResponse
xmlns="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse"><Agency><AgencyName>Department of
Treasury</AgencyName><AgencyCode>0001</AgencyCode><Result>Already
Exists</Result><Applicant><FirstName>David</FirstName><LastName>Balsam</LastName><EmployeeID>19760223</EmployeeID><CardRequest>0<
/CardRequest><Result>Added</Result><Reason></Reason></Applicant></Agency></PivImportResponse>
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